DEFENSE INFORMATION SYSTEMS AGENCY

P. 0. BOX 549
FORT MEADE, MARYLAND 20755-0549

rerento. Field Security Operations (FS) 18 August 2014

MEMORANDUM FOR DISTRIBUTION
SUBJECT: Announcement of the DISA Field Security Operations (FSO) Draft Web Server
Security Requirements Guide (SRG) Version 2

FSO has developed the draft Web Server SRG Version 2. The SRG is available on the
NIPRNet at http://iase.disa.mil/stigs/srgs/Pages/index.aspx for review and comment.

This draft SRG provides the technical security policies and requirements for applying security
concepts to servers used to deliver web content to a client. Delivery of web content to a client
includes session control, encryption of data during transmission, cookies, and communication
protocols. The communication methods discussed are standardized communications in the
HTTP 1.1 protocol, the latest HTTP version in release.

Please provide comments, recommended changes, and/or additions to the draft SRG by 12
September 2014. The spreadsheet is available at http://iase.disa.mil/stigs/srgs/Pages/index.aspx.
Comments should be sent via NIPRNET email to: disa.letterkenny.FSO.mbx.stig-
info@mail.mil. Include the title and version of the SRG in the subject line of the email.
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CHRIS:
Date: 2014.08.18 09:20:52 -0400°

ROGER S. GREENWELL
Director, Field Security
Operations
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