DEFENSE INFORMATION SYSTEMS AGENCY

P. O. BOX 549
FORT MEADE, MARYLAND 20755-0549

MEMORANDUM FOR DISTRIBUTION 3 January 2017

SUBJECT: Announcement of the Draft McAfee Application Control Security
Technical Implementation Guide (STIG) Version 1

DISA Risk Management Executive has developed the Draft McAfee Application Control
STIG Version 1. The STIG is available at http://iase.disa.mil/stigs/hbss/Pages/index.aspx for
review and comment.

The McAfee Application Control STIG provides guidance for McAfee Application Control on
DoD workstation endpoints. It is a McAfee ePolicy Orchestrator (ePO) managed software and is
capable of blocking unauthorized applications and code on servers, corporate desktops, and
fixed-function devices using centrally managed application whitelist(s). Its dynamic trust model
and security features block advanced persistent threats (APTs) without requiring signature updates or
list management.

Please provide comments, recommended changes, and/or additions to the draft STIG by 30
January 2017 on the comment matrix spreadsheet located at
http://iase.disa.mil/stigs/hbss/Pages/index.aspx. Comments should be sent via NIPRNet email to:
disa.stig_spt@mail.mil. Include the title and version of the STIG in the subject line of your
email.
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ROGER S. GREENWELL
Chief, Cybersecurity
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