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1. INTRODUCTION

STIG Viewer 2.x is a replacement for previous DISA tool (STIG Viewer 1.2). The intent of this
User Guide is to assist in navigating 2.x and describing functionalities from a user perspective.

1.1 About DoD/DISA STIG Viewer

The DoD/DISA STIG Viewer tool provides the capability to view one or more XCCDF.xml
formatted STIGs in an easy to navigate human readable format. It is compatible with STIGs
developed and published by DISA for the DoD. The purpose of the STIG Viewer is to provide
an intuitive graphical user interface that allows ease of access to the STIG content along with
additional search and sort functionality unavailable with the current method of viewing the
STIGs using a style sheet in a web browser. STIG Viewer also supports additional functionality.
STIG Viewer features:

e STIG Viewer allows multiple STIGs to be imported and utilized when creating checklists
(NOTE: the current version of STIG Viewer allows only a single checklist to be open at
atime.)

e One or more XCCDF STIG files can be individually loaded.
e XCCDF STIG files can be extracted from zipped STIG packages.

e A'Local Save-point' can be created on a system to store user configuration data and the
current set of imported STIGs. This permits the last set of loaded STIGs to be reloaded
each time the STIG Viewer is started. The 'Local Save-point' can be deleted from the
Viewer's options menu. Only one 'Local Save-point’ can be created at a time.

e Multiple XCCDF STIG files can be simultaneously unzipped and loaded from a .zip file
containing one or more folders which contain the zipped STIG packages. STIG Viewer
will drill down to find all XCCDF files and load them. A 'Local Save-point' is required
for this operation as all XCCDF files are extracted to its local folder.

e The list of STIG requirements/vulnerabilities can be sorted by STIG ID, Vulnerability 1D,
or Rule ID.

e All loaded STIG files can be searched or filtered based on one or more keywords. All
fields or individual fields can be searched. A filtered list of STIG
requirements/vulnerabilities is returned.

e CCl data can be displayed if the CClI reference is contained in the STIG
requirements/vulnerabilities.
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e Loaded and filtered STIG data can be printed or exported to HTML and RTF file formats
for use with other programs (i.e. web browsers and Microsoft Word). The
printed/exported data is based on the list of requirements displayed in the center pane of
the viewer. The output is formatted as a table containing each requirement.

e A manual review checklist can be generated from the currently loaded STIG (or STIGS)
or a filtered list. The checklist is generated from all requirements showing in the center
pane. This checklist can be used to manually enter review results and notes. The manual
review checklist can be saved and reloaded.

e The manual review checklist can be formatted as a short form paper checklist for
recording review results. This format can be exported to a file or printed.

e Automated review SCAP XCCDF Results files can be imported into the checklist,
populating the checklist with the automated results. The manual portion of the review can
be completed and added to the automated results.

e The checklist can be exported as a .CSV file.

NOTES:

1. This project is produced in Java, and delivered as a single JAR file. It requires the Java
Runtime Environment (JRE) be installed on the user’s machine to run. This allows the
program to be run on any operating system for which the JRE is produced. This also
limits the program to running at the permission level of the currently logged in user.

2. The STIG Viewer does not open or make use of any network connections.

3. 'Local Save-points' are created in the logged in user's “local directory” as defined by
JAVA. This is a different location in each operating system. Under Windows 7 this is in
the %USERPROFILE%\AppData\Local\STIGV_AppData directory. This folder is
deleted when the ‘Local Save-point' is deleted.

4. The input to the STIG Viewer is an XCCDF XML file, other file types are rejected. STIG
Viewer is optimized to XCCDF Formatted STIGs produced by DISA for DoD.
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2. INSTALLING STIG VIEWER 2.X

STIG Viewer 2.x can be downloaded from the IASE website. Go to SRG/STIG Tools - STIG
Viewing Guidance...

€ | ¥ @ iase.disa.mil/stigs/Pages/index.aspx

IASE

Home | Cyb y Training ¥

STIGs Home
STIG Viewing Guidance
SRG/STIG Applicability
Guide and Collection Tool

Security Requirement Guides

DoD Annex for NIAP Protection Profiles

...and click on STIG Viewer Version 2.

€ | @ iase.disamil/stigs/Pages/stig-viewing-guidance.aspx C || Q Search

IASE All Sites [=]

Home | Cybersecurity Training ¥ | Topic Map ¥ | STIGs ¥ | Tools ¥ | News | Help | [l RSS Feeds

Home = 5TIGs = 5TIG Viewe

STIG Viewer

*PKI = DoD PKI Cerfificate Required

STIG Viewer

Download Date Size Format
STIG Viewer Quick Reference Guide 212812012 2,261KB PDF
$ STIG Viewer Version 2 1112412015 944 KB JAR

Stylesheets Sorted by STIG ID

Click on Save File, and save to your computer as STIGViewer2.jar file.

Opening STIGViewer2 jar — ﬂ

You have chosen to open:

4| STIGViewer2.jar
which is: Executable Jar File (604 KB)
from: http://iase.disa.mil

Would you like to save this file?

> (i) (o]
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2.1.1 Opening STIG Viewer
1. Invoke/Open STIG Viewer (STIGViewer2.jar). Empty STIG Viewer looks like this:

File Export Checklist Options Help

STIG Explorer
¥ STiGs Vul ID Rule Name + | ¥ General Information
CK Name it

¥ Discussion

Mo content in table

¥ Check Content

Profile: | No Profile -
No content in table

¥ Filter Options * Fix Text

CATI CATII CATII

Add ¥ CCI

® Inclusive Filter Exclusive Filter

¥ Miscellaneous

Remove Filter Remave All Filters

2. There are three main columns to the Viewer.

Left column - will contain STIG names and Filters.
Center column - will contain Vulnerability ID information.
Right column - will contain Vulnerability detail information.

3. The Left and Right columns have collapsible sections in each. Clicking on small
arrowheads to left of each section label will toggle section to either expand or collapse.
(You cannot vertically slide the divider between sections to adjust their size. The more
sections you collapse, the wider each other section will open.

Left column labels - STIGS, Filter Options

Right column labels - General Information, Discussion, Check Content,
Fix Text, CCI, Miscellaneous
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2.1.2 STIG Explorer tab - Menu Selections

1. STIG Explorer tab has 5 Menu drop-down selections (File, Export, Checklist, Options,

Help). Choices within each selection are shown below:

o v 27 Y

File = Export Checklist Options Help

[ Import STIG
| Print

Exit Name &

File Export Checklist Options Help

STIG Explorer

¥ STIGs

~ Open Checklist from File |
| Create Checklist - Selected STIG(s) v

CK Name i

o 5 v 2

File Export Checklist Options Help

STIG Explorer About...

¥ STIGs

View Readme

CK Name + | View Change Log

File Export Checklist Options Help

STIG Ex Webpage(.html)

v STIG Document(.rtf)

CK Spreadshest(.csv) +

File  Export Checklist Options Help

STIG Explorer

¥ STIGs

| Asset Posture

| Create Local Savepoint ful

CK MName 4
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3. Load STIGS

1. STIGs can be downloaded from the IASE website. They are provided as .zip files, to be
loaded into STIG Viewer. All STIGs are handled the same by the Viewer, so this guide
provides generic instructions, suitable for all technologies. From the STIG Explorer tab,
select Menu item FILE — Import STIG.

Print

Exit

Import STIG

Hame +

2. Select STIG .zip file you wish to load and click Open button. This example shows a

Windows 7 STIG.
-

Open u
K. )= | » STIGVIEWER 2.0 TESTING » = Search STIG VIEWER 20 TESTL... 0
Organize * MNew folder = @

9% Favorites -+ | Mame Date mod‘ified
Bl Desktop E;; U_Application_Security_and_Development_V3R10_5TIG(1).zip 12/9/2015 8:45 AM

1. Downloads <l U_Windows_7_VIR21_STIG.zip ¢ 1 12/7/2015 10:28 AM
=l RecentPlaces | 1| S K Folders in Zip file: 10 02N
3 ;| Templates - Win 7/sceregvlinf 1510:23 AM|
. . . @i | Templates - Win 7/
Libraries P L 15 10:22 AM|
— = U_Readme_SRG_and_STIG.pdf o
%) Documents < U_Windows_7_VIR21_Overview.pdf 1510:20 AM
Jﬁ Music = Templates - Win 7/U_Win7_Analyze_only V1R21.inf 5111 PM
. b Templates - Win 7/U_Templates_Readme_V1R21.tet .
&) Pictures %1 U_Windows_7_VIRZ1_Manual_STIG/DoD-DISA-logos-as-IPEG.JPG JGHUACA
B videos U_Windows_7_V1R21_Manual_STIG/STIG_unclass.xs|

M Comnuter

- 4

U_Windows_7_V1RZ1_Manual_STIG/U_Windows_7_VIRZ1_STIG_Manual-
xccdfxml
U_Windows_7_V1R21 Revision_History.pdf

File name:

- [STLG files (*xml; *.zip)

)

2¢[ Open | | Cancel ]
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3. STIG Viewer will show STIG has been loaded.

STIG Explorer
| * s7iGs Vul I Rule: Nasne + | = Genersl Informaticn
= = o | ¥aem Physical security
- v-1072 Shared User Accounts Windows 7 Security Technical Implementation
Window 7 Secunty Techrical kmplementation Guide Guide :: Release: 21 Benchmark Date: 23 Oct 2015
V-1073 Urnupported Service Packs
V1074 Approved DoD Virus Sean P.. T
v-107% Display Shutdown Bulton
i 5 Imadh physical p can all other secunty
ans ik i precautions utilized to protect the system. This can jeopardize the
v-77 incormest ACLs for evertbogs || confidentiality, availabilitv. and intearity of the svstem. Physical
V-1080 File Auditing Configuration = Chick Content
v-1081 NTPS Requinesnent Interview the SA to determine if equipment is located in an access
1084 Clear System Pagefile controlled area.
V1085 Removable midia dences.
at - » FaT
Profle: | No Prolds V1088 & Key -, ; et
i V-1089 Legal Notice Display Retocate equipment to a controlled access area,
V-1000 Caching of logon credentials
CATI[ | cari| | catm V1003 Angrymous shargs are not .||y ey
V1097 #ad Logan Atte
fhad I CCL CC1-000366
#) Inchusive Fiter || Exchusive Filter V1098 Bad Logon Counter Reset The Z2ation | L ity configuration setings.
1096 Lockout Duration NIST SP 800-53 = CM-6 b
V1102 User Raght - Act a5 past of ©5 | || 7 Miscelanecus
V1104 Madmum Password Age 14 Controls:
Harmcore Filter | | Remove 48 Filters ¢ || PECFa
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3.1.1 Create Checklist from STIG

1. Click Profile drop-down and select MAC/Classification Level for checklist being created,
for asset being reviewed.

o

V-1070
v .
71, Wetdows 7 Bty Tarical Ieplamsersation Guide hoid

V1073
V104
V1075
=107

v-1080

v-108¢

V1102

w107

2. Check CK box nextto STIG in STIG Explorer, then click Menu item Checklist — Create
Checklist — Selected STIG(S).

I File  Export Checklist Options Help

3| || STIG Explorer | Open Checklist from File

v STIGs Create Checklist - Selected STIG(s) ¢ Vul ID
T V-1070 Physii
CK Name |
V-1072 Share
1 : Windows 7 Security Technical Implementation Guide
V-1073 Unsu
Il V-1074 Appre
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3. A Checklist tab will open, with checklist information for STIG selected.

|| STIG Explorer | Checklist X
¥ Target Data St..  VullD RuleName *+ ¥ General Information
q - V-1070 Physical security -
Computing - - . Lo . . Dal
. V-1072 Shared User A... Windows 7 Security Technical Imp Guide :: 21
1 .
i — w1073 Unsupported .. Benchmark Date: 23 Oct 20;[5
= VD abpiovedined Status: (@) Not Revie... () O.. () Nota Fin.. () NotApplic.. | Seyerity Overrider
1 w  V-1075 Display Shutd...
- V-1076 System Recov... w Vuln Information
L - V-1077 Incorrect ACLs...
Get Host Data . o Discussion | Chack Content | Fix Text | CCI| Misc
w V-1080 File Auditing ...
Role V-1081 NTFS Require. Inadequate physical protection can undermine all other security precautions utilized to
alll (@ None protect the system. This can jeopardize the confidentiality, availability, and integrity of
Workstation = UHIE Clear System .. the system. Physical security of the AlS is the first line protection of any system.
Member Server - V-1085 Removable m...
Demain Contreller - V-1088 Registry Key A..
 Finding Details
Web or Database STIG w  V-1089 Legal Motice ...
- V-1090 Caching of lo...
- V-1093 Anonymous s...
- ¥-1097 Bad Logon Att...
. V-1008 Bad Logon Ca..
-~ V-1099 Lockout Durat...
-~ V-1102 User Right - A... ¥ Comments
- V-1104 Maximum Pas...
v Totals w  V-1105 Minimum Pas...

4. The Checklist tab columns are different from the STIG Explorer tab columns.

Left column - will contain Target Data, Totals, STIGs,
Technology Area, Filter Options.

Center column - will contain Vulnerabilities in checklist.

Right column - will contain General Information, Vuln Information,
Finding Details, Comments.
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5. To see all sections, you may have to collapse some of them. Here is a view with all
sections collapsed.

STIG Explorer | Checkdist X

b Targel Dala St Vul ID RuleMame + * General Informastion
1' St = V1070 Physicalsecurity | s vuinJnfeemation

b STIGs - V1072 Shared User A * Fining Details

N ~ V-7 Usupported _. e —

v-107a Approved Da...
- V1075 Display Shutd..
~ V-1076 System Recov..
~ w-1am7 Incarmeed ACLS..

| » Fitter Options

—  v-1080 File: Auditing ...
V-1081 NTF3 Require..
V1084 Clear System ...
V-1085 Removable m...

W-1084 Rrgistry Koy A
v-1089 Legal Notice ..
V-1080 Caching of fo...
v-1083 Ancymeus s

V1047 Bad Logon Att—
- V-1048 Bad Logen Co..
V-1099 Lockout Durat...

- V102 User Right - A,
- v [
- Minimum Pas...

10
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3.1.2 Checklist tab - Menu Selections

1. Checklist tab has 3 Menu drop-down selections (File, Import, Export). Choices within
each selection are shown below:

# '| DISA STIG Viewer : 2.

File Import Export

Save Checklist X
Save Checklist As.. S... Vul1
f MR V-1070
Open Checklist
NR V-1072
Asset Posture
NR V-1073
| » Filter Options NR V-1074

File — Save Checklist As:
Be sure to save checklist to a .ckl file before Exporting .csv file.

' DISA STIG Viewer : 2.

STIG EX XCCDF Results File

» TargetUata 5. Vull
» Totals NR V-1070
» STIGs NR V-1072
» Technology Area NR V-1073

NR V-1074

| » Filter Options
MR WV-1NT75

o veve 27

File Import Export

STIG Explorer | Ch Gen. CMRS Import File

> TergetData | pata export (.csv) Se  Vulll

» Totals NR V-1070

» STIGs NR V-1072

» Technology Area MR V-1073

» Filter Options NR V-1074
MR V-1075

11
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4. Checklist Sections

4.1.1 Checklist — Target Data Section

1. The Checklist Target Data section is where the STIG asset is identified. The drop-down
button at the top can toggle between Computing and Non-Computing. For Computing
asset, enter Host Name, IP Address, and MAC Address of asset being reviewed. For Non-
Computing asset, enter the name of asset only.

NOTE: Do NOT click the Get Host Data button. That will only populate the Computing
fields with information from computer for which you are running STIG Viewer.

—
File Import Export File  Import  Export
STIG Explorer | Checklist X STIG Explorer | Checklist X
e Sta..  Vul v Target Data Sta..  Vul
Computing - N3 | AR :: :jz:g
NR  V-1072
NR  W-1073 MR V-1073
NR  V-1074 NR  V-1074
i NR  V-1075 | NR V-1075
NR  V-1076 MR V-1076
NR  W-1077 NR  V-1077
GetHostBata | || \r y-2080 NR V-1080
© o NR v-lost o Nore R -
Workstation MR V-1084
Member Server NR V-1085 NR  V-1085
Demain Controller NR V-1088 MR V-1088
Web or Database STIG NR V-1089 NR  V-1089
NR  ¥-1090 MR V-1090
NR  V-1093 MR V-1093
NR  V-1097 MR V-1097
NR  V-1098 MR V-1093
NR  V-1099 MR V-1099
MR W-1102 MR V-1102
NR V-1104 NR V-1104
¥ Totals NR W-1105 v Totals NR V-1105
KB Y1107 ME V1407

2. Select Role radio button for server type. Clicking the Web or Database STIG box, will
provide fields for Site and Instance names.

Role
MNone

@ Workstation
Member Server

Comain Controller

v | Web or Database STIG

12
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4.1.2 Checklist — Totals Section

1. The Checklist Totals section contains tabs for individual CAT 1, 11, or 1l total counts of
each vulnerability status, as well as Overall Totals.

STIG Explorer || Checklist X

» Target Data
¥ Totals

Overall Totals | CATI| CATII | CATII

Open: 0 Not Reviewed: 34
Not a Finding: 0 Not Applicable: 0
Total: 34

Mot Reviewed Not & fpitinje

» STIGs

13
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4.1.3 Checklist — STIGs Section

1. The STIGs section contains type of STIGs contained within this Checklist. A single
Checklist tab may contain multiple STIGs.

STIG Explorer | Checklist X
» Target Data

» Totals

¥ STIGs
Name

Windows 7 Security Technical Implementation Guide

¥ Technology Area

14
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4.1.4 Checklist — Technology Area Section

1. The Technology Area section contains a drop-down list of technologies, to select specific
technology for asset being reviewed.

STIG Explorer | Checklist X
» Target Data

» Totals

b STIGs

¥ Technology Area

Select Technology Area:

-- Please Select -- -

Host Based System Security (HBSS)
_Fiter Opiy Internal Network

Mability

Releaseable Metwaorks (REL)

Traditional Security

UNIX O3

VVOIP Review

Web Review

Windows OS

Other Review

UNCLASSIFIED
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4.1.5 Checklist — Filter Options Section

1. The Filter Options section allows you to filter the vulnerabilities by severity CAT I, I, or
I11) or by entering a keyword. Select either Inclusive or Exclusive Filter radio button.

2. To clear the filter, select either Remove Filter or Remove All Filters button.

STIG Explorer | Checklist X
» Target Data

F Totals

b STIGs

» Technology Area

¥ Filter Options

CATI CATII CATII

Add
® Inclusive Filter Exclusive Filter
Remaove Filter Remaove All Filters

16
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4.1.6 Checklist — General Information Section

1. The General Information section displays in the right column, for Vulnerability

selected in

the center column.

2. Select status radio button to identify Vulnerability as Open (O), Not a Finding (NF),
or Not Applicable (NA). The Vulnerability text color will also change to reflect

status.

3. Click Severity Override drop-down when necessary to down-grade or up-grade status.
Pop-up box will display to enter required justification text for override.

Status Vul ID Rule Name
NF V-1070 Physical security
o] V-1072 Shared User Ac...
V-1074 Approved DoD...
o V-1075 Display Shutdo...
o V-1076 System Recove...
NR  V-1080 File Auditing Co...
NR  V-1081 NTFS Requireme...
NR  V-1084 Clear System Pa...

+| ¥ General Information

Windows 7 Security Technical Implementation Guide :: Release: 21 Benchmark
Date: 23 Oct 2015

Rule Title: Permissions for event logs must conform to minimum reguirements,
STIG ID: 2.001

Rule ID: SV-25133r3_rule

Vuln ID: V-1077

Severity: CATII
Class:  Unclass

Status: '@ Mot Reviewed Open Mot a Finding Mot Applicable Severity Override =

4. To select multiple vulnerability checks, click on first one to be selected (1), then hold
Shift-Key down and click on last one to be selected (2). Next, select Status radio
button you

wish to set all selected checks (3).

Status Vul ID Rule Name +| ¥ General Information

1>

:Host Data

2 =>

NR  V-1085 Removable medi...

Status Vul ID Rule Name i

NF V-1070 Physical security

V-1072 Shared
v-1073
v-1074

V-1080 File Auditing Co...
V-1081 NTFS Requireme...
NF  V-1084 Clear System Pa...
MR V-1083 Removable medi...

Windows 7 Security Technical Implementation
Date: 23 Oct 201

Deula Tialas Cormtmn mmnfiln in clamend ommin ok i

Status: (@ Not Reviewed Open Not a Finding

¥ Vuln Information 3
Discussien || Check Content | Fix Text | CCI | Misc

This check verifies that Windows is configured to not wipe
controlled system shutdown.

¥ General Information

Windows 7 Security Technical Implementation G/
Date: 23 Oct 2015

Bule Thlas Covcbmmn mmmnfiln im mlmmad cimmn bt mnaen

Status: Not Reviewed Open @ Mot a Finding

¥ Vuln Information
Discussion | Check Content || Fix Text | CCI | Misc

This check verifies that Windows is configured to not wipe cle:
controlled system shutdown.

17
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4.1.7 Checklist — Vuln Information Section

1. The Vuln Information section contains 5 tabs relating to Vulnerability selected in
center column.

2. Discussion tab — A brief description of the check.

MR V-1088 Reqgistry Key All.. ¥ Vuln Information
NR  V-1089 Legal Notice Dis... Discussion | Check Content | Fix Text | CCI | Misc
NR  V-1090 Caching of logo...

Allowing anonymous logon users (null session connections) to list all account names and enumerate all
shared resources can provide a map of potential points to attack the system.

NR  V-1097 Bad Logen Atte..,

3. Check Content tab — Describes how to conduct the check for review.

Discussion | Check Content | Fix Text | CCI | Misc

Analyze the system using the Security Configuration and Analysis snap-in.
Expand the Security Configuration and Analysis tree view.
MNavigate to Local Policies > > Security Options.

If the value for "Network access: Do not allow anonymous enumeration of SAM accounts and
shares” is not set to "Enabled”, this is a finding.

The policy referenced configures the following registry value:

Registry Hive: HKEY_LOCAL_MACHINE
Registry Path: \SYSTEM\CurrentControlSet\Control\Lsa\

4. Fix Text tab — Describes how to fix an Open finding for check.

Discussion || Check Content || Fix Text || CCI | Misc

Configure the policy values for Computer Configuration » > Windows Settings > > Security Settings > =
Local Policies > > Security Options > > "Network access: Do not allow anonymous enumeration of SAM
accounts and shares” to "Enabled”.

18
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5. CClI tab — Describes CCI information about check.

Discussion | Check Content | Fix Text | CCI || Misc

CCL: CCI-001090

The information system prevents unauthorized and unintended information transfer via shared system
resources.

MIST SP 800-53 = 5C-4
MNIST SP 800-53A = SC-4.1
MNIST SP 800-53 Revision 4 = SC-4

6. Misc tab — Describes 1A Controls about check.

¥ Vuln Information
Discussion | Check Content | Fix Text | CCI || Misc

1A Controls:
ECSC-1, PRNK-1

19
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4.1.8 Checklist — Finding Details Section and Comments Section

1. The Finding Details section and Comments section are used to record details and
comments from reviewer.

NK  V-1088 Registry Key Au...

MR V-108% Legal Notice Dis... ¥ Finding Details
MR V-1090 Caching of logo...

MR V-1093 Anonymous shar...

NR  V-1097 Bad Logon Atte...

NR  V-1098 Bad Logen Coun...

NR  V-1099 Lockout Duration

MR V-1102 User Right - Act ... e
NR  V-1104 Maximum Passw...

NR  V-1105 Minimum Passw...

NR  V-1107 Password Unigu...

NR V1112 Dormant ACCOU..
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