This diagram is based on Wireless STIG Guidance for Unclassified Mobility GFE Connections

PROHIBITED: ALLOWED:
Connection of mobile device WIFI HotSpot Tethering
to PC via USB Cable of mobile device to PC

PROHIBITED:

Connection of mobile device ALLOWED: .

to PC via Bluetooth WIFI HotSpot Tethering of
mobile device to mobile device

PROHIBITED:

Connection of mobile device to
mobile device via Bluetooth
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PROHIBITED:

Direct WIFI Tethering of mobile device

to mobile device

ALLOWED:

Connection of mobile device to
approved SmartCard Reader
via Bluetooth

PROHIBITED:
Near Field Communication (NFC) o ALLOWED:
mobile device to mobile device Connection of mobile device to
approved hands free headset via
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PROHIBITED:

Wireless streaming (screen mirroring) of mobile
device to mobile device, laptop, monitor, media
server
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ALLOWED:
Connection of mobile device to projector/monitor via
VGA/HDMI/USB direct cable connection

Sites might have a more secure posture than what is depicted in this diagram.

If you have any comments please contact disa.stig spt@mail.mil
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