DEFENSE INFORMATION SYSTEMS AGENCY

P.0.BOX549
FORT MEADE, MARYLAND 20755-0549

30 October 2016
MEMORANDUM FOR DISTRIBUTION

SUBJECT: Apple iOS 10Security Technical Implementation Guide (STIG) Version 1

Reference: Department of Defense Instruction 8500.01, Cybersecurity, dated March 14, 2014

Department of Defense (DoD) Instruction 8500.01 directs that the Defense Information
Systems Agency (DISA) “develops and maintains control correlation identifiers (CCls), security
requirements guides (SRGs), security technical implementation guides (STIGs), and mobile code
risk categories and usage guides that implement and are consistent with DoD cybersecurity
policies, standards, architectures, security controls, and validation procedures, with the support of
the NSA/CSS, using input from stakeholders” and DoD Component heads “ensure that all DoD
IT under their purview complies with applicable STIGs, security configuration guides, and
SRGs.”

To position the DoD so it can readily support the future STIG requirement that all iOS
devices be supervised, DISA recommends DoD procurement offices immediately institute a
procurement process in which all iOS device procurements require that the device be enrolled in
Apple's Device Enrollment Program (DEP) by the selling vendor. In addition, current iOS device
inventory should be registered in DEP through the reseller the devices were purchased from, and
any device not eligible for enrollment in DEP should be identified as soon as possible. Devices
not able to be enrolled in DEP can still be supervised using the Apple Configurator tool.

In accordance with DoD Instruction 8500.01, the Apple iOS 10, Version 1 is released for
immediate use. The document is available on http://iase.disa.mil.

Point of contact for this action is DISA STIG Support Desk,
email: Disa.stig_spt@mail.mil.
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for MYRA D. MCINTOSH-WILLIAMS

Acting Director, Risk Management Executive
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