

<Information System Name> System Security Plan
Version <0.00> / <Date>		



[bookmark: _Toc270583319]
Department of Defense (DoD) Addendum to the FedRAMP+ System Security Plan
Information Impact Level 5
Template (Version 1.0)

[image: http://t0.gstatic.com/images?q=tbn:KQ84uxGLPyE-HM:http://www.thelivingmoon.com/45jack_files/04images/Intel/dod.png]











<Company>
<Information System Name>
<Version of System>
<date>


System Security Plan Addendum
<Information System Name>, <Date>

UNCLASSIFIED[footnoteRef:1] [1:  This document is UNCLASSIFIED and is a template. Once completed, the Cloud Security Provider should change the footers and other references to classification to reflect their company policy on the material herein. ] 



                                                           UNCLASSIFIED                                                  Page 4


[bookmark: _Toc361738525]System Security Plan Addendum
[bookmark: _Toc361738526]Prepared by


	Identification of Organization that Prepared this Document

	

<insert logo>
	Organization Name
	

	
	Street Address
	

	
	Suite/Room/Building
	

	
	City, State Zip
	





[bookmark: _Toc361738527]Prepared for


	Identification of Cloud Service Provider

	

<insert logo>
	Organization Name
	

	
	Street Address
	

	
	Suite/Room/Building
	

	
	City, State Zip
	





 



[bookmark: _Toc453944398]Executive Summary

This document details the additional and changed materials to the System Security Plan (SSP) for the <Cloud service  Name> in order to satisfy the Department of Defense (DoD) security controls for an Information Impact Level 5 cloud services.  This System Security Plan Addendum was written in accordance with National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Revision 1, Guide for Developing Security Plans for Information Technology Systems and the DoD Cloud Computing Security Requirements Guide (SRG (version 1, Release 2) which may be found at http://iase.disa.mil/cloud_security/Pages/index.aspx 
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[bookmark: _Toc453944400]Introduction – about this Document
The purpose of this template is to help provide the Cloud Service Provider (CSP) with a standard and consistent means to record their Cloud Service Offering (CSO) capability to meet the FedRAMP+ DoD information assurance (IA) requirements for Information Impact Level 5 cloud services. Level 5 accommodates controlled unclassified information (CUI) that requires a higher level of protection as deemed necessary by the information owner, public law, or other government regulations, including National Security System (NSS) information. This SSP addendum is designed for any CSO pursuing compliance with the additional and revised (FedRAMP+) DOD security controls required to be listed as an Information Impact Level 5 in the Department of Defense (DOD) Cloud Service Catalog of CSOs when there is a separate FedRAMP v2 baseline authorization set of artifacts.  However, the FedRAMP v2 Moderate baseline requirements must still be met, using an accredited Third Party Assessment Organization (3PAO) to perform the assessment[footnoteRef:2], and can take place in parallel with the DoD FedRAMP+ assessment.    [2:  Reflects Section 4.1 of the DoD CC SRG. A DoD component may perform the assessment activities under certain circumstances defined in Section 4.1 of the DoD CC SRG.] 


 As such, this SSP addendum contains only those security requirements that:
· Are general security requirements for DoD needs,
· Are NIST Special Publication 800-53 additional security controls to the FedRAMP v2 Moderate baseline, and/or
· Have different (usually more stringent) requirements as represented in parameters or refinements (e.g., additional guidance or requirements) within the NIST SP 800-53 security controls

Wherever possible, DoD will, under reciprocity, accept and build upon any assessment activities that the accredited 3PAO performed (and the resulting findings thereof) with a Federal Authorizing Official accepting the results during a FedRAMP v2 assessment. Although the DoD will seek to reuse as many assessments results as possible, only FedRAMP JAB or Federal Agency authorizations where the assessments were performed using an accredited FedRAMP 3PAO (or other DoD approved assessor) can be accepted under reciprocity. In addition, the cloud service offering (CSO) will need to meet all the FedRAMP v2Moderate baseline controls and FedRAMP+  Information Impact Level 5 security requirements and controls contained herein in its own right. 

If the CSO does not have a Federal AO approved FedRAMP v2 Moderate Baseline SSP, then this document is not sufficient because it implies an accepted and authorized baseline on which to build further analysis.   In that case, the CSO may choose to obtain their FedRAMP Moderate provisional authorization through a DoD Agency and to perform the FedRAMP v2 and FedRAMP+ assessment at the same time.  A separate full DoD FedRAMP+ SSP template is available and may be more appropriate for that purpose.  It is acceptable for the CSO to include both the FedRAMP v2 security controls and the DoD additional controls in the same System Security Plan (SSP) document but the FedRAMP JAB PMO should be consulted for any requirements regarding the FedRAMP v2 baseline authorization if the CSP chooses to register the DoD Provisions Authorization as an Agency ATO on the FedRAMP registry
[bookmark: _Toc453944401]DoD Information Impact Levels

Per the DoD Cloud Computing (CC) SRG, the DoD has established four Information Impact Levels based on information sensitivity level and the potential impact should the confidentiality or integrity of the information be compromised. This SSP addendum document covers those additional security controls for Information Impact Level 5 as defined in the DoD CC SRG.  Information Impact Level 5 cloud offerings house and/or process sensitive or controlled unclassified information (CUI) deemed to require a high level of security protections suitable for National Security Systems (NSS). Using the IA model of confidentiality, integrity, and availability (C-I-A), the Information Impact Level 5 data has a moderate confidentiality level of impact and a moderate integrity level.    The availability level of impact is open for this (as it is for all) Information Impact Level and is subject to determination by the data owner or customer, and may be specified in the service level agreement (SLA) between the CSP and the specific customer of the cloud service and assessed as part of the operational assessment leading to authorization to operate the DoD mission. However, it is expected that the CSO will at least meet the availability security controls resident in the FedRAMP v2 Moderate baseline. Therefore, the DoD assessment considers the capability of the CSO to meet the levels of service that might be in these SLAs through applicable security controls.

The remainder of this document constitutes the SSP Addendum template and can be considered to be changes and additions to the FedRAMP v2 Moderate Baseline System Security Plan. As such, the sections  of this addendum have been created to parallel the sections in the baseline SSP with common sections that need updates due to the SRG contents.  The CSP should include in this Addendum any SSP content that has changed from the baseline assessment, including any sections not represented in this addendum. If there are no changes from the FedRAMP  v2 baseline SSP, then it is not necessary to  include the text here. During the DoD assessment, the text herein will be read as being in addition to the text in the baseline SSP, unless otherwise noted to replace the SSP text.  Alternatively, the CSP may choose  to provide a complete SSP incorporating the DoD additions and changes, especially if they do not plan to submit separately to the FedRAMP JAB. 

The CSP may choose to delete this introductory section in their submitted SSP Addendum. 
[bookmark: _Toc453944402][information system name/title][footnoteRef:3] [3:  The CSP should insert their cloud service provider and cloud service offering name ] 

This System Security Plan Addendum provides an overview of the security requirements for the <Information System Name> (<Information System Abbreviation>) and describes the changed and additional controls in place or planned for implementation to provide a level of security appropriate for storing and processing DoD controlled unclassified information, including National Security Systems (NSS) according to the DoD Cloud Computing Security Requirements Guide (SRG), version 1, release 2, dated March 18, 2016.  All information in this document should be considered in conjunction with <FedRAMP v2 Moderate baseline SSP title, version, and date>.  
[bookmark: _Toc453944403]Information System Categorization
The FedRAMP v2 Moderate baseline SSP categorizes the Cloud Service Offering (CSO) according to the FIPS Publication 199, Standards for Security Categorization of Federal Information and Information Systems. Although related,  all DoD system must be categorized according to the CNSSI 1253[footnoteRef:4] – which maintains impact ratings of the three information assurance tenets. The DoD Cloud Security SRG bases the set of controls on CNSSI 1253 Moderate Confidentiality and Moderate Integrity security protections, but leaves the Availability impact rating to agreements between the Mission Owner and the Cloud Security Provider. Table 2-2, as revised below, reflects categorization according to CNSSI 1253. Unlike the FIPS 199 system categorization based on the “high watermark” of the three information assurance tenets, CNSSI 1253 maintains the three rating separately. As such, the <Information System Name> system is categorized as amended in Table 2-1. [4:  Reflects DoD CC SRG section 5.1.2. ] 

	
	
	Confidentiality
	Integrity
	Availability

	Low
	|_|
	|_|
	|_|

	Moderate
	|_|
	|_|
	|_|

	High
	|_|
	|_|
	|_|


[bookmark: _Toc383444379][bookmark: _Toc388620638][bookmark: _Toc388621430]Table 2- 1.  Security Categorization
[bookmark: _Toc440229102][bookmark: _Toc440879725][bookmark: _Toc440893346][bookmark: _Toc440893561][bookmark: _Toc453944404]Information types

Likewise, CNSSI 1253 provides information types refined for DoD missions. As such, Table 2-2, as amended reflects those information types. 


	Information Type 
(Use only information CNSSI 1253) 
	CNSSI 1253 identifier for Associated Information Type
	Confidentiality
	Integrity
	Availability

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc383444380][bookmark: _Toc388620639][bookmark: _Toc388621431]Table 2- 2.  Sensitivity Categorization of Information Types
[bookmark: _Toc453944405][bookmark: _Toc385594035][bookmark: _Toc385594427][bookmark: _Toc385594815][bookmark: _Toc388620672][bookmark: _Toc389558035]Security Objectives Categorization (CNSSI 1253)[footnoteRef:5] [5:  In accordance with the DoD CC SRG, Section 5.1.2, all DOD systems must categorize their systems according to CNSS 1253, whether or not they are a national security system (NSS).] 

Based on the information provided in Table 2-2, Information Types, for the <Information System Abbreviation> have CNSSI 1253 categories for the noted Information Types as identified in the table below[footnoteRef:6]   [6:   Although  the DoD CC SRG leaves the assessment of availability to the mission owner (through contracts or service level agreements), the CSP is expected to claim a level of service availability that meets or exceeds the FedRAMP v2 baseline. In some circumstances, security control parameters are dependent on the claimed level of service availability. Reflects   DoD CC SRG Sections 3.1 and 5.1.2 ] 


	Security Objective
	Low, Moderate or High



	Confidentiality
	

	Integrity
	

	Availability
	


[bookmark: _Toc383444381][bookmark: _Toc388620640][bookmark: _Toc388621432]Table 2- 3.  Security Information Impact Level

Through review and analysis it has been determined that the baseline CNSS 1253 security categorization for the <Information System Abbreviation> system is listed in the table that follows.  

	<Information System Abbreviation> Security Categorization
	Confidentiality(LMH)


	Integrity (LMH)
	Availability (LMH)


[bookmark: _Toc383444382][bookmark: _Toc388620641][bookmark: _Toc388621433]Table 2- 4.  Baseline Security Configuration
Using this categorization, in conjunction with the risk assessment and any unique security requirements, we have established the security controls for this system, as detailed in this SSP Addendum, in conjunction with the FedRAMP v2 Moderate baseline SSP defined herein.   

[bookmark: _Toc389558036][bookmark: _Toc453944406][bookmark: _Toc385594036][bookmark: _Toc385594428][bookmark: _Toc385594816][bookmark: _Toc388620673]E-Authentication Determination 
The information system e-Authentication determination has been adjusted from the FedRAMP v2 Baseline as follows:[footnoteRef:7] [7:  Because the DoD CC SRG Level 5 requires that all access be via the NIPRNet, the CSP may find that e-authentication determination is no longer applicable. The CSP should consider this section carefully and update as needed. ] 

[bookmark: _Toc440893350][bookmark: _Toc440893565][bookmark: _Toc440893351][bookmark: _Toc440893566][bookmark: _Toc453944407]Information System Owner
In addition to the system owner identified in the FedRAMP v2 Moderate baseline SSP, a DoD assessment requires a DoD advocate to sponsor the NIPRNet connection (through the DoD Cloud Access Point (CAP)) and to indicate that the priority status of the CSO to meet one or more DoD mission needs. It is expected that a DoD component sponsor/advocate is willing to provide resources in support of the DoD FedRAMP+ assessment. This may be the same or different DoD organization(s). Table 3-2 identifies the NIPRNet connection sponsor and Table 3-3 identifies the DoD organizational sponsor/advocate[footnoteRef:8].  [8:  Under the CSM, there were issues with requiring a sponsor of the assessment because that term implied financial commitment. Therefore the term has been changed to “sponsor/advocate.” What it means to advocate for a CSO will be defined further in a separate guidance document but includes the willingness to provide resources to support the DoD assessment.] 


	Name
	



	Title
	

	DoD Organization
	

	Address
	

	Phone Number
	

	Email Address
	


[bookmark: _Toc383444385][bookmark: _Toc388620644][bookmark: _Toc388621436]Table 3- 2 DoD NIPRNet Connection Sponsor

	Name
	



	Title
	

	DoD Organization
	

	Address
	

	Phone Number
	

	Email Address
	


Table 3- 3 DoD CSO Sponsor/Advocate
[bookmark: _Toc453511903][bookmark: _Toc453863792][bookmark: _Toc453944408][bookmark: _Toc453944409]Authorizing Official
In order for the DoD to accept a FedRAMP  Moderate baseline authorization, the assessment must be completed by an accredited Third Party Assessment Organization (3PAO) or approved DoD assessor and received either a JAB Provisional Authorization or a Federal Agency Authorization with all assessment artifacts present on the OMB MAX FedRAMP repository. This is outlined further in section 7. The Federal Authorizing Official for the FedRAMP v2 baseline is <insert name, title, and contact information for the FedRAMP baseline provisional AO>. The DoD Authorizing Official for this DoD assessment is the DISA AO, <insert name, title, and contact information for the current DISA AO.>

[bookmark: _Toc440229107][bookmark: _Toc440879730][bookmark: _Toc440893354][bookmark: _Toc440893569][bookmark: _Toc453944410]Assignment of Security Responsibility[footnoteRef:9] [9:  It is expected that the assignment of Security Responsibility will be unchanged from the FedRAMP v2 baseline SSP] 

[bookmark: _Toc453944411]Information System Operational Status[footnoteRef:10] [10:  It is expected that the operational status will be unchanged from the FedRAMP v2baseline SSP] 

[bookmark: _Toc453944412]Information System Type
1.1 [bookmark: _Toc453944413]Cloud Service Models[footnoteRef:11] [11:  It is expected that the service model will be unchanged from the FedRAMP v2 baseline SSP but ] 

Information systems, particularly those based on cloud architecture models, are made up of different service layers.  The layers of the <Information System Abbreviation> defined in this SSP are indicated in the table that follows.  
Instruction: The CSP should consult the definition of the service models as defined the DoD CC SRG Section 2.1  Service offerings that provide data storage without also providing computing services will be considered to be a subset of IaaS.  Furthermore any other service models proposed by the vendor (such as Data as a Service (DaaS)) will have to be aligned to one the three standard service delivery models and meet the appropriate controls.  


	Service Provider Architecture Layers

	|_|
	Software as a Service (SaaS)
	Major Application

	|_|
	Platform as a Service (PaaS)
	Major Application 

	|_|
	Infrastructure as a Service (IaaS)
	General Support System


[bookmark: _Toc383444391][bookmark: _Toc388620650][bookmark: _Toc388621442]Table 8- 1.  Service Layers Represented in this SSP
Throughout this SSP, the CSP must clearly delineate responsibility for security between the CSO and the Mission Owner (customer), which depends on how the CSP presents the security features it supports in the CSO. Under IaaS the Mission Owner is fully responsible for securing the guest operating systems and applications that they build; the CSP will be responsible for securing the virtualization OS (i.e., hypervisor) and supporting infrastructure. Under PaaS, the Mission Owner is fully responsible for securing the guest operating systems and the platform applications and applications that they build. Depending upon how the CSP presents the security features it supports in the CSO, the delineation of responsibility may partially shift from the Mission Owner to the CSP with respect to the guest operating systems and the platform applications. The CSP might take responsibility for securing these areas of a PaaS CSO as part of the core service or as an add-on component.  The CSP should explain any customer responsibilities in each applicable control implementation solution description. 
[bookmark: _Toc453944414]Cloud Deployment Models[footnoteRef:12] [12:  Reflects DoD CC SRG, Section 2.1] 


In order for a CSO to be approved for Level 5 information processing, only DoD and Federal government tenants and users are allowed. Any other cloud service customer (or corporate tenant) must be on a physically different offering, including the underlying infrastructure[footnoteRef:13]. Infrastructure (as related to cloud services), is the physical hardware (i.e., server platforms and storage), and the network interconnecting the hardware that supports the cloud service and its virtualization technology (if used). This includes the systems and networks used by the CSO to manage the infrastructure[footnoteRef:14]. The CSP allows the following tenants and users within the system boundary of the CSO. [13:  In accordance with DoD CC SRG, Section 5.2.3]  [14:  In accordance with Section 5.2.3 of the DoD CC SRG, marketing terms such as  “ITAR compliant”  or “government clouds” must be substantiated  by providing access to valid documentation of compliance with Department of State's Directorate of Defense Trade Controls or the Department of Commerce's Bureau of Industry and Services definition of ITAR compliance] 


	Service Provider Cloud Deployment Model
	Allowed system tenants

	|_|
	Public
	Cloud services or infrastructure supporting tenants other than DoD and Federal government missions.[footnoteRef:15]. [15:  In accordance with DoD CC CSRG Section 5.2.2, if the cloud service, or the underlying infrastructure it resides on, contains any non-Federal US government tenant such as state or local governments, industry partners, or foreign governments, it is a considered a public (shared) infrastructure. 
] 

 Clients
	

	|_|
	DOD Private / Community
	Cloud services and/or infrastructure dedicated to DoD tenants  and users. This may support multiple DoD missions. 
	

	|_|
	Federal Government Community
	Cloud services and/or infrastructure shared by several Federal agencies and/or  DoD missions, with no other resident organizations
	

	|_|
	Hybrid
	Explain: (e.g., cloud services and infrastructure that provides private cloud for secured applications and data where required and public cloud for other applications and data)
	



[bookmark: _Toc383444392][bookmark: _Toc388620651][bookmark: _Toc388621443]Table 7- 2.  Cloud Deployment Model 
[bookmark: _Toc440229113][bookmark: _Toc440879736][bookmark: _Toc440893360][bookmark: _Toc440893575][bookmark: _Toc453944415]Leveraged Authorizations

The <Information System Abbreviation> <plans to/does not plan to> leverage a pre-existing Provisional Authorization or includes any IaaS, PaaS or SaaS provided by any organization outside the boundary of <Information System Abbreviation>.  This includes the FedRAMP Moderate baseline Provisional Authorization for this CSO, as long as the authorization was issued by the FedRAMP JAB or an U.S. Government Federal Agency ATO package residing in the FedRAMP Secure Repository, as long as performed by an accredited FedRAMP 3PAO[footnoteRef:16].  Provisional Authorizations and other services leveraged by this <Information System Abbreviation> are noted in Table 7-3. While the CSO inherits controls and compliance from the authorized systems, the CSP for <Information System Abbreviation> is ultimately contractually responsible for complete compliance. If the leveraged CSO does not have a DoD CC SRG Provisional Authorization, it will be assessed along with the CSO submitted.[footnoteRef:17] [16:  In accordance with  the DoD CC SRG, Section 2.2 ]  [17:  In accordance with  the DoD CC SRG, Section 2.6.] 



	Information System Name
	Service Provider/System Owner 
	Date Granted
	Authorizing Official
	Assessment Organization

	
	
	
	
	

	
	
	
	
	


Table 7-3: Leveraged Authorizations
\
Relevant points of contacts for the leveraged authorizations are listed in the table below.

	
	Authorizing Official 
	Assessment Organization

	Name
	


	

	Title
	
	

	Company / Organization
	
	

	Address
	
	

	Phone Number
	
	

	Email Address
	
	


Table 7- 4.  Leveraged Authorizations Points of Contacts

[bookmark: _Toc453944416]Information System Component and Boundaries[footnoteRef:18] [18:  Section 8 is assumed to be unchanged from the FedRAMP v2  baseline SSP but the CSP should provide any changes or clarifications for the DoD assessment. . In particular, the DoD CAP and NIPRNet connection may change the content of Sections 8, 9 and 10. 
] 


[bookmark: _Toc453944417]System Environment[footnoteRef:19] [19:  It is expected that the System environment is unchanged from the FedRAMP  v2 Moderate baseline but the CSP should make updates as appropriate to their CSO] 

[bookmark: _Toc453944418]Hardware Inventory
[bookmark: _Toc453944419]Software Inventory
[bookmark: _Toc453944420]Network Inventory
[bookmark: _Toc453944421]Data Flow
[bookmark: _Toc453944422]Ports Protocols and Services
	Ports (TCP/UDP)
	Protocols
	Services
	Purpose
	Used By

	80/TCP
	HTTP
	
	Web
	Tomcat

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


[bookmark: _Toc440893369][bookmark: _Toc440893584][bookmark: _Toc453944423]System Interconnections[footnoteRef:20] [20:  If the NIPRNET and CAP connections are not included in the FedRAMP v2 baseline SSP, it should be included here] 

[bookmark: _Toc440893371][bookmark: _Toc440893586][bookmark: _Toc453944424]Information Impact Level 5 DoD NIST SP800-53 Controls
The Department of Defense (DoD) has established a set of IA requirements for cloud service offerings (CSOs) by extending the FedRAMP  v2 baselines with additional CNSS Instruction 1253 requirements. This addendum contains the full set of additions and changes to the FedRAMP v2 SSP to meet DoD requirements at Information Impact Level 5. Throughout this section changes and additions to the FedRAMP  v2 baseline requirements are presented in red text. 
 
[bookmark: _Toc453944425]DoD General Readiness Requirements
The DoD Cloud Security SRG also levies some requirements that are especially important for DoD missions and/or not directly attributable to specific NIST 800-53 security controls. These are provided below in similar form as the control families to aid the respondent in their response. The CSO respondent is expected to respond to these additional requirements but is it acceptable to provide references to the security controls for detail where applicable.

 Although, these requirements may impact the NIST SP 800-53 security controls, they are extracted into overarching questions to help DISA and the CSP determine whether their offering best fits the security model for DoD Level 5 processing. If the CSO finds that they are unable to implement these general requirements they are encouraged to pursue a lower SRG level. 

In general, CSOs may offer equivalent mechanisms to the DoD-specific requirements in the security controls (and general requirements).  These will be considered on a case-by-case basis. [footnoteRef:21] [21:  In accordance with DoD CC SRG section 5.1.2] 

DoD Guidance: The CSP shall answer the questions below and may then elaborate in the responses to the security control implementation descriptions in the solution descriptions in the security controls,  where applicable. Where applicable, SRG references have been included.  

GR-1 FedRAMP v2 compliance standard[footnoteRef:22] [22:  In accordance with DoD CC SRG Section 4.4] 

Has this system, or another instantiation of this system, undergone a FedRAMP v2 cloud assessment at the Moderate level? If so, 
a.) Is the assessment to FedRAMP v2 (NIST 800-53 Rev 4)? If not, what are the plans to transition to version 2.0?
b.) provide status information of that evaluation(s) and any information pertaining to the assessment that the DoD could use as an input to this assessment
c.) provide a summary of any Plan of Action & Milestones (POA&M) items, controls with alternate implementations, future implementations, or any other deviation from fully meeting the FedRAMP  v2 Moderate baseline security controls. 
d.) Who was/is your assessment/auditor   (e.g. third party assessment organization or approved DoD assessor)?[footnoteRef:23] [23:  In accordance with DoD CC SRG Section 4.1] 


If not, what are your plans (if any) and schedule for FedRAMP participation?


	GR-1
	Requirement Summary

	Implementation Status (check all that apply):
|_| Yes   |_| Partial  |_| In process   |_| Planned |_| No 



	GR-1 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	If no,  plans?
	



GR-2 DOD sponsor/champion [footnoteRef:24] [24:  In accordance with DoD CC SRG Section 4.1] 

Do you have a DoD organization willing, committed, or planning to 
a. Sponsor your connection to the DODIN?
b. Provide resources for the DoD assessment?
c. Use the CSO?

If so, provide details and contact information.
If not, please indicate any plans to obtain a DoD sponsor for the assessment.


	GR-2
	Requirement Summary

	Implementation Status (check all that apply):
|_| Yes   |_| Partial  |_| In process   |_| Planned |_| No 



	GR-2 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	



GR-3. Separation among CSO tenants[footnoteRef:25] [25:  In accordance with DoD CC SRG section 5.2.2] 

a. Will there be only Federal government (including DoD) tenants (customers) in the CSO, or the infrastructure it resides on? If not, are those non-Federal tenants  on  physically separate  systems and infrastructures than the Federal Government (including DoD) tenants?
b. Is there strong virtual separation among the Federal government (including DoD) tenants? If so, summarize the technologies, techniques and/or mechanisms.

DoD Requirement: The CSO must be able to segregate Federal government information at the Federal government Mission Owner level. The CSP must then be capable, upon request of the contracting officer(s) or in response to a subpoena, of isolating one or more Federal Government Mission Owner’s data into an environment where it may be reviewed, scanned, or forensically evaluated in a secure space or via secure remote connection with access limited to authorized Government personnel identified by the Contracting Officer, and without the CSP’s involvement or provide a forensic digital image of the requested Federal government information[footnoteRef:26].    [26:  Reflects DoD CC SRG  Section 5.2.2.5] 



	GR-3
	Control Summary Information

	Implementation Status (check all that apply):
|_| Yes              |_| Planned      |_| No



	GR-3 What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	





GR-4 DIB participation[footnoteRef:27] [27:  In accordance with CC SRG Section 6.9] 

a. Does the CSP currently participate in the Defense Industrial base (DIB)  Cyber Security/Information Assurance (CS/IA) Program?
b. If not, is the CSP willing or planning to participate in the DIB CS/IA Program?
c. Does the CSP meet the requirements to access DIBNet-U as specified by the DIB CS/IA Program? 
d. Is the CSP able to report all incidents via the on-line Defense Industrial Base (DIB) Cyber incident Form? If not, provide your plans to communicate incidents with the DoD and how the level of assurance is equivalent to that program[footnoteRef:28].  [28:  In accordance with DoD CC SRG Section 6.4.3] 


DoD Guidance: DIB CS/IA program membership is voluntary, although cyber incident reporting as described under IR-6 is mandatory.   

DoD Guidance: Information on the DIB CS/IA Program can be found at http://dibnet.dod.mil/.  Further instruction on connection to the DoDIN can be found in Chairman of the Chief of Staff (CJCS) Instruction 6211.02D at http://www.dtic.mil/cjcs_directives/cdata/unlimit/6211_02.pdf 

	GR-4
	Control Summary Information

	Implementation Status (check all that apply):
|_| Yes   |_| Planned |_| Equivalent  |_| No




	GR-4 What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	



	Part c
	

	Part d
	



GR-5 DoD Cloud Access Point [footnoteRef:29] [29:  In accordance with DoD CC SRG Section 5.10.1] 

a. Will the CSO connect to DoDIN through one or more approved DoD Cloud Access Point for all external connections? 
b. Will the CSO force all DoD traffic to and from the CSO infrastructure through a DoD cloud access point (CAP)?  Is the architecture through one or more boundary CAPs (BCAP) or internal CAP (ICAP)?  Which ones? 

	GR-5
	Control Summary Information

	Implementation Status (check all that apply):
|_| Yes   |_| Partial  |_| Planned |_| Equivalent  |_| No



	GR-5 What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	






GR-6 DoD PKI[footnoteRef:30] [30:  In accordance with DoD CC SRG section 5.4] 

a. Does the CSO enforce DoD PKI (in accordance with DoDI 8520.03) for the authentication of both privileged and non-privileged users? This includes both the use of CAC physical tokens or Alt tokens, as well as DoD certificate revocation resources.
b. Is the CSO DoD  PK-enabled for their customer ordering/service management portals for all service offerings?
c. If the CSO is a SaaS, is the CSO DoD PK-enabled for general DoD user access?

DoD Guidance: Mission Owner personnel that are involved in managing any portion of a CSP’s service offering or who are able to order services from the CSO ( i.e., possesses accounts on the CSO’s customer ordering and service management interfaces or portals for any service offering (IaaS/PaaS, SaaS)), are considered Privileged Users by DoD and therefore are required to authenticate using DoD CAC or Alt Token IAW DoDI 8520.03.[footnoteRef:31] [31:  In accordance with DoD CC SRG Section 5.4.1, Table 4] 




	GR-6
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Planned |_| No




	GR-6 What is the solution and how is it implemented?

	Part a
		
	

                  

	    Part b
	



	Part c
	




GR-7 Data Locations[footnoteRef:32] [32:  In accordance with DoD CC SRG Section 5.2.1.1] 

Does the CSO ensure that all DoD data remains in the States, districts, territories, and outlying areas of the United States and hence ensuring that the data remain under U.S. jurisdiction at all times? 

DoD Requirement: The CSO provides a list of the physical locations where the data could be stored at any given time and how it is ensured that the data remains within these boundaries.

	GR-7
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Planned |_| Equivalent  |_| No



	GR-5 What is the solution and how is it implemented?

	

                  



GR-8 CUI categories
Does the CSO plan to support controlled (sensitive) unclassified information or sensitive information subject to privacy protection? If so, which CUI categories does the CSO plan to support?[footnoteRef:33] [33:  In accordance with DoD CC SRG Section 5.1.2.] 


	GR-8
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Partial |_| Planned  |_| No



	GR-8 What is the solution and how is it implemented?

	

                  


[bookmark: _Toc440879760][bookmark: _Toc440893382][bookmark: _Toc440893597][bookmark: _Toc440879761][bookmark: _Toc440893383][bookmark: _Toc440893598]
GR-9 Data spill incident handling[footnoteRef:34] [34:  In accordance with DoD CC SRG Section 5.7] 

Does the CSP have a set of data spill security process and procedure – covering both classified spills as well as unauthorized release of sensitive information?

Guidance: A data spill or “spillage” is an unauthorized transfer of classified information or Controlled Unclassified Information to an information system that is not accredited for the applicable security level of the data or information.


	GR-9
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Partial |_| Planned |_| Equivalent  |_| No



	GR-9 What is the solution and how is it implemented?

	

                  



GR-10 Communication with  DoD entities
Does the CSP have a DoD-approved medium assurance PKI credential for each person requiring secure communications with DoD entities?[footnoteRef:35] [35:  In accordance with  DoD CC SRG Sections 6.4.3, 6.8] 

. 
	GR-10
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Partial |_| Planned |_| Equivalent  |_| No





	GR-10  What is the solution and how is it implemented?

	

                  


GR-11 CND SP Tier II notification 
Is the CSP able to receive, act upon and report Compliance with CND Tier II directives and notifications?[footnoteRef:36] [36:  In accordance with DoD CC SRG Section  6.5] 


DoD Guidance: CSOs must preferably have either a DoD PKI certificate or a DoD-approved External Certification Authority (ECA) medium-assurance PKI Certificate for each person that needs to communicate with DoD via encrypted email.  Equivalent alternative measures will be assessed on a case by case basis.[footnoteRef:37] [37:  In accordance with DoD CC SRG Section 6.8. Additional information  can be found at the IASE PKI/ECA page: http://iase.disa.mil/pki/eca/Pages/index.aspx  ] 

. 
	GR-11
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Partial |_| Planned |_| Equivalent  |_| No





	GR-11  What is the solution and how is it implemented?

	

                  



GR-12 Cyber Defense SP Tier III[footnoteRef:38] [38:  In accordance with DoD CC SRG Section  6.3] 

Does the CSO provide for CND services to provide for a secure environment for Mission Owner's systems, applications, and virtual networks, effectively functioning as an extension of the DoD CND Tier 3 entity (i.e., the Mission Owner) toward this end? Does the CSO:
a. Provide local operational direction and support for CND within their infrastructure and service offerings.
b. Fully maintain, patch, monitor, and protect the infrastructure, operating systems, and applications supporting all service offerings. 
c. Fully maintain, patch, monitor, and protect the portion of the CSO offering, operating systems and applications as defined in the service offering
d. And as contracted: 
a. Coordinate with the MCND regarding incident response and the mitigation of threats to DoD cloud based mission systems/applications and data.
b. Provide timely incident and system health reports.
c. Maintain bidirectional Cyber Situational Awareness? 
. 
	GR-12
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Partial |_| Planned |_| Equivalent  |_| No




	GR-12  What is the solution and how is it implemented?

	

                  



[bookmark: _Toc440893388][bookmark: _Toc440893603][bookmark: _Toc440893389][bookmark: _Toc440893604][bookmark: _Toc440879766][bookmark: _Toc440893390][bookmark: _Toc440893605]GR -13 Notice of scheduled outages[footnoteRef:39] [39:  In accordance with DoD CC SRG Section 6.7] 

Does the CSO have a notification process for scheduled outages to both customers and the DoD CND SP Tier II? 

DoD Requirement: CSPs must notify Tier II CND of planned system outages in advance and provide details on planned activities during the outage. CSPs must notify all affected MCD providers or Authorized Services Interruption (ASI) under their control what an outage starts and  upon return to service.[footnoteRef:40] [40:  In accordance with DoD CC SRG Section 6.7] 


	GR-13
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Partial |_| Planned |_| Equivalent  |_| No




	GR-13 What is the solution and how is it implemented?

	

                  




GR-14 CSO Personnel [footnoteRef:41] [41:  In accordance with DoD CC SRG Section 5.6.2] 

a. Does the CSP establish position sensitivity risk determinations based on OPM guidance and the Position Sensitivity Tool?  
b. How does the CSP restrict potential access to DoD information to U.S. Citizens?
c. Are all CSO roles with access to DoD CUI categorized as critical sensitive been subject to a satisfactory Single Scope Background Investigation or other background investigation for high risk? 
d. Are other CSO roles categorized as moderate risk position designations with access to non-critical sensitive information subject to a satisfactory moderate risk background investigation or a National Agency Check with Law and Credit?

	GR-14
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Partial |_| Planned |_| Equivalent  |_| No



	GR-14 What is the solution and how is it implemented?

	Part a
		
	

                  

	   Part b
	



	Part c



	

	Part d
	



GR -15 Defense in depth architecture [footnoteRef:42] [42:  In accordance with DoD CC SRG Section 5.10.3 and as it relates to security control PL-8(1)] 

How does the CSO implement defense in depth measures including the division of responsibilities with customer tenants? 

DoD Requirement/Guidance: CSOs must consider the DoD concepts of defense in depth:  hardening, host firewalls and intrusion detection, strong access control, robust auditing, protecting the networks with application layer firewalls, proxies, web content filters, email gateways, intrusion detection/prevention, DMZ/gateway architecture, and robust network traffic monitoring. If virtualization is used, these measures must also be used to protect the virtual environment along with the use of hypervisor-based firewall/filtering/routing mechanisms or virtual security appliances  .[footnoteRef:43] [43:  In accordance with DoD CC SRG Section 5.10.3  ] 




	GR-15
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Yes   |_| Partial |_| Planned |_| Equivalent  |_| No |_| Not Applicable (not SaaS)



	GR-15 What is the solution and how is it implemented?

	

                  


[bookmark: _Toc453511936]
GR-16 Use of authoritative DoD DNS servers[footnoteRef:44] [44:  In accordance with DoD CC SRG Section  5.10.4.2] 

a. Does the CSO use a DoD authoritative DNS server on the NIPRNET? 
b. Is the CSO addressed in the .mil domain?  
c. Does your DNS service include URL redirection or dynamic DNS solutions ? If so, are the DNS services protected using a DNS proxy? Does it support DNSSec? 
d. What is the CSP DNS management architecture, or outsourced DNS services?

	GR-16
	Control Summary Information

	Implementation Status (check all that apply):
|_| Yes    |_| Partial |_| Planned |_| Equivalent        |_| No



	GR-16 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	


[bookmark: _Toc453511938]
[bookmark: _Toc440879771][bookmark: _Toc440893395][bookmark: _Toc440893610][bookmark: _Toc440879774][bookmark: _Toc440893398][bookmark: _Toc440893613][bookmark: _Toc440879778][bookmark: _Toc440893402][bookmark: _Toc440893617][bookmark: _Toc440879779][bookmark: _Toc440893403][bookmark: _Toc440893618]GR-17 DoD Incident response[footnoteRef:45] [45:  In accordance with DoD CC SRG Section 6.4] 

Does the CSO implement incident response in accordance with Section 6.4 of the DoD CC SRG? 

	GR-17
	Control Summary Information

	Implementation Status (check all that apply):
|_| Yes    |_| Partial |_| Planned |_| Equivalent        |_| No



	GR-17 If so, what is the solution and how is it implemented?

	

                  


[bookmark: _Toc453511940]
GR-18 DoD STIGS and SRGs[footnoteRef:46] [46:  In accordance with DoD CC SRG Section 5.5.1] 

Is the CSO compliant with all applicable SRGs and STIGS. Which STIGS/SRGs are applicable and for which does the CSO use an equivalent? 

	GR-18
	Control Summary Information

	Implementation Status (check all that apply):
|_| Yes    |_| Partial |_| Planned |_| Equivalent        |_| No



	GR-18 If so, what is the solution and how is it implemented?

	

                  


[bookmark: _Toc440879782][bookmark: _Toc440893406][bookmark: _Toc440893621]


GR-19 Requirement for mission system inclusion[footnoteRef:47] [47:  There is no requirement per se in the SRG for this  general readiness question. However, the information is required so that the authorization boundary can be fully understood and so that the mission owners understand what is required to use the cloud service.  ] 

Does your cloud service offering require anything be installed at the customer site (e.g. hardware appliance, software, client, agent, etc.?) If so, what are they and what is the role of each? How is the security of these validated? 

	GR-19
	Control Summary Information

	Implementation Status (check all that apply):
|_| Yes              |_| Planned      |_| No



	GR-19 If so, what is the solution and how is it implemented?

	

                  



The remainder of the main body of this document is organized by security control families presenting additional security requirements for DoD data and computing assets in a cloud environment. There are two types of additional security controls for DoD use of a CSO. In order to meet the requirements outlined in CNSS 1253 for Moderate national security systems (NSS), the first type are additional controls from the NIST SP 800-53 catalog of security controls, as outlined in the DoD Cloud Security SRG.  The second type is the more subtle differences relating to changes in the security control requirements, e.g. the  security control parameters (i.e., assignments and selection statements), including changes in additional requirements or guidance for meeting the NIST SP 800-53 controls (and control enhancements).  In those cases, only the changed portions of the controls are listed in this addendum. As such, this document can be considered to be logically merged with the FedRAMP  v2 Moderate baseline SSP so if there is text here it is assessed as replacing the corresponding text in the baseline SSP. A summary of the security controls as compared to the FedRAMP v2 Moderate baseline is found in the table that follows, with DoD CC SRG changes denoted in red.

	
ID

	
Control Description

	Sensitivity Level

	
	
	FedRAMP Moderate
	DOD SRG Level 5

	Access Control (AC)
	
	

	AC-1
	Access Control Policy and Procedures
	AC-1
	AC-1

	AC-2
	Account Management
	AC-2 (1, 2, 3, 4, 5, 7, 
9, 10, 12)
	AC-2 (1, 2, 3, 4, 5, 7, 
9, 10, 12)

	AC-3
	Access Enforcement
	AC-3
	AC-3

	AC-4
	Information Flow Enforcement
	AC-4 (21)
	AC-4 (21)

	AC-5
	Separation of Duties
	AC-5
	AC-5

	AC-6
	Least Privilege
	AC-6 (1, 2, 5, 9, 10) 
	AC-6 (1, 2, 5,7,8, 9, 10)

	AC-7
	Unsuccessful Logon Attempts
	AC-7
	AC-7

	AC-8
	System Use Notification
	AC-8
	AC-8

	AC-10
	Concurrent Session Control
	AC-10
	AC-10

	AC-11
	Session Lock
	AC-11 (1)
	AC-11 (1)

	AC-12
	Session Termination
	AC-12
	AC-12

	AC-14
	Permitted Actions Without Identification or Authentication
	AC-14
	AC-14

	AC-17
	Remote Access
	AC-17 (1, 2, 3, 4, 9)
	AC-17 (1, 2, 3, 4, 6, 9)

	AC-18
	Wireless Access
	AC-18 (1)
	AC-18 (1, 3)

	AC-19
	Access Control For Mobile Devices
	AC-19 (5)
	AC-19 (5)

	AC-20
	Use of External Information Systems
	AC-20(1, 2)
	AC-20(1, 2)

	AC-21
	Information Sharing
	AC-21
	AC-21

	AC-22
	Publicly Accessible Content
	AC-22
	AC-22

	AC-23
	Data Mining Protection
	Not selected
	AC-23

	Awareness and Training (AT)
	
	

	AT-1
	Security Awareness and Training Policy and Procedures
	AT-1
	AT-1

	AT-2
	Security Awareness Training
	AT-2 (2)
	AT-2 (2)

	AT-3
	Role-Based Security Training
	AT-3 
	AT-3 (2, 4)

	AT-4
	Security Training Records
	AT-4
	AT-4

	Audit and Accountability (AU)
	
	

	AU-1
	Audit and Accountability Policy and Procedures
	AU-1
	AU-1

	AU-2
	Audit Events
	AU-2 (3)
	AU-2 (3)

	AU-3
	Content of Audit Records
	AU-3 (1)
	AU-3 (1)

	AU-4
	Audit Storage Capacity
	AU-4
	AU-4 (1)

	AU-5
	Response to Audit Processing Failures
	AU-5
	AU-5

	AU-6
	Audit Review, Analysis, and Reporting
	AU-6 (1, 3)
	AU-6 (1, 3, 4, 10)

	AU-7
	Audit Reduction and Report Generation
	AU-7 (1)
	AU-7 (1)

	AU-8
	Time Stamps
	AU-8 (1)
	AU-8 (1)

	AU-9
	Protection of Audit Information
	AU-9 (2, 4)
	AU-9 (2, 4)

	AU-11
	Audit Record Retention
	AU-11
	AU-11

	AU-12
	Audit Generation
	AU-12
	AU-12 (1)

	Security Assessment and Authorization (CA)
	
	

	CA-1
	Security Assessment and Authorization Policies and Procedures
	CA-1
	CA-1

	CA-2
	Security Assessments
	CA-2 (1, 2, 3)
	CA-2 (1, 2, 3)

	CA-3
	System Interconnections
	CA-3 (3, 5)
	CA-3 (1, 3, 5)

	CA-5
	Plan of Action and Milestones
	CA-5
	CA-5

	CA-6
	Security Authorization
	CA-6
	CA-6

	CA-7
	Continuous Monitoring
	CA-7 (1)
	CA-7 (1)

	CA-8
	Penetration Testing
	CA-8 (1)
	CA-8 (1)

	CA-9
	Internal System Connections
	CA-9
	CA-9

	Configuration Management (CM)
	
	

	CM-1
	Configuration Management Policy and Procedures
	CM-1
	CM-1

	CM-2
	Baseline Configuration
	CM-2 (1, 2, 3, 7)
	CM-2 (1, 2, 3, 7)

	CM-3
	Configuration Change Control
	CM-3
	CM-3(4,6)

	CM-4
	Security Impact Analysis
	CM-4
	CM-4 (1)

	CM-5
	Access Restrictions For Change
	CM-5 (1, 3, 5)
	CM-5 (1, 3, 5, 6)

	CM-6
	Configuration Settings
	CM-6 (1)
	CM-6 (1)

	CM-7
	Least Functionality
	CM-7 (1, 2, 5)
	CM-7 (1, 2, 5)

	CM-8
	Information System Component Inventory
	CM-8 (1,  3, 5)
	CM-8 (1,  3, 5)

	CM-9
	Configuration Management Plan
	CM-9
	CM-9

	CM-10
	Software Usage Restrictions
	CM-10 (1)
	CM-10 (1)

	CM-11
	User-Installed Software
	CM-11
	CM-11

	Contingency Planning (CP)
	
	

	CP-1
	Contingency Planning Policy and Procedures
	CP-1
	CP-1

	CP-2
	Contingency Plan
	CP-2 (1, 2, 3, 8)
	CP-2 (1, 2, 3, 8)

	CP-3
	Contingency Training
	CP-3
	CP-3

	CP-4
	Contingency Plan Testing
	CP-4 (1)
	CP-4 (1)

	CP-6
	Alternate Storage Site
	CP-6 (1, 3)
	CP-6 (1, 3)

	CP-7
	Alternate Processing Site
	CP-7 (1, 2, 3)
	CP-7 (1, 2, 3)

	CP-8
	Telecommunications Services
	CP-8 (1, 2)
	CP-8 (1, 2)

	CP-9
	Information System Backup
	CP-9 (1, 3)
	CP-9 (1, 3)

	CP-10
	Information System Recovery and Reconstitution
	CP-10 (2)
	CP-10 (2)

	Identification and Authentication (IA)
	
	

	IA-1
	Identification and Authentication Policy and Procedures
	IA-1
	IA-1

	IA-2
	Identification and Authentication (Organizational Users)
	IA-2 (1, 2, 3, 5, 8, 11, 12)
	IA-2 (1, 2, 3, 5, 8, 9, 11, 12)

	IA-3
	Device Identification and Authentication
	IA-3
	IA-3

	IA-4
	Identifier Management
	IA-4 (4)
	IA-4 (4)

	IA-5
	Authenticator Management
	IA-5 (1, 2, 3, 4, 6, 7, 11)
	IA-5 (1, 2, 3, 4, 6, 7, 11, 13)

	IA-6
	Authenticator Feedback
	IA-6
	IA-6

	IA-7
	Cryptographic Module Authentication
	IA-7
	IA-7

	IA-8
	Identification and Authentication (Non-Organizational Users)
	IA-8 (1, 2, 3, 4)
	IA-8 (1, 2, 3, 4)

	Incident Response (IR)
	
	

	IR-1
	Incident Response Policy and Procedures
	IR-1
	IR-1

	IR-2
	Incident Response Training
	IR-2
	IR-2

	IR-3
	Incident Response Testing
	IR-3 (2)
	IR-3 (2)

	IR-4
	Incident Handling
	IR-4 (1)
	IR-4 (1, 3, 4, 6, 7, 8)

	IR-5
	Incident Monitoring
	IR-5
	IR-5 (1)

	IR-6
	Incident Reporting
	IR-6 (1)
	IR-6 (1, 2)

	IR-7
	Incident Response Assistance
	IR-7 (1, 2)
	IR-7 (1, 2)

	IR-8
	Incident Response Plan
	IR-8
	IR-8

	IR-9
	Information Spillage Response
	IR-9 (1, 2, 3, 4)
	IR-9 (1, 2, 3, 4)

	Maintenance (MA)
	
	

	MA-1
	System Maintenance Policy and Procedures
	MA-1
	MA-1

	MA-2
	Controlled Maintenance
	MA-2
	MA-2

	MA-3
	Maintenance Tools
	MA-3 (1, 2, 3)
	MA-3 (1, 2, 3)

	MA-4
	Nonlocal Maintenance
	MA-4 (2)
	MA-4 (2, 3, 6)

	MA-5
	Maintenance Personnel
	MA-5 (1)
	MA-5 (1)

	MA-6
	Timely Maintenance
	MA-6
	MA-6

	Media Protection (MP)
	
	

	MP-1
	Media Protection Policy and Procedures
	MP-1
	MP-1

	MP-2
	Media Access
	MP-2
	MP-2

	MP-3
	Media Marking
	MP-3
	MP-3

	MP-4
	Media Storage
	MP-4
	MP-4

	MP-5
	Media Transport
	MP-5 (4)
	MP-5 (4)

	MP-6
	Media Sanitization
	MP-6 (2)
	MP-6 (2)

	MP-7
	Media Use
	MP-7 (1)
	MP-7 (1)

	Physical and Environmental Protection (PE)
	
	

	PE-1
	Physical and Environmental Protection Policy and Procedures
	PE-1
	PE-1

	PE-2
	Physical Access Authorizations
	PE-2
	PE-2

	PE-3
	Physical Access Control
	PE-3
	PE-3 (1)

	PE-4
	Access Control For Transmission Medium
	PE-4
	PE-4

	PE-5
	Access Control For Output Devices
	PE-5
	PE-5

	PE-6
	Monitoring Physical Access
	PE-6 (1)
	PE-6 (1)

	PE-8
	Visitor Access Records
	PE-8
	PE-8

	PE-9
	Power Equipment and Cabling
	PE-9
	PE-9

	PE-10
	Emergency Shutoff
	PE-10
	PE-10

	PE-11
	Emergency Power
	PE-11
	PE-11

	PE-12
	Emergency Lighting
	PE-12
	PE-12

	PE-13
	Fire Protection
	PE-13 (2, 3)
	PE-13 (2, 3)

	PE-14
	Temperature and Humidity Controls
	PE-14 (2)
	PE-14 (2)

	PE-15
	Water Damage Protection
	PE-15
	PE-15

	PE-16
	Delivery and Removal
	PE-16
	PE-16

	PE-17
	Alternate Work Site
	PE-17
	PE-17

	Planning (PL)
	
	

	PL-1
	Security Planning Policy and Procedures
	PL-1
	PL-1

	PL-2
	System Security Plan
	PL-2 (3)
	PL-2 (3)

	PL-4
	Rules of Behavior
	PL-4 (1)
	PL-4 (1)

	PL-8
	Information Security Architecture
	PL-8
	PL-8 (1)

	Personnel Security (PS)
	
	

	PS-1
	Personnel Security Policy and Procedures
	PS-1
	PS-1

	PS-2
	Position Risk Designation
	PS-2
	PS-2

	PS-3
	Personnel Screening
	PS-3 (3)
	PS-3 (3)

	PS-4
	Personnel Termination
	PS-4
	PS-4 (1)

	PS-5
	Personnel Transfer
	PS-5
	PS-5

	PS-6
	Access Agreements
	PS-6
	PS-6 (3)

	PS-7
	Third-Party Personnel Security
	PS-7
	PS-7

	PS-8
	Personnel Sanctions
	PS-8
	PS-8

	Risk Assessment (RA)
	
	

	RA-1
	Risk Assessment Policy and Procedures
	RA-1
	RA-1

	RA-2
	Security Categorization
	RA-2
	RA-2

	RA-3
	Risk Assessment
	RA-3
	RA-3

	RA-5
	Vulnerability Scanning
	RA-5 (1, 2, 3, 5, 6, 8)
	RA-5 (1, 2, 3, 5, 6, 8)

	System and Services Acquisition (SA)
	
	

	SA-1
	System and Services Acquisition Policy and Procedures
	SA-1
	SA-1

	SA-2
	Allocation of Resources
	SA-2
	SA-2

	SA-3
	System Development Life Cycle


	SA-3
	SA-3

	SA-4
	Acquisition Process
	SA-4 (1, 2, 8, 9, 10)
	SA-4 (1, 2, 7, 8, 9, 10)

	SA-5
	Information System Documentation
	SA-5
	SA-5

	SA-8
	Security Engineering Principles
	SA-8
	SA-8

	SA-9
	External Information System Services
	SA-9 (1, 2, 4, 5)
	SA-9 (1, 2, 4, 5)

	SA-10
	Developer Configuration Management
	SA-10 (1)
	SA-10 (1)

	SA-11
	Developer Security Testing and Evaluation
	SA-11 (1, 2, 8)
	SA-11 (1, 2, 8)

	SA-12
	Supply Chain Protection
	Not selected
	SA-12

	SA-19
	Component Authenticity
	Not selected
	SA-19

	System and Communications Protection (SC)
	
	

	SC-1
	System and Communications Protection Policy and Procedures
	SC-1
	SC-1

	SC-2
	Application Partitioning
	SC-2
	SC-2

	SC-4
	Information In Shared Resources
	SC-4
	SC-4

	SC-5
	Denial of Service Protection
	SC-5
	SC-5

	SC-6
	Resource Availability
	SC-6
	SC-6

	SC-7
	Boundary Protection
	SC-7 (3, 4, 5, 7, 8, 12, 13, 18)
	SC-7 (3, 4, 5, 7, 8, 10, 11, 12, 13, 18)

	SC-8
	Transmission Confidentiality and Integrity
	SC-8 (1)
	SC-8 (1, 2)

	SC-10
	Network Disconnect
	SC-10
	SC-10

	SC-12
	Cryptographic Key Establishment and Management
	SC-12 (2, 3)
	SC-12 (2, 3)

	SC-13
	Cryptographic Protection
	SC-13
	SC-13

	SC-15
	Collaborative Computing Devices
	SC-15
	SC-15

	SC-17
	Public Key Infrastructure Certificates
	SC-17
	SC-17

	SC-18
	Mobile Code
	SC-18
	SC-18

	SC-19
	Voice Over Internet Protocol
	SC-19
	SC-19

	SC-20
	Secure Name / Address Resolution Service (Authoritative Source)
	SC-20
	SC-20

	SC-21
	Secure Name / Address Resolution Service (Recursive or Caching Resolver)
	SC-21
	SC-21

	SC-22
	Architecture and Provisioning for Name / Address Resolution Service
	SC-22
	SC-22

	SC-23
	Session Authenticity
	SC-23
	SC-23 (1, 3, 5)

	SC-28
	Protection of Information At Rest
	SC-28 (1)
	SC-28 (1)

	SC-39
	Process Isolation
	SC-39
	SC-39

	System and Information Integrity (SI)
	
	

	SI-1
	System and Information Integrity Policy and Procedures
	SI-1
	SI-1

	SI-2
	Flaw Remediation
	SI-2 (2, 3)
	SI-2 (2, 3, 6)

	SI-3
	Malicious Code Protection
	SI-3 (1, 2, 7)
	SI-3 (1, 2, 7, 10)

	SI-4
	Information System Monitoring
	SI-4 (1, 2, 4, 5, 14, 16, 23)

	SI-4 (1, 2, 4, 5,  12, 14, 16, 19, 20, 22, 23)


	SI-5
	Security Alerts, Advisories, and Directives
	SI-5
	SI-5

	SI-6
	Security Function Verification
	SI-6
	SI-6

	SI-7
	Software, Firmware, and Information Integrity
	SI-7 (1, 7)
	SI-7 (1, 7)

	SI-8
	Spam Protection
	SI-8 (1, 2)
	SI-8 (1, 2)

	SI-10
	Information Input Validation
	SI-10
	SI-10 (3)

	SI-11
	Error Handling
	SI-11
	SI-11

	SI-12
	Information Handling and Retention
	SI-12
	SI-12

	SI-16
	Memory Protection
	SI-16
	SI-16


[bookmark: _Toc441227261]Table 11- 1.  Summary of Required Security Controls

It is acceptable for the CSP respondent to simply reference the FedRAMP v2 SSP content if the solution description fully answers the requirement(s) in the security control. 

In many circumstances, security control parameters have been provided. Although the requirements captured in these parameters reflect DoD instructions and regulations, DISA will evaluate  equivalencies on a case by case basis. For those parameters without explicit DoD values, the CSO provides the parameter values in the Security Plan along with the implementation details on how the secuerity control  is met for the DoD. That implementation is then  assessed as to its  suitability to meet the security objectives  and the DISA AO accepts and approves that the CSO-defined value is acceptable.[footnoteRef:48]  [48:  Reflects DoD CC SRG Appendix A.] 


	It is
	
	



[bookmark: _Toc453944426]Access Control (AC) 
[bookmark: _Toc453944427]Access Control (AC) - Additional controls
AC-6 (7) – Least Privilege| Review of User Privileges
The organization: 
(a) Reviews [DoD Assignment: at a minimum, annually] the privileges assigned to [DoD Assignment: all users] to validate the need for such privileges; and
(b) Reassigns or removes privileges, if necessary, to correctly reflect organizational mission/business needs.

	AC-6 (7)
	Control Summary Information

	Responsible Role:

	Parameter (a) (1):

	Parameter (a) (2): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	
	AC-6 (7) What is the solution and how is it implemented?

	Part  a
	

                  

	Part b
	


AC-6 (8) – Least Privilege| Privilege levels for code execution
The information system prevents [DoD Assignment: any software except software explicitly documented] from executing at higher privilege levels than users executing the software.

	AC-6 (8)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-6(8) What is the solution and how is it implemented?

	

                  



AC-17(6) – Remote Access | Protection of Information
The organization ensures that users protect information about remote access mechanisms from unauthorized use and disclosure. 

	AC-17(6)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	             	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-17(6) What is the solution and how is it implemented?

	

                  


AC-18(3) – Wireless Access | Disable Wireless Networking
The organization disables, when not intended for use, wireless networking capabilities internally embedded within information system components prior to issuance and deployment.

	AC-18(3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	             	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-18(3) What is the solution and how is it implemented?

	

                  


AC-23 – Data Mining Protection
The organization employs [DoD Assignment: The CSP defines appropriate data mining prevention and detection technique. The data mining prevention and detection techniques are approved and accepted by the DISA AO] for [DoD Assignment: The CSP defines data storage objects appropriate for data minor prevention. The list of objects is approved and accepted by the DISA AO] to adequately detect and protect against data mining.

DoD Additional Guidance:  CSPs are prohibited from using DoD data in any way other than that required to provide contracted services. This means that the CSP may not “data mine” any DoD data and communications for any purpose other than that stipulated in the contract.[footnoteRef:49] [49:  Reflects DoD CC SRG Section 5.2.3] 


	AC-23
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	             	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-23 What is the solution and how is it implemented?

	

                  


[bookmark: _Toc440893410][bookmark: _Toc440893625][bookmark: _Toc453944428]Access Control (AC) – Changed controls
AC-1 – Access Control Policy and Procedures Requirements

The organization:
Develops, documents, and disseminates to [DoD Assignment: ALL personnel]:
1. An access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
1. Procedures to facilitate the implementation of the access control policy and associated access controls; and

	AC-1 
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441856][bookmark: _Toc383444071][bookmark: _Toc388623246]Parameter (a): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)



	AC-1 What is the solution and how is it implemented?

	Part a
	


AC-2 – Account management 
The organization: …

a. Identifies and selects the following types of information system accounts to support organizational mission/business functions:  [DoD Assignment: The service provider defines the system account types as appropriate for their implementation.  The account types are approved and accepted by the DISA AO]
…
e. Requires approvals by [DoD Assignment: ISSM or ISSO] for request to create information system accounts
f. Creates, enables, disables, and removes information system accounts in accordance with [DoD Assignment: The service provider defines their access control procedures and conditions as appropriate for their implementation.  The access control procedure and conditions are approved and accepted by the DISA AO]

	AC-2
	Control Summary Information

	Responsible Role:

	Parameter a:

	Parameter e:

	Parameter f:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	AC-2 What is the solution and how is it implemented?

	Part a
		
	

                  

	Part e
	



	Part f
	



AC-2(2) – Account management | Removal of Temporary/Emergency Accounts
The information system automatically [Selection: removes; disables] temporary and emergency accounts after [DoD Assignment: 72 hours for temporary user accounts; Never for emergency admin accounts].

FedRAMP v2 baseline parameter: [no more than ninety days for temporary and emergency account types]

	AC-2 (2)
	Control Summary Information

	Responsible Role:

	Parameter 1 (selection):

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-2(2) What is the solution and how is it implemented?

	

                  



AC-2(3) – Account management | Disable Inactive Accounts

The information system automatically disables inactive accounts after [DOD Assignment: 35 days]. 

FedRAMP v2 baseline parameter: [90  days for user accounts. The service provider defines the time period for non-user accounts (e.g., accounts associated with devices).  The time periods are approved and accepted by the JAB.]

	AC-2 (3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-2(3) What is the solution and how is it implemented?

	

                  


AC-2(4) Account Management| Automated Audit Accounts

The information system automatically audits account creation, modification, enabling, disabling, and removal actions, and notifies [DoD Assignment: System administrator and ISSO].

	AC-2 (4)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441866][bookmark: _Toc383444081][bookmark: _Toc388623256]Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	AC-2 (4) What is the solutions and how is it implemented?

	



AC-2(5) Account Management | Inactivity Logout

The organization requires that users log out when [DoD Assignment: At the end of the users standard work period unless otherwise defined in formal organizational policy].

	AC-2 (5)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter : 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	AC-2 (5) What is the solutions and how is it implemented?

	



AC-2(7) Account Management| Role-based Schemes

The organization: …
Takes [DoD Assignment: disables (or revokes) privileged user account] when privileged role assignments are no longer appropriate.

DoD Additional Guidance: Mission Owner personnel that are involved in managing any portion of a CSP’s service offering or who are able to order services from the CSO ( i.e., possesses accounts on the CSO’s customer ordering and service management interfaces or portals for any service offering (IaaS/PaaS, SaaS)), are considered Privileged Users by DoD and therefore are required to authenticate using DoD CAC or Alt Token IAW DoDI 8520.03.[footnoteRef:50] [50:  Reflects DoD CC SRG Section 5.4.1, Table 4] 



	AC-2 (7)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter  (c) : 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	AC-2 (7) c What is the solutions and how is it implemented?

	



AC-2(9) Account Management| Restrictions on Use of Shared Groups/Accounts

The organization only permits the use of shared/group accounts that meet [DoD Assignment: The CSP defines conditions for establishing shared/group accounts, if applicable. The conditions are approved and accepted by the DISA  AO].

Additional DoD Requirement: In support of auditing and accountability, shared/group accounts are not permitted unless the requirement to uniquely attribute user activity to the account is implemented; exceptions may be approved on a case-by-case basis. Personal accounts will not be shared.

FedRAMP v2 baseline parameter: [Additional Requirements and Guidance: required if shared group accounts are deployed]


	AC-2 (9)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter  : 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	AC-2 (9) What is the solutions and how is it implemented?

	



AC-2(12) Account Management| Account monitoring/Atypical Usage

The organization:
Monitors information system accounts for [DoD Assignment: The CSP defines atypical use. The definition of atypical use is approved and accepted by the DISA AO]; and
Reports atypical usage of information system accounts to [DoD Assignment: at the minimum, the ISSO].

FedRAMP v2 baseline parameter: [Additional Requirements and Guidance: Required for privileged accounts.]

	AC-2 (12)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter  (a) : 

	Parameter (b): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AC-2 (12) What is the solution and how is it implemented?

	Part a
	

	Part b
	



AC-4 Information Flow Enforcement

The information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems based on [DoD Assignment: The CSP defines information flow control policies. The policies are approved and accepted by the DISA AO].

	AC-4
	Control Enhancement Summary Information

	Responsible Role:

	Parameter  : 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	AC-4 What is the solutions and how is it implemented?

	



AC-4(21) Account Management| Physical/Logical Separation of Information Flows

The information system separates information flows logically or physically using [DoD Assignment: The CSP defines mechanisms and/or techniques implemented. The mechanisms and/or techniques are approved and accepted by the DISA AO.] to accomplish [DoD Assignment: The CSP defines the types of information separation. The separation types are approved and accepted by the DISA  AO].[footnoteRef:51] [51:  This supports the requirement of virtual/logical separation among tenants in DoD CC SRG Section 5.2.2.3] 


DoD Additional Requirement: Management interfaces on VMs and protective appliances (virtual or physical) located in a Mission Owner’s virtual network, must not be exposed to direct access from the production network (e.g., Internet or NIPRNet/SIPRNet).  CSP service ordering/management portals through which VMs and virtual networks are instantiated and configured must also be protected from direct access from the production network to prevent compromise of mission systems and DoD information. [footnoteRef:52] [52:  In accordance with DoD CC SRG Section 5.10.2.3] 


	AC-4 (21)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441872][bookmark: _Toc383444087][bookmark: _Toc388623263]Parameter 1:

	[bookmark: _Toc383441873][bookmark: _Toc383444088][bookmark: _Toc388623264]Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	AC-4 (21) What is the solution and how is it implemented?

	



AC-5 Separation of Duties

The organization:
Separates [DoD Assignment: The CSP defines organizational duties/roles. The duties are approved and accepted by the DISA AO]; …
FedRAMP v2 Requirements and Guidance: CSPs have the option to provide a separation of duties matrix as an attachment to the SSP.

	AC-5
	Control Enhancement Summary Information

	Responsible Role:

	Parameter (a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	AC-5a What is the solution and how is it implemented?

	



AC-6(1) Least Privilege | Authorize Access to Security Functions

The organization explicitly authorizes access to [DoD Assignment: all functions not publicly accessible and all security-relevant information not publicly available].

	AC-6 (1)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441875][bookmark: _Toc383444090][bookmark: _Toc388623266]Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AC-6 (1) What is the solution and how is it implemented?

	



AC-6(2) Least Privilege | Non-privileged Access for Non-security Functions
The organization requires that users of information system accounts, or roles, with access to [DoD Assignment: The CSP defines security functions and/or security-relevant information. The security functions and/or security-relevant information are approved and accepted by the DISA AO], use non-privileged accounts or roles, when accessing non-security functions.

Additional DoD Guidance: Mission Owner personnel that are involved in managing any portion of a CSP’s service offering or who are able to order services from the CSO ( i.e., possesses accounts on the CSO’s customer ordering and service management interfaces or portals for any service offering (IaaS/PaaS, SaaS)), are considered Privileged Users by DoD and therefore are required to authenticate using DoD CAC or Alt Token IAW DoDI 8520.03.[footnoteRef:53] [53:  Reflects DoD CC SRG Section 5.4.1,] 


FedRAMP v2 baseline Assignment: [all security functions]
Additional FedRAMP v2 Requirements and Guidance: Examples of security functions include but are not limited to: establishing system accounts, configuring access authorizations (i.e., permissions, privileges), setting events to be audited, and setting intrusion detection parameters, system programming, system and security administration, other privileged functions.

	AC-6 (2)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623267]Parameter :

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	AC-6 (2) What is the solution and how is it implemented?

	



AC-6(5) Least Privilege | Privileged Accounts

The organization restricts privileged accounts on the information system to [DoD Assignment: The CSP defines privileged personnel or roles. The personnel or role definitions are accepted and approved by the DISA AO].

Additional DoD Guidance: Mission Owner personnel that are involved in managing any portion of a CSP’s service offering or who are able to order services from the CSO ( i.e., possesses accounts on the CSO’s customer ordering and service management interfaces or portals for any service offering (IaaS/PaaS, SaaS)), are considered Privileged Users by DoD and therefore are required to authenticate using DoD CAC or Alt Token IAW DoDI 8520.03.[footnoteRef:54] [54:  Reflects DoD CC SRG Section 5.4.1] 



	AC-6 (5)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623268]Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	AC-6 (5) What is the solution and how is it implemented?

	


AC-7 Unsuccessful Login Attempts
The information system:

a. Enforces a limit of [DoD Assignment: not more than three] consecutive invalid login attempts by a user during a [FedRAMP assignment: 15 minutes]; and	
b. Automatically [DoD Selection: locks the account/node until released by an administrator and delays next login prompt according to [DoD Assignment: minimum of 5 seconds] when the maximum number of unsuccessful attempts is exceeded. 

FedRAMP v2 baseline selection b: The CSP selects the method. If the CSP selects “locks the account node for ..”, the FedRAMP v2 baseline assignment is thirty minutes.  If the CSP selects “delays next logon prompt according to …”, the CSP defines the delay algorithm. 

FedRAMP v2 baseline additional guidance: FedRAMP considers remote admin access by VPN to be remote access.


	AC-7
	Control Enhancement Summary Information

	Responsible Role:

	Parameter a:

	Parameter b:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AC-7 What is the solution and how is it implemented?

	Part a
	

	Part b
	



AC-8 System Use Notification
The information system:
Displays to users [DoD Assignment: The CSO must have a capability to support the DoD banner  as defined in DTM 08-060, "Policy on Use of Department of Defense (DoD) Information Systems – Standard Consent Banner and User Agreement," March 2013] before granting access to the system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that:
Users are accessing a U.S. Government information system;
Information system usage may be monitored, recorded, and subject to audit;
Unauthorized use of the information system is prohibited and subject to criminal and civil penalties; and
Use of the information system indicates consent to monitoring and recording;
…. and
For publicly accessible systems:
Displays system use information [DoD Assignment: The CSO must have a capability to support the DoD banner  as defined in DTM 08-060, "Policy on Use of Department of Defense (DoD) Information Systems – Standard Consent Banner and User Agreement," March 2013], before granting further access;
Displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities; and
Includes a description of the authorized uses of the system.


	AC-8
	Control Enhancement Summary Information

	Responsible Role:

	Parameter a:

	Parameter c:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AC-8 What is the solution and how is it implemented?

	Part a
	

	Part c
	



AC-10 Concurrent Session Control

The information system limits the number of concurrent sessions for each [DoD Assignment: all account types and/or accounts] to [FedRAMP Assignment: three (3) sessions for privileged access and two (2) sessions for non-privileged access].

	AC-10
	Control Enhancement Summary Information

	Responsible Role:

	Parameter 1[footnoteRef:55]: [55:  Parameter 2 is unchanged from FedRAMP v2 but is provided in the control text for context.] 


	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	AC-10 What is the solution and how is it implemented?

	


AC-12  Session Termination

The information system automatically terminates a user session after [DoD Assignment: The CSP defines conditions or trigger events requiring session disconnect. The conditions and trigger events are accepted and approved by the DISA AO].

	AC-12
	Control Enhancement Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	AC-12 What is the solution and how is it implemented?

	


AC-14 Permitted Actions without Identification or Authentication
The organization:
Identifies [DoD Assignment: The CSP defines appropriate permissible user actions. The list of permissible user actions is approved and accepted by the DISA AO] that can be performed on the information system without identification or authentication consistent with organizational missions/business functions; and
Documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification or authentication.

	AC-14
	Control Enhancement Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AC-14 What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	




AC-17(3) Remote Access | Managed Access Control Points

The information system routes all remote accesses through [DoD Assignment: The CSP defines the number of access points. The number of access points is approved and accepted by the DISA AO] managed network access control points.[footnoteRef:56] [56:  Although the parameter does not change – the underlying intent of the control changes. The CSP defines (and then outlines) the DoD Cloud Access Points utilized to control all remote access. ] 


DoD Additional Requirement: Off-premises CSO infrastructure must connect DoD customers via one of more external DODIN Cloud Access Points (CAPs). On-premises commercial CSO infrastructures must connect to DoD customers  via one of more external DODIN Cloud Access Points (CAPs). 

	AC-17(3)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AC-17 (3) What is the solution and how is it implemented?

	



AC-17(4) Remote Access | Managed Access Control Points

The organization 
Authorizes the execution of privileged commands and access to security-relevant information via remote access only for [DoD Assignment: The CSP defines appropriate permissible privileged commands and access. The list of privileged commands and actions is approved and accepted by the DISA  AO]; and
Documents the rationale for such access in the security plan for the information system.

	AC-17(4)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AC-17 (4) What is the solution and how is it implemented?

	



AC-17 (9): Remote Access  | Disconnect/Disable Access
The organization provides the capability to expeditiously disconnect or disable remote access to the information system within [DoD Assignment: immediately].

FedRAMP v2 baseline assignment: [no greater than fifteen minutes]

	AC-17(9)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-17 (9) What is the solution and how is it implemented?

	


AC-19 (5): Access Control for Mobile Devices | Full Device/Container-based Encryption
The organization employs [Selection: full-device encryption; container encryption[footnoteRef:57]] to protect the confidentiality and integrity of information on [DoD Assignment: The CSP defines mobile devices. The list of mobile devices and accepted and approved by the DISA AO]. [57:  Although the selection is unchanged from the FedRAMP v2 baseline, it is provided for context, The CSP should select the appropriate encryption method for their environment. ] 


Additional DoD Guidance: All encryption must be accomplished using FIPS 140-2 validated cryptography modules operated in FIPS mode..[footnoteRef:58] [58:  In accordance with DoD CC SRG Section 5.10.2.3] 


	AC-19(5)
	Control Summary Information

	Responsible Role:

	Parameter 1 (selection): 

	Parameter 2: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-19(5) What is the solution and how is it implemented?

	



AC-21: Information Sharing

The organization:
Facilitates information sharing by enabling authorized users to determine whether access authorizations assigned to the sharing partner match the access restrictions on the information for [DoD Assignment: The CSP defines information sharing circumstances where user discretion is required. The circumstances are approved and accepted by the DISA AO]; and
Employs [DoD Assignment: The CSP defines mechanisms and/or processes. The mechanisms and/or processes are approved and accepted by the DISA AO] to assist users in making information sharing/collaboration decisions.

	AC-21
	Control Summary Information

	Responsible Role:

	Parameter a: 

	Parameter b: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-21 What is the solution and how is it implemented?

	Part a
	

	Part b
	



AC-22: Publicly Accessible Content
The organization: … 
d. Reviews the content on the publicly-accessible information for non-public information [DoD Assignment: every 90 days or as new information is posted]; and ... 

FedRAMP v2 baseline parameter: [at least quarterly] 

	AC-22
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-22d What is the solution and how is it implemented?

	

                  



[bookmark: _Toc453944429]Awareness and Training (AT) – 
[bookmark: _Toc453944430]Awareness and Training (AT) - Additional controls
AT-3(2) – Role-based Security Training | Physical Security Controls
The organization provides [DoD Assignment: personnel with the assigned role of routine physical access to the space housing the infrastructure supporting the CSO and/or media containing customer’s information] with initial and [DoD Assignment: annual] training in the employment and operation of physical security controls

	AT-3(2)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought	             		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AT-3(2) What is the solution and how is it implemented?

	

                  


AT-3(4) – Role-based Security Training | Suspicious Communications and Anomalous System Behavior
The organization provides training to its personnel on [DoD Assignment: The CSP defines appropriate indicators of malicious code. The indicators are approved and accepted by the DISA AO] to recognize suspicious communications and anomalous behavior in organizational information systems.

	AT-3(4)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought	             		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AT-3(4) What is the solution and how is it implemented?

	

                  


[bookmark: _Toc453944431]Awareness and Training (AT) – Changed controls
 AT-1 Security Awareness and Training Policy and Procedures
The organization: 
Develops, documents, and disseminates to [DoD Assignment: all personnel]:
A security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
 Procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls; and …
	AT-1
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441893][bookmark: _Toc383444108][bookmark: _Toc388623286]Parameter AT-1(a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)



	AT-1 What is the solution and how is it implemented?

	Part a
	


AT-4: Security Training
The organization: 
a..
b. Retains individual training records for [DoD Assignment: at least five years or 5 years after completion of a specific training program]

FedRAMP v2 baseline parameter: [at least one year] 

	AT-4
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	AT-4 What is the solution and how is it implemented?

	Part b
	



[bookmark: _Toc440893415][bookmark: _Toc440893630][bookmark: _Toc453944432]Audit and Accountability (AU)
[bookmark: _Toc453944433]Audit and Accountability (AU) – Additional controls
AU-4(1) – Audit Storage Capacity| Transfer to Alternative Storage
The information system off-loads audit records [DoD Assignment: real-time for interconnected systems and weekly for stand-alone systems] onto a different system or media than the system being audited.

	AU-4(1)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought	             		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-4(1) What is the solution and how is it implemented?

	

                  


AU-6(4) – Audit Review, Analysis and Reporting| Central Review and Analysis
The information system provides the capability to centrally review and analyze audit records from multiple components within the system.

	AU-6(4)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought	             		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-6(4) What is the solution and how is it implemented?

	

                  


AU-6(10) – Audit Review, Analysis and Reporting| Audit Level Adjustment
The organization adjusts the level of audit review, analysis, and reporting within the information system when there is a change in risk based on law enforcement information, intelligence information, or other credible sources of information.

	AU-6(10)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought	             		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-6(10) What is the solution and how is it implemented?

	

                  


AU-12(1): Audit Generation | System-wide/Time-correlated Audit Trail
The information system compiles audit records from [DoD Assignment: The CSP defines the information system components.  The list of information system components is accepted and approved by the DISA AO] into a system-wide (logical or physical) audit trail that is time-correlated to within [DoD Assignment: one second].


	AU-12(1)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	AU-12(1) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc453944434]Audit and Accountability (AU) – Changed controls
AU-1 Audit and Accountability Policy and Procedures

The organization:
Develops, documents, and disseminates to [DoD Assignment: the ISSO and ISSM and other personnel or roles as the local organization deems appropriate]:
An audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
Procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls; and
Reviews and updates the current:
Audit and accountability policy [DoD Assignment: annually]; and
Audit and accountability procedures [FedRAMP v2 Assignment: at least annually].
FedRAMP v2 baseline parameter b(1): [at least every three years] 
FedRAMP v2 baseline parameter b(2): [at least annually] 

	AU-1
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441899][bookmark: _Toc383444114][bookmark: _Toc388623292]Parameter AU-1(a):

	[bookmark: _Toc383441900][bookmark: _Toc383444115][bookmark: _Toc388623293]Parameter AU-1(b)(1):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought	   	
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)



	AU-1 What is the solution and how is it implemented?

	Part a
	

	Part b
	



 AU-2 Auditable Events

The organization:
Determines that the information system is capable of auditing the following events: [DoD Assignment: Successful and unsuccessful attempts to access, modify, or delete privileges, security objects, security levels, or categories of information (e.g. classification levels). Successful and unsuccessful logon attempts, Privileged activities or other system level access, Starting and ending time for user access to the system, Concurrent logons from different workstations, Successful and unsuccessful accesses to objects, All program initiations, All direct access to the information system.  All account creations, modifications, disabling, and terminations. All kernel module load, unload, and restart]
FedRAMP v2 baseline parameter:  [Successful and unsuccessful account logon events, account management events, object access, policy change, privilege functions, process tracking, and system events.  For Web applications: all administrator activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes] 

…;
…; and
Determines that the following events are to be audited within the information system: [DoD Assignment: all auditable events declined in AU-2(a) per occurrence].
FedRAMP v2 baseline parameter: organization-defined subset of the auditable events defined in AU-2 a. to be audited continually for each identified event

	AU-2
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441902][bookmark: _Toc383444117][bookmark: _Toc388623295]Parameter AU-2(a):

	[bookmark: _Toc383441903][bookmark: _Toc383444118][bookmark: _Toc388623296]Parameter AU-2(d):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought	   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AU-2 What is the solution and how is it implemented?

	Part a
	

	Part d
	



AU-2(3): Auditable Events | Reviews and Updates
The organization reviews and updates the list of auditable events [DoD Assignment: annually and based on situational awareness of threats, vulnerabilities]

DoD Guidance: Consideration of threats should include advanced persistent threat and insider threat[footnoteRef:59]. [59:  Per DoD CC SRG section 5.1.2.] 


FedRAMP v2 baseline parameter: [annually or whenever there is a change in the threat environment] 

	AU-2(3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-2(3) What is the solution and how is it implemented?

	

                  


AU-3(1): Content of Audit Records | Additional Audit Information

The information system generates audit records containing the following additional information: [DoD Assignment:  at a minimum full text recording of privileged commands or the individual identities of group account users.].

FedRAMP v2 baseline parameter: [session, connection, transaction, or activity duration; for client-server transactions, the number of bytes received and bytes sent; additional informational messages to diagnose or identify the event; characteristics that describe or identify the object or resource being acted upon]

FedRAMP Requirement: The service provider defines audit record types.  The audit record types are approved and accepted by the JAB.]

FedRAMP Guidance: For client-server transactions, the number of bytes sent and received gives bidirectional transfer information that can be helpful during an investigation or inquiry. 


	AU-3(1)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought	   		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-3(1) What is the solution and how is it implemented?

	

                  



 AU-4 Audit Storage Capacity

The organization allocates audit record storage capacity in accordance with [DoD Assignment: The CSP defines audit storage capacity requirements . The capacity requirements are  approved and accepted by the DISA AO]. 

	AU-4
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623299]Parameter AU-4:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought	   	
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>




	AU-4 What is the solution and how is it implemented?

	



AU-5 Response to Audit Processing Failure
The information system:
Alerts [DoD Assignment: the SCA and ISSO] in the event of an audit processing failure; and

	AU-5
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441906][bookmark: _Toc383444121][bookmark: _Toc388623300]Parameter AU-5(a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought	   	
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	AU-5 What is the solution and how is it implemented?

	Part a
	



AU-6: Audit Review, Analysis, and Reporting
The organization: 
Reviews and analyzes information system audit records [DoD Assignment: every seven days or more frequently if required by an alarm event or anomaly] for indications of [DoD Assignment: The CSP defines inappropriate and/or unusual activity . The list of inappropriate and/or unusual activity is  approved and accepted by the DISA AO]; and
Reports findings to [DoD Assignment: at a minimum, the ISSO and ISSM].

FedRAMP v2 baseline parameter: [at least weekly] 

	AU-6a
	Control Summary Information

	Responsible Role:

	Parameter(a): 

	Parameter (a(2)):

	Parameter (b): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	AU-6 What is the solution and how is it implemented?

	Part a
	

	Part b
	


1.1.1.1 AU-7(1) Audit Reduction and Report Generation | Automatic Processing
The information system provides the capability to process audit records for events of interest based on [DoD Assignment: The CSP defines audit fields within audit records. The list of audit fields within audit records is approved and accepted by the DISA AO] 

	AU-7 (1)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441911][bookmark: _Toc383444126][bookmark: _Toc388623305]Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought	
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AU-7 (1) What is the solution and how is it implemented?

	


1.1.1.2  AU-8 Time Stamps

The information system:
…; and
Records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT) and meets [DoD Assignment: one second as the granularity of time measurement].

	AU-8
	Control  Summary Information

	Responsible Role:

	[bookmark: _Toc383441912][bookmark: _Toc383444127][bookmark: _Toc388623306]Parameter AU-8(b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	AU-8 What is the solution and how is it implemented?

	Part b
	


1. AU-8(1) Time Stamps | Synchronization with Authoritative Time Source
The information system:
Compares the internal information system clocks [FedRAMP Assignment: at least hourly] with [DoD Assignment: an authoritative time server  which is synchronized with redundant United States Naval Observatory (USNO) time servers as designated for the appropriate DoD network (NIPRNet / SIPRNet) and/or the Global Positioning System (GPS]; and
Synchronizes the internal system clocks to the authoritative time source when the time difference is greater than [DoD Assignment: greater than the organizationally defined granularity in AU-8].
	AU-8 (1)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441914][bookmark: _Toc383444129][bookmark: _Toc388623308]Parameter AU-8(1)(a)-2::

	[bookmark: _Toc383441915][bookmark: _Toc383444130][bookmark: _Toc388623309]Parameter AU-8(1)(b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AU-8(1) What is the solution and how is it implemented?

	Part a
	

	Part b
	



AU-8 (1) Additional FedRAMP  v2 Requirements and Guidance: 
Requirement 1: The service provider selects primary and secondary time servers used by the authoritative  time service.  The secondary server is selected from a different geographic region than the primary server.

	AU-8 (1)
	Additional Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	     
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	AU-8 (1) What is the solution and how is it implemented?

	Req. 1
	



1.1.1.4 AU-9(4) Protection of Audit Information | Access by Subset of Privileged Users

The organization authorizes access to management of audit functionality to only [DoD Assignment: The CSP defines the subset of privileged users. The subset is approved and accepted by the DISA AO].


	AU-9 (4)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441917][bookmark: _Toc383444132][bookmark: _Toc388623311]Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific)
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	AU-9 (4) What is the solution and how is it implemented?

	



AU-11: Audit record Retention
The organization retains audit records for [DoD Assignment: a minimum of 5 years for Sources And Methods Intelligence information (SAMI) otherwise at least one 1 year] to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements. 

FedRAMP v2 baseline parameter: [at least ninety days]

Requirement: The service provider retains audit records on-line for at least ninety days and further preserves audit records off-line for a period that is in accordance with NARA requirements.


	AU-11
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-11 What is the solution and how is it implemented?

	

                  


1.1.1.5 AU-12: Audit Generation
The information system:
a. Provides audit record generation capability for the list of auditable events defined in AU-2 at [DoD Assignment: all information system and network components];
b. Allows [DoD Assignment: ISSM or individuals appointed by the ISSM] 
to select which auditable events are to be audited by specific components of the information system; and 
. …

[FedRAMP v2 baseline parameter: all information system components where audit capability is deployed/available]

	AU-12
	Control Summary Information

	Responsible Role:

	Parameter(a):

	Parameter (b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	AU-12 What is the solution and how is it implemented?

	Part a
	

	Part b
	



[bookmark: _Toc453944435]Assessment and Authorization (CA) 
[bookmark: _Toc453944436]Assessment and Authorization (CA) – Additional controls
CA-3(1) – System Interconnections |Unclassified National Security System Connections
The organization prohibits the direct connection of an [DoD Assignment: all unclassified national security system] to an external network without the use of [DoD Assignment: DoD Cloud Access Point[footnoteRef:60]]. [60:  Although Appendix D does not contain this value, this reflects several requirements in the SRG main body, especially section 5.0] 


	CA-3(1)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-3(1)  What is the solution and how is it implemented?

	

                  



[bookmark: _Toc440893421][bookmark: _Toc440893636][bookmark: _Toc453944437]Assessment and Authorization (CA) – Changed controls
1.1.1.6 CA-1 Certification, Authorization, Security Assessment Policies and Procedures
The organization:
Develops, documents, and disseminates to [DoD Assignment: all personnel]:
A security assessment and authorization policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
Procedures to facilitate the implementation of the security assessment and authorization policy and associated security assessment and authorization controls; and …

	CA-1
	Control Summary Information

	Responsible Role:

	Parameter CA-1(a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)



	CA-1 What is the solution and how is it implemented?

	Part a
	



CA-2(1) Security Assessments |  Independent Assessors
The organization employs assessors or assessment teams with [DoD Assignment: FedRAMP accredited third party assessment organization (3PAO) and/or approved DoD SCA organization[footnoteRef:61]] to conduct security control assessments. [61:  In accordance with  DoD CC SRG, Section 4.1, an approved DoD SCA organization may perform the assessment in coordination with the DISA Cloud SCA under certain circumstances] 


	CA-2 (1)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441926][bookmark: _Toc383444141][bookmark: _Toc388623320]Parameter CA-2(1):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	CA-2 (1) What is the solution and how is it implemented?

	


1. CA-2(3) Security Assessments | External Organizations
The organization accepts the results of an assessment of [Assignment: organization-defined information system] performed by [DoD Assignment: any accredited FedRAMP 3PAO or approved DoD SCA organization for the FedRAMP v2 baseline and DISA Cloud Security Control Assessors (SCA) for DoD additional and changed controls] when the assessment meets [DoD Assignment: the conditions of the DoD Cloud Computing Security Requirements Guide].

	CA-2 (3)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter (1)):

	Parameter (2):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	CA-2 (3) What is the solution and how is it implemented?

	



1.1.1.8 CA-3c System Interconnections
The organization:
…;
…; and
Reviews and updates Interconnection Security Agreements [DoD  Assignment: at least annually].

	[bookmark: OLE_LINK7][bookmark: OLE_LINK8]System Name
	Name of Organization CSP System Connects To
	Role and Name of Person Who Signed Connection Agreement
	Name and Date of Interconnection Agreement

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	CA-3
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441934][bookmark: _Toc383444149][bookmark: _Toc388623328]Parameter CA-3(c): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CA-3 What is the solution and how is it implemented?

	Part c
	


1. CA-3(3) – System Interconnections |Unclassified Non-National Security System Connections
The organization prohibits the direct connection of an [DoD Assignment: all unclassified  (CUI) DoD cloud service/ system] to an external network without the use of [DoD Assignment: DoD Cloud Access Point[footnoteRef:62]]. [62:  Although Appendix D does not contain this value, this reflects several requirements in the SRG main body, especially section 5.0] 


	CA-3(3)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-3(3)  What is the solution and how is it implemented?

	

                  



1. CA-3(5) – System Interconnections |Restrictions on External System Connections
The organization employs [DoD Selection: deny-all, permit-by-exception] policy for allowing [DoD Assignment: any  information system requiring external connectivity ] to connect to external information systems.]


	CA-3(5)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-3(5)  What is the solution and how is it implemented?

	

                  



CA-6 Security Authorization
The organization: 
c. Updates the security authorization  [DoD Assignment: at least every three years, or whenever there is a significant change to the system, or whenever there is a change to the environment in which the system operates ]

Guidance: Significant change is defined in NIST Special Publication 800-37 Revision 1, Appendix F.  The service provider describes the types of changes to the information system or the environment of operations that would require a reauthorization of the information system.  The types of changes are approved and accepted by the DISA AO.

Additional DoD Guidance: Any change of ownership involving a CSP , whether the primary CSP or an underlying CSP on which a CSO was built,  is considered to be a major significant change. This type of change will be reviewed by the DISA AO to assess the impacts and risks associated with the continuation of the DoD PA. 

FedRAMP v2 baseline parameter: [at least every three years or when a significant change occurs] 

	CA-6
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-6 What is the solution and how is it implemented?

	

                  


1.1.1.11 CA-7 Continuous Monitoring

The organization develops a continuous monitoring strategy and implements a continuous monitoring program that includes:
Establishment of [DoD Assignment: The CSP  defines metrics related to all security controls. The metrics are approved and accepted by the DISA AO] to be monitored;
Establishment of [DoD Assignment: monthly] for monitoring and [DoD Assignment: annually][footnoteRef:63] for assessments supporting such monitoring; [63:  Captures the need for monthly scans as part of ConMon and annual reassessment to verify continuous monitoring] 

Ongoing security control assessments in accordance with the organizational continuous monitoring strategy;
Ongoing security status monitoring of organization-defined metrics in accordance with the organizational continuous monitoring strategy;
Correlation and analysis of security-related information generated by assessments and monitoring;
Response actions to address results of the analysis of security-related information; and
Reporting the security status of organization and the information system to [DoD Assignment: Appropriate AO] [DoD Assignment: monthly[footnoteRef:64]]. [64:  In accordance with DoD CC SRG section 5.3.1 ] 


DoD Additional Guidance:  The CSP Continuous Monitoring strategy is expected to be consistent with CNSSI 4009 as  well as NIST SP 800-137. 

[bookmark: _Toc401955843][bookmark: _Toc401990371][bookmark: _Toc402016752][bookmark: _Toc402016914][bookmark: _Toc402038815][bookmark: _Toc402039078][bookmark: _Toc402597791][bookmark: _Toc402626299][bookmark: _Toc403480899][bookmark: _Toc403493678][bookmark: _Toc403759080][bookmark: _Toc403888899][bookmark: _Toc403893245][bookmark: _Toc403901817][bookmark: _Toc403901990][bookmark: _Toc404080497][bookmark: _Toc404177503][bookmark: _Toc404180410][bookmark: _Toc404182301][bookmark: _Toc404183258][bookmark: _Toc404183594][bookmark: _Toc404189847][bookmark: _Toc404190185][bookmark: _Toc404260141][bookmark: _Toc401955844][bookmark: _Toc401990372][bookmark: _Toc402016753][bookmark: _Toc402016915][bookmark: _Toc402038816][bookmark: _Toc402039079][bookmark: _Toc402597792][bookmark: _Toc402626300][bookmark: _Toc403480900][bookmark: _Toc403493679][bookmark: _Toc403759081][bookmark: _Toc403888900][bookmark: _Toc403893246][bookmark: _Toc403901818][bookmark: _Toc403901991][bookmark: _Toc404080498][bookmark: _Toc404177504][bookmark: _Toc404180411][bookmark: _Toc404182302][bookmark: _Toc404183259][bookmark: _Toc404183595][bookmark: _Toc404189848][bookmark: _Toc404190186][bookmark: _Toc404260142]DoD Additional Requirement:  The vulnerability reports and POA&Ms developed by the CSPs as part of continuous monitoring requirements supporting both FedRAMP and FedRAMP+ requirements will be made available to DISA’s cloud services support team and subsequently to the MCD and BCD providers for their collective use in providing Cyber Defense.  
[bookmark: _Toc402016755][bookmark: _Toc402016917][bookmark: _Toc402038818][bookmark: _Toc402039081][bookmark: _Toc402597794][bookmark: _Toc402626302][bookmark: _Toc403480902][bookmark: _Toc403493681][bookmark: _Toc403759083][bookmark: _Toc403888902][bookmark: _Toc403893248][bookmark: _Toc403901820][bookmark: _Toc403901993][bookmark: _Toc404080500][bookmark: _Toc404177506][bookmark: _Toc404180413][bookmark: _Toc404182304][bookmark: _Toc404183261][bookmark: _Toc404183597][bookmark: _Toc404189850][bookmark: _Toc404190188][bookmark: _Toc404260144][bookmark: _Toc402016756][bookmark: _Toc402016918][bookmark: _Toc402038819][bookmark: _Toc402039082][bookmark: _Toc402597795][bookmark: _Toc402626303][bookmark: _Toc403480903][bookmark: _Toc403493682][bookmark: _Toc403759084][bookmark: _Toc403888903][bookmark: _Toc403893249][bookmark: _Toc403901821][bookmark: _Toc403901994][bookmark: _Toc404080501][bookmark: _Toc404177507][bookmark: _Toc404180414][bookmark: _Toc404182305][bookmark: _Toc404183262][bookmark: _Toc404183598][bookmark: _Toc404189851][bookmark: _Toc404190189][bookmark: _Toc404260145]For both FedRAMP and FedRAMP+ requirements, high and critical risk findings must be mitigated within 30 days.  Moderate findings must be mitigated within 90 days. Low findings must be mitigated within 120 days.[footnoteRef:65] [65:  Reflects DoD CC SRG Section 6.6 – with the additional of the agreement that Low findings are also time limited to 120 days. ] 


DoD Additional Requirement:  For CSO’s obtaining FedRAMP v2 baseline provisional authorization for the JAB, the CSP will provide all FedRAMP ISSO and all DoD-related continuous monitoring artifacts directly to the DISA AO representatives[footnoteRef:66]. CSPs, 3PAOs, and DoD assessors are responsible for providing deliverables attesting to the implementation of security controls. In some cases, CSPs will provide continuous monitoring artifacts directly to DISA. In such cases, the CSP will utilize commercial standard formats (e.g., comma-separated values, XML) that enable DoD to automate the ingest of continuous monitoring data. For XML exchanges, National Information Exchange Model (NIEM) based XML is the preferred format IAW DoDI 8320.07[footnoteRef:67], August 3, 2015. [66:  Reflects DoD CC CRG Section 5.3.1.1]  [67:  DoDI 8320.07: http://www.dtic.mil/whs/directives/corres/pdf/832007p.pdf ] 


DoD Additional Requirement:  For CSOs obtaining FedRAMP v2 baseline authorization from a DoD SCA organization, all continuous monitoring reports and artifacts will be provided to the DISA AO representatives. [footnoteRef:68] [68:  Reflects DoD CC SRG Section 5.3.1.2] 


DoD Additional Requirement:  For CSOs obtaining FedRAMP v2 baseline authorization from a non-DoD Federal Agency, the CSP will provide all continuous monitoring materials and artifacts to the DISA AO representatives.[footnoteRef:69]  [69:  Reflects DoD CC SRG Section 5.3.2.1] 


	CA-7
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441941][bookmark: _Toc383444156][bookmark: _Toc388623335]Parameter CA-7(a):

	[bookmark: _Toc383441942][bookmark: _Toc383444157][bookmark: _Toc388623336]Parameter CA-7(b)-1:

	[bookmark: _Toc383441943][bookmark: _Toc383444158][bookmark: _Toc388623337]Parameter CA-7(b)-2:

	[bookmark: _Toc383441944][bookmark: _Toc383444159][bookmark: _Toc388623338]Parameter CA-7(g)-1:

	[bookmark: _Toc383441945][bookmark: _Toc383444160][bookmark: _Toc388623339]Parameter CA-7(g)-2

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	CA-7 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	

	Part f
	

	Part g
	



CA-7(1) Continuous Monitoring | Independent Assessment

The organization employs assessors or assessment teams with [DoD Assignment: Accredited FedRAMP Third Party Assessment Organization (3PAO) and/or approved DoD SCA organization] to monitor the security controls in the information system on an ongoing basis.

	CA-7 (1)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441946][bookmark: _Toc383444161][bookmark: _Toc388623340]Parameter CA-7(1):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	CA-7 (1) What is the solution and how is it implemented?

	



1. CA-8 Penetration Testing
The organization conducts penetration testing [FedRAMP Assignment: at least annually] on [DoD Assignment: all information systems and/or system components within the boundary].

	CA-8
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441947][bookmark: _Toc383444162][bookmark: _Toc388623341]Parameter CA-8-1:

	[bookmark: _Toc383441948][bookmark: _Toc383444163][bookmark: _Toc388623342]Parameter CA-8-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CA-8 What is the solution and how is it implemented?

	



1. CA-9 Internal System Connections
The organization: 
Authorizes internal connections of [DoD Assignment: The CSP defines the information system components or classes of components. The list is approved and accepted by the DISA AO.] to the information system; and …

	CA-9
	Control Summary Information

	Responsible Role:

	Parameter :

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CA-9a What is the solution and how is it implemented?

	




[bookmark: _Toc453944438]Configuration Management (CM) 
[bookmark: _Toc453944439][bookmark: _Toc149090475][bookmark: _Toc346210788]Configuration Management (CM) - Additional controls
1. CM-3(4) - Configuration Change Control  | Security Representative
The organization requires an information security representative to be a member of the 
[DoD Assignment: the Configuration Control Board (CCB) as defined in CM-3, CCI 1586 ].
	
	CM-3(4)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	     	                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                



	CM-3 (4) What is the solution and how is it implemented?

		
	

                  


CM-3(6) - Configuration Change Control | Cryptography Management
The organization ensures that cryptographic mechanisms used to provide [DoD Assignment: all security safeguards that rely on cryptography] are under configuration management.

	CM-3(6)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	     	                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                



	CM-3 (6) What is the solution and how is it implemented?

		
	

                  


CM-4 (1) - Security Impact Analysis | Separate Test Environments
The organization analyzes changes to the information system in a separate test environment before implementation in an operational environment, looking for security impacts due to flaws, weaknesses, incompatibility, or intentional malice.

	CM-4 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	     	                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                



	CM-4 (1) What is the solution and how is it implemented?

		
	

                  


CM-5 (6) – Access Restrictions for Change | Limit Library Privileges
The organization limits privileges to change software resident within software libraries.

	CM-5 (6)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	     	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-5 (6) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc440893425][bookmark: _Toc440893640][bookmark: _Toc453944440]Configuration Management (CM) – Changed controls
CM-1 Configuration Management Policy and Procedures
The organization:
Develops, documents, and disseminates to [DoD Assignment: all stakeholders in the configuration management process]:
A configuration management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
Procedures to facilitate the implementation of the configuration management policy and associated configuration management controls; and
Reviews and updates the current:
Configuration management policy [DoD Assignment: annually]; and
Configuration management procedures [FedRAMP Assignment: annually].
	CM-1
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441950][bookmark: _Toc383444165][bookmark: _Toc388623344]Parameter CM-1(a): 

	[bookmark: _Toc383441951][bookmark: _Toc383444166][bookmark: _Toc388623345]Parameter CM-1(b)(1):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CM-1 What is the solution and how is it implemented?

	Part a
	

	Part b
	



CM-2 (1) – Baseline configuration | Reviews and Updates
The organization reviews and updates the baseline configuration of the information system: … (b) When required due to [ DoD Assignment: baseline configuration changes or as events dictate  such as changes due to USCYBERCOM tactical orders/ directives or cyber-attacks.
]; and … 

FedRAMP v2 baseline parameter: [when directed by the JAB]

	CM-2 (1)b
	Control Summary Information

	Responsible Role:

	Parameter b:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-2 (1) b What is the solution and how is it implemented?

		
	

                  



CM-2(3)  Baseline Configuration | Retention of Previous Configurations
The organization retains [DoD Assignment: the previous approved baseline configuration of IS components for a minimum of 3 months] to support rollback.

	CM-2 (3)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441955][bookmark: _Toc383444170][bookmark: _Toc388623349]Parameter::

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CM-2 (3) What is the solution and how is it implemented?

	



CM-2(7) Baseline Configuration | Configure Systems, Components,  Or Devices For High-Risk Areas
The organization: 
Issues [DoD Assignment: The CSP defines systems, system components, and/or devices. The list of systems, system components, and/or devices are accepted and approved by the DISA AO] with [DoD Assignment: The CSP defines configurations. The configurations are accepted and approved by the DISA AO] to individuals traveling to locations that the organization deems to be of significant risk; and
 Applies [DoD Assignment: The CSP defines security safeguards. The security safeguards are accepted and approved by the DISA AO] to the devices when the individuals return.
	CM-2 (7)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441956][bookmark: _Toc383444171][bookmark: _Toc388623350]Parameter CM-2(7)(a)-1:

	[bookmark: _Toc383441957][bookmark: _Toc383444172][bookmark: _Toc388623351]Parameter CM-2(7)(a)-2:

	[bookmark: _Toc383441958][bookmark: _Toc383444173][bookmark: _Toc388623352]Parameter CM-2(7)(b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	CM-2 (7) What is the solution and how is it implemented?

	Part a
	

	Part b
	



CM-3 Configuration Change Control

The organization:
…; 
…; 
…; 
…; 
Retains records of configuration-controlled changes to the information system for [DoD Assignment: The time period should be defined at the organization’s change control board (CCB). The time period is accepted and approved by the DISA AO.]; 
…; and 
Coordinates and provides oversight for configuration change control activities through [DoD  Assignment: Configuration Control Board (CCB)] that convenes [DoD Selection (one or more): [DoD Assignment: at a frequency determined by the CCB. The frequency is accepted and approved by the DISA AO]; [DoD Assignment: configuration change conditions determined by the CCB. The conditions are accepted and approved by the DISA AO]]. 

Additional DoD Requirement CM-3(g): The CSP establishes a central means of communicating major changes to or developments in the information system or environment of operations that may affect its services to DISA and associated service consumers (e.g., electronic bulletin board, web status page).  The means of communication are approved and accepted by the DISA AO.


	CM-3
	Control Summary Information

	Responsible Role:

	Parameter e: 

	Parameter g (1):

	Parameter g(2):

	Parameter g(3):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	CM-3 What is the solution and how is it implemented?

	Part e
		
	

                  

	Part g
	





CM-4 Security Impact Analysis[footnoteRef:70] [70:  Although there is not a different parameter for the DoD CC SRG, the DoD CC SRG  (in Section 5.3.2) requires that significant changes be reported and approved by DISA per DoD CC SRG section 5.3.2 The CSP should describe how changes will be reported as related to FedRAMP PMO or other Agency AOs. ] 

The organization analyzes changes to the information system to determine potential security impacts prior to change implementation.  

Additional DoD Requirement:  The CSP must give the DoD 30-day prior notice of any major significant change and provide a Significant Change Impact and Analysis Form.  Any major significant change must be assessed by an accredited 3PAO (or a DoD SCA organization) and a Security Assessment Report (SAR) provided for DoD validation.[footnoteRef:71]  [71:  Reflect DoD CC SRG Section 5.3.2.1] 


	CM-4
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CM-4 What is the solution and how is it implemented?

	



CM-5(3) Access Restrictions for Change | Signed Components

The information system prevents the installation of [DoD Assignment: any software or firmware components when the vendor provides digitally signed products] without verification that the component has been digitally signed using a certificate that is recognized and approved by the organization.
CM-5(3) Additional FedRAMP v2 Requirements and Guidance: If digital signatures/certificates are unavailable, alternative cryptographic integrity checks (hashes, self-signed certs, etc.) can be used.
	CM-5 (3)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441964][bookmark: _Toc383444179][bookmark: _Toc388623358]Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CM-5 (3) What is the solution and how is it implemented?

	



1.1.1.15 CM-6  Configuration Settings
The organization[footnoteRef:72]:  [72:  Because the basis of the configuration settings change to DoD requirements and guidance, all the parts of CM-6 likely change from the FedRAMP v2 baseline so are included here. ] 

Establishes and documents configuration settings for information technology products employed within the information system using [DoD Assignment: DoD security configuration or implementation guidance (e.g. Security Technical Implementation Guides (STIGs), Security Requirements Guides (SRGs)[footnoteRef:73], NSA security configuration guides, CTOs, DTM’s etc. ] that reflect the most restrictive mode consistent with operational requirements;  [73:  Per Sections 1.4 and 5.5 of the DoD CC SRG; Compliance with all SRGs/STIGs applicable to the system is required.. Per Section 5.5.1 of the DoD CC SRG, STIGs are applicable if the product addressed by the STIG is used. SRGs are applicable in lieu of STIGs if a product-specific STIG is not available. However, the security control applies whether or not a STIG or SRG is available. The full list can be found on DISA’s IASE web site: http://iase.disa.mil/stigs/Pages/index.aspx .
] 

Implements the configuration settings;
Identifies, documents, and approves any deviations from established configuration settings for [DoD Assignment: all configurable information system components] based on [DoD Assignment: The CSP defines any appropriate  operational requirements. The operational requirements are accepted and approved by the DISA AO]; and 
Monitors and controls changes to the configuration settings in accordance with organizational policies and procedures.  

	CM-6
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441965][bookmark: _Toc383444180][bookmark: _Toc388623359]Parameter CM-6(a):

	[bookmark: _Toc383441966][bookmark: _Toc383444181][bookmark: _Toc388623360]Parameter CM-6(c)-1:

	[bookmark: _Toc383441967][bookmark: _Toc383444182][bookmark: _Toc388623361]Parameter CM-6(c)-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	 
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CM-6 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	



CM-6(1) Configuration Settings \ Automated Central Management/Application/Verification
The organization employs automated mechanisms to centrally manage, apply, and verify configuration settings for [DoD Assignment: The CSP defines  information system components. The information system components are accepted and approved by the DISA AO].

	CM-6 (1)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441968][bookmark: _Toc383444183][bookmark: _Toc388623362]Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	
CM-6 (1) What is the solution and how is it implemented?

	



CM-7 Least Functionality:
The organization:
configures the information system to provide only essential capabilities and
 Prohibits or restricts the use of the following functions, ports, protocols, and/or services [DoD Assignment: in accordance with DoD Instruction 8551.01]

	CM-7
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441969][bookmark: _Toc383444184][bookmark: _Toc388623363]Parameter CM-7(b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CM 7 What is the solution and how is it implemented?


	Part a
	

	Part b
	


[bookmark: _Toc383428958][bookmark: _Toc383429690][bookmark: _Toc383430416][bookmark: _Toc383431013][bookmark: _Toc383432155]
CM-7(1) – Least Functionality | Periodic Review
The organization:
…; and 
Disables [DoD Assignment: non-secure functions, ports, protocols, and services as defined in DODI 8551.01]. 

	CM-7 (1)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter CM-7(1)(b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CM-7 (1) What is the solution and how is it implemented?

	Part b
	



[bookmark: _Toc383429693][bookmark: _Toc383433294][bookmark: _Toc383444526][bookmark: _Toc385594167][bookmark: _Toc385594559][bookmark: _Toc385594947][bookmark: _Toc388620797]CM-7(2) – Least Functionality | Prevent Program Execution
The information system prevents program execution in accordance with [DoD Selection: [DoD Assignment: The CSP defines policies regarding software program usage and restrictions. The policies are accepted and approved by the DISA AO]; rules authorizing the terms and conditions of software program usage].

CM-7(2) Additional FedRAMP  v2 Requirements and Guidance: This control shall be implemented in a technical manner on the information system to only allow programs to run that adhere to the policy (i.e. white listing).  This control is not to be based off of strictly written policy on what is allowed or not allowed to run.    

	CM-7 (2)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441970][bookmark: _Toc383444185][bookmark: _Toc388623364]Parameter CM-7(2):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Planned
|_| Alternative implementation
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	CM-7 (2) What is the solution and how is it implemented?

	



CM-7(5) – Least Functionality | Prevent Program Execution

The organization: 
Identifies [DoD Assignment: The CSP defines software programs authorized to execute on the information system. The software programs are accepted and approved by the DISA AO]; 
…; and 
Reviews and updates the list of authorized software programs [DoD Assignment: monthly]. 

	CM-7 (5)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441971][bookmark: _Toc383444186][bookmark: _Toc388623365]Parameter CM-7(5)(a):

	[bookmark: _Toc383441972][bookmark: _Toc383444187][bookmark: _Toc388623366]Parameter CM-7(5)(c):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CM-7 (5) What is the solution and how is it implemented?

	Part a
	

	Part c
	



[bookmark: _Toc383429695][bookmark: _Toc383444528][bookmark: _Toc385594169][bookmark: _Toc385594561][bookmark: _Toc385594949][bookmark: _Toc388620799]CM-8 Information System Component Inventory
The organization:
Develops and documents an inventory of information system components that: 
Accurately reflects the current information system; 
Includes all components within the authorization boundary of the information system; 
Is at the level of granularity deemed necessary for tracking and reporting; and 
Includes [DoD Assignment: hardware inventory specifications (manufacturer, type, model, serial number, physical location), software license information, information system/component owner, and for a networked component/device, the machine name]; and 

	CM-8
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441973][bookmark: _Toc383444188][bookmark: _Toc388623367]Parameter CM-8(a)(4):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>  



	CM-8 What is the solution and how is it implemented?

	Part a
	



[bookmark: _Toc383433296][bookmark: _Toc383444529][bookmark: _Toc383429698][bookmark: _Toc383433298][bookmark: _Toc383444531][bookmark: _Toc385594172][bookmark: _Toc385594564][bookmark: _Toc385594952][bookmark: _Toc388620801]CM-8(3) Information System Component Inventory | Automated Unauthorized Component Detection
The organization:
…; and 
Takes the following actions when unauthorized components are detected: [Selection (one or more): disables network access by such components; isolates the components; notifies [DoD Assignment: the ISSO and ISSM and others as the local organization deems appropriate]].

	CM-8 (3)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383441976][bookmark: _Toc383444191][bookmark: _Toc388623370]Parameter CM-8(3)(b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>  




	CM-8 (3) What is the solution and how is it implemented?

	Part b
	



CM-10(1) Software Usage | Open Source Software

The organization establishes the following restrictions on the use of open source software: [DoD Assignment: in accordance with DoD Memorandum "Clarifying Guidance Regarding Open Source Software (OSS)" 16 Oct 2009[footnoteRef:74]]. [74:  http://dodcio.defense.gov/Portals/0/Documents/FOSS/2009OSS.pdf] 


	CM-10 (1)
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441977][bookmark: _Toc383444192][bookmark: _Toc388623371]Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific 
|_| Service provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CM-10(1) What is the solution and how is it implemented?

	



[bookmark: _Toc388620806]CM-11 Configuration Management Plan 
The organization: 
Establishes [DoD Assignment: The CSP defines policies. The polices are accepted and approved by the DISA AO] governing the installation of software by users;
Enforces software installation policies through [DoD Assignment: The CSP defines methods. The methods are accepted and approved by the DISA AO]; and
…[footnoteRef:75] [75:  The FedRAMP v2  requirement Is adequate for part c of the CM-11 control] 


	CM-11
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441978][bookmark: _Toc383444193][bookmark: _Toc388623372]Parameter CM-11(a):

	[bookmark: _Toc383441979][bookmark: _Toc383444194][bookmark: _Toc388623373]Parameter CM-11(b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific 
|_| Service provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	CM-11 What is the solution and how is it implemented?

	Part a
	

	Part b
	




[bookmark: _Toc453944441]Contingency Planning (CP) – 
1.1.2 [bookmark: _Toc453944442]Contingency Planning (CP) – Additional controls
There are no additional contingency planning security controls for DOD Information Impact Level 5.
[bookmark: _Toc453944443]Contingency Planning (CP) – Changed controls
1.1.2.1 CP-1 Contingency Planning Policy and Procedures
The organization: 
Develops, documents, and disseminates to [DoD Assignment: all stakeholders identified in the contingency plan]: 
A contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
 Procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls; and 

	CP-1a
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CP-1a What is the solution and how is it implemented?

		
	

                  



1.1.2.2 CP-2 Contingency Plan
The organization: 
 Develops a contingency plan for the information system that: 
Identifies essential missions and business functions and associated contingency requirements; 
 Provides recovery objectives, restoration priorities, and metrics; 
 Addresses contingency roles, responsibilities, assigned individuals with contact information; 
 Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure; 
 Addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented; and 
 Is reviewed and approved by [DoD Assignment: at a minimum, the ISSM and ISSO]; 
 Distributes copies of the contingency plan to [DoD Assignment: all stakeholders identified in the contingency plan]; 
Coordinates contingency planning activities with incident handling activities;
Reviews the contingency plan for the information system [FedRAMP Assignment: at least annually];
Updates the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing;
Communicates contingency plan changes to [DoD Assignment: all stakeholders identified in the contingency plan]; and
Protects the contingency plan from unauthorized disclosure and modification.

DoD Additional Requirement: The contingency plan lists include designated DISA  AO personnel.
	CP-2
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623378]Parameter CP-2(a).(6)

	[bookmark: _Toc383441984][bookmark: _Toc383444199][bookmark: _Toc388623379]Parameter CP-2(b):

	[bookmark: _Toc383441985][bookmark: _Toc383444200][bookmark: _Toc388623380]Parameter CP-2(d):

	[bookmark: _Toc383441986][bookmark: _Toc383444201][bookmark: _Toc388623381]Parameter CP-2(f):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CP-2 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	

	Part f
	

	Part g
	



CP-2(3) Contingency Plan | Resume Essential Missions/Business Functions
The organization plans for the resumption of essential missions and business functions within [DoD Assignment: 1 hour (Availability High), 12 hours (Availability Moderate)]  of contingency plan activation.

	CP-2 (3)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623382]Parameter CP-2(3)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CP-2 (3) What is the solution and how is it implemented?

	


1.1.2.3 CP-7 Alternate Processing Site

The organization:
Establishes an alternate processing site including necessary agreements to permit the transfer and resumption of [DoD Assignment: The CSP defines the necessary system operations to meet the essential mission/business functions. The list of system operations  are accepted and approved by the DISA AO] for essential missions/business functions within [DoD Assignment: 1 hour (Availability High), 12 hours (Availability Moderate) as defined in the Contingency Plan ]when the primary processing capabilities are unavailable; 
Ensures that equipment and supplies required to transfer and resume operations are available at the alternate processing site or contracts are in place to support delivery to the site within the organization-defined time period for transfer/resumption; and
Ensures that the alternate processing site provides information security safeguards equivalent to that of the primary site[footnoteRef:76].  [76:  As this requires that the alternate site meets the DoD CC SRG requirements as well, it is likely that the FedRAMP alternate site will need to be revised
] 

	CP-7
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441991][bookmark: _Toc383444206][bookmark: _Toc388623387]Parameter CP-7(a)-1:

	[bookmark: _Toc383441992][bookmark: _Toc383444207][bookmark: _Toc388623388]Parameter CP-7(a)-2

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implement3ed – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CP-7 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	



CP-8 Telecommunications Services
The organization establishes alternate telecommunications services including necessary agreements to permit the resumption of [DoD Assignment: The CSP defines the necessary system operations to meet the essential mission/business functions. The list of system operations  are accepted and approved by the DISA AO] for essential missions and business functions within [DoD Assignment: 1 hour (Availability High), 12 hours (Availability Moderate) as defined in the Contingency Plan] when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.

	CP-8
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441993][bookmark: _Toc383444208][bookmark: _Toc388623389]Parameter 1:

	[bookmark: _Toc383441994][bookmark: _Toc383444209][bookmark: _Toc388623390]Parameter 2

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	CP-8 What is the solution and how is it implemented?

	



CP-9 Information System Backup

The organization: 
Conducts backups of user-level information contained in the information system [FedRAMP Assignment: daily incremental; weekly full]
CP-9(a) Additional Requirement:  The CSP maintains at least three backup copies of user-level information (at least one of which is available online) or provides an equivalent alternative.  The backup storage capability is approved and accepted by the DISA AO.
Conducts backups of system-level information contained in the information system [FedRAMP Assignment: daily incremental; weekly full]; 
CP-9(b) Additional Requirement: The service provider maintains at least three backup copies of system-level information (at least one of which is available online) or provides an equivalent alternative.  The backup storage capability is approved and accepted by the DISA AO.
Conducts backups of information system documentation including security-related documentation [DoD Assignment: when created or received, when updated, as required by system baseline configuration changes in accordance with the contingency plan ]; and 
CP-9(c) DoD Additional Requirement: The service provider maintains at least three backup copies of information system documentation including security information (at least one of which is available online) or provides an equivalent alternative.  The backup storage capability is approved and accepted by the DISA AO

	CP-9
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383441995][bookmark: _Toc383444210][bookmark: _Toc388623391]Parameter CP-9(a):

	[bookmark: _Toc383441996][bookmark: _Toc383444211][bookmark: _Toc388623392]Parameter CP-9(b):

	[bookmark: _Toc383441997][bookmark: _Toc383444212][bookmark: _Toc388623393]Parameter CP-9(c):

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	CP-9 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	




CP-9(1) – Information System Backup | Testing for Reliability/Integrity:
The organization tests backup information [DoD Assignment:  at least monthly in accordance with the Contingency Plan] to verify media reliability and information integrity. 

FedRAMP v2 baseline parameter: [at least annually]


	CP-9(1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CP-9(1) What is the solution and how is it implemented?

		
	

                  


CP-9(3) – Information System Backup | Separate Storage for Critical Information
The organization stores backup copies of [DoD Assignment: The CSP defines the critical information system software and other security-related information. The list is approved and accepted by the DISA AO] in a separate facility or in a fire-rated container that is not collocated with the operational system. 


	CP-9(3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CP-9(3) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc440893430][bookmark: _Toc440893645][bookmark: _Toc453944444]Identification and Authentication (IA) 
[bookmark: _Toc453944445]Identification and Authentication (IA) Additional controls
IA-2 (9) – Identification and Authentication | Network Access to Non-Privileged Accounts – Replay Resistant
The information system implements replay-resistant authentication mechanisms for network access to non-privileged accounts.
DoD Additional Requirement: The system identifies and authenticates users in accordance with DODI 8520.0 The system also identifies and authenticates users in accordance with CNSS Policy 25 and CNSSI 1300 for national security systems. [footnoteRef:77] [77:  Reflects DoD CC SRG section 5.4.1] 


	IA-2 (9)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	     	             	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	IA-2 (9) What is the solution and how is it implemented?

	

                  


IA-5(13)– Authenticator Management | Expiration of Cached Authenticators
The information system prohibits the use of cached authenticators after [DoD Assignment: The CSP defines a time period. The time period is approved and accepted by the DISA AO].

	IA-5(13)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5(13) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc453944446]Identification and Authentication (IA) – Changed controls
1.1.2.4 IA-1 - Identification and Authentication Policy and Procedures
The organization: 
Develops, documents, and disseminates to [DoD Assignment: the ISSO and ISSM and others as the local organization deems appropriate]:
An identification and authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
Procedures to facilitate the implementation of the identification and authentication policy and associated identification and authentication controls; and
Reviews and updates the current:
Identification and authentication policy [DoD Assignment: annually]; and
Identification and authentication procedures [FedRAMP Assignment: at least annually].

	IA-1
	Control Summary Information

	Responsible Role:

	Parameter(a):

	Parameter (b-1):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-1 What is the solution and how is it implemented?

	Part a
	

	Part b
	



[bookmark: _Toc383429742][bookmark: _Toc383444563][bookmark: _Toc385594204][bookmark: _Toc385594596][bookmark: _Toc385594984][bookmark: _Toc388620833]IA-2(1) - Identification and Authentication Policy and Procedures | Network Access to Privileged Accounts
The information system implements multifactor authentication for network access to privileged accounts.

DoD Additional Requirement: The strong two-factor I&A capability must be dedicated to the dedicated CSP infrastructure.  These identity credentials minimally use a hardware token technology implementing a multi-factor one-time password or PKI certificate technology solution similar to DoDI 8520.03 Credential Strength D. [footnoteRef:78] [78:  Reflects DoD CC SRG section 5.4.1.2] 



	IA-2 (1)
	Control  Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	IA-2 (1) What is the solution and how is it implemented?

	



IA-2(3) - Identification and Authentication Policy and Procedures | Local Access to Privileged Accounts
The information system implements multifactor authentication for local access to privileged accounts.

DoD Additional Requirement: The strong two-factor I&A capability must be dedicated to the dedicated CSP infrastructure.  These identity credentials minimally use a hardware token technology implementing a multi-factor one-time password or PKI certificate technology solution similar to DoDI 8520.03 Credential Strength D. [footnoteRef:79] [79:  Reflects DoD CC SRG section 5.4.1] 



	IA-2 (3)
	Control  Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	IA-2 (3) What is the solution and how is it implemented?

	



IA-2(11) - Identification and Authentication (organizational users)| remote Access – Separate Devices

The information system implements multifactor authentication for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access and the device meets [DoD Assignment: DoD PKI or a technology approved by the DISA AO, FIPS 140-2 validated, NIAP certification or NSA approval].

DoD Additional Requirement:  Whenever a CSO is responsible for authentication of entities and/or identifying a hosted DoD information system, the CSO will use DoD PKI in compliance with DoDI 8520.03. CSOs will enforce the use of a physical token referred to as the “Common Access Card (CAC)” or “Alt Token” for the authentication of privileged and non-privileged users. [footnoteRef:80] [80:  Reflects DoD CC SRG Section 5.4] 

DoD Additional Requirement:  Integration with DoD PKI is typically a CSP responsibility.  Minimally, the CSP is responsible for providing capabilities that enable Mission Owners to configure a CSP service offering that integrates with DoD PKI.[footnoteRef:81] [81:  Reflects DoD CC SRG Section 5.4.1.1] 


	IA-2 (11)
	Control Enhancement Summary Information

	Responsible Role: 

	[bookmark: _Toc383442003][bookmark: _Toc383444218][bookmark: _Toc388623399]Parameter IA-2(11):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	IA-2 (11) What is the solution and how is it implemented?

	



IA-3 – Device Identification and Authentication
The information system uniquely identifies and authenticates [DoD Assignment: all mobile devices and network connected endpoint devices, (including but not limited to workstations, printers, servers (outside a datacenter), VOIP phones, VTC CODECs)] before establishing a [Selection (one or more): local; remote; network] connection.


	IA-3
	Control Summary Information

	Responsible Role:

	Parameter:

	Parameter (selection): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-3 What is the solution and how is it implemented?

		
	

                  


IA-4 – Identifier Management
The organization manages information system identifiers for users and devices by:
Receiving authorization from [DoD Assignment: ISSM or ISSO] to assign an individual, group, role, or device identifier;
…;
…;
…; and
Disabling the identifier after [DoD Assignment: thirty-five (35) days for user identifiers; the CSP defines the time period of inactivity for device identifiers. The time period is accepted and approved by the DISA AO] 

FedRAMP baseline v2 parameter: [The service provider defines a list a specific devices and/or types of devices.  The list of devices and/or device types is approved and accepted by the JAB.]

	IA-4
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442006][bookmark: _Toc383444221][bookmark: _Toc388623402]Parameter  IA-4(a):

	[bookmark: _Toc383442008][bookmark: _Toc383444223][bookmark: _Toc388623404]Parameter IA-4(e): 

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>




	IA-4 What is the solution and how is it implemented?

	Part a
	

	Part e
	



2. IA-4(4) – Identifier Management | Identity User Status
The organization manages individual identifiers by uniquely identifying each individual as [DoD  Assignment: contractor or government employee and by nationality. User identifiers will follow the same format as DoD user email addresses].

Additional DoD Guidance:  
· DoD user email addresses: john.smith.ctr@army.mil or john.smith.uk@army.mil); 
· DoD user e-mail display names (e.g., John Smith, Contractor <john.smith.ctr@army.mil> or John Smith, United Kingdom <john.smith.uk@army.mil>);  and 
- automated signature blocks (e.g., John Smith, Contractor,  J-6K, Joint Staff or John Doe, Australia, LNO, Combatant Command). Contractors who are also foreign nationals are identified as both, e.g., john.smith.ctr.uk@army.mil.

	IA-4 (4)
	Control  Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442009][bookmark: _Toc383444224][bookmark: _Toc388623405]Parameter IA-4(4):

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>




	IA-4(4) What is the solution and how is it implemented?

		
	

                  


IA-5 – Authenticator Management
The organization manages information system authenticators for users and devices by: … 
g. Changing/refreshing authenticators [DoD Assignment: sixty days for passwords; 3 years for CAC/PKI certificate; 3 years for biometrics] 

FedRAMP  v2 baseline parameter: [to include sixty days for password]

	IA-5
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5 What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc383429756][bookmark: _Toc383444574][bookmark: _Toc385594215][bookmark: _Toc385594607][bookmark: _Toc385594995][bookmark: _Toc388620844]IA-5(1) – Authenticator Management | Password-Based Authentication
The information system, for password-based authentication:
Enforces minimum password complexity of [DoD Assignment: [case sensitive, minimum of 15 characters, and at least one each of upper-case letters, lower-case letters, numeric, and special characters [footnoteRef:82]]; [82:  e.g.,. ~ ! @ # $ % ^ & * ( ) _ + = - ‘ [ ] / ? > <)];] 

Enforces at least the following number of changed characters when new passwords are created: [DoD Assignment: 50% of the minimum password length];
…;
…;
…; and
….
	IA-5 (1)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442011][bookmark: _Toc383444226][bookmark: _Toc388623407]Parameter IA-5(1)(a):

	[bookmark: _Toc383442012][bookmark: _Toc383444227][bookmark: _Toc388623408]Parameter IA-5(1)(b): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	IA-5 (1) What is the solution and how is it implemented?

	Part a
	

	Part b
	



IA-5(3) – Authenticator Management | In-Person or Trusted Third Party Registration

The organization requires that the registration process to receive [FedRAMP Assignment: All hardware/biometric (multifactor authenticators] be conducted [FedRAMP Selection: in person] before [DoD Assignment: DoD PKI Registration Authority] with authorization by [DoD Assignment: The CSP defines personnel or roles. The personnel or roles are approved and accepted by the DISA AO].

Additional DoD Guidance: 
The DoD PKI CP defines the role and responsibilities of a DoD PKI Registration Authority (RA).  The NSS PKI CP defines the role and responsibilities of an NSS PKI RA.

The DoD PKI RA–LRA CPS defines the nomination process for DoD PKI RAs.  The NSS PKI DoD RPS defines the nomination process for NSS PKI RAs for DoD.

The DoD PKI CP defines DoD PKI subscribers and the authentication requirements for issuance of credentials to subscribers.  The NSS PKI CP defines NSS PKI subscribers and the authentication requirements for issuance of credentials to subscribers.


	IA-5 (3)
	Control Summary Information

	Responsible Role:

	Parameter IA-5(3)-3:

	Parameter IA-5(3)-4:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5 (3) What is the solution and how is it implemented?

		
	

                  


IA-5(4) – Authenticator Management | Automated Support for Password Strength Determination

The organization employs automated tools to determine if password authenticators are sufficiently strong to satisfy [DoD Assignment: complexity as identified in IA-5(1) ] 


	IA-5 (4)
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442017][bookmark: _Toc383444232][bookmark: _Toc388623413]Parameter IA-5(4):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5 (4) What is the solution and how is it implemented?

		
	

                  


2. IA-5(11) – Authenticator Management | Automated Support for Password Strength Determination

The information system, for hardware token-based authentication, employs mechanisms that satisfy [DoD Assignment: DODI 8520.03]


	IA-5 (11)
	Control Summary Information

	Responsible Role:

	Parameter IA-5(11):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5 (11) What is the solution and how is it implemented?

		
	

                  


2. IA-8(3) – Identification and Authentication (Non organizational users) | Use of FICAM- Approved Products

The organization employs only FICAM-approved information system components in [DoD Assignment: The CSP defines the information systems. The information systems are accepted and approved by the DISA AO] to accept third-party credentials.

Additional DoD Requirement: The systems use and enforce the use of the DoD PKI for DoD entity authentication.  Whenever a CSO is responsible for authentication of entities and/or identifying a hosted DoD information system, the CSO will use DoD PKI in compliance with DoDI 8520.03. CSOs will enforce the use of a physical token referred to as the “Common Access Card (CAC)” or “Alt Token” for the authentication of privileged and non-privileged users. CSOs must make use of DoD OCSP or CRL resources for checking revocation of DoD certificates and DoD Certificate Authorities; and must follow DoD instructions and industry best practices for the management and protection of cryptographic keys. DoD issued PKI server certificates will be used to identify the CSO's DoD customer ordering/service management portals and SaaS applications and services contracted by and dedicated to DoD use.[footnoteRef:83] [83:  In accordance with DoD CC SRG section 5.4] 


	IA-8(3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-8(3)) What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc440893434][bookmark: _Toc440893649][bookmark: _Toc453944447]Incident Response (IR)[footnoteRef:84] [84:  Because of the additional DoD-specific  incident response and handling requirements outlined in the DoD CC SRG, it is likely that the CSP will need to revise and reissue all IR artifacts. ] 

[bookmark: _Toc453944448]Incident Response (IR) - Additional controls
IR-4 (3) - Incident Handling | Continuity of Operations
The organization identifies [DoD Assignment: Categories of incidents defined in CJCSM 6510.01B Appendix A: Enclosure B] and [DoD Assignment: actions defined in CJCSM 6510.01B] to ensure continuation of organizational missions and business functions.

	IR-4 (3)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-4 (3) What is the solution and how is it implemented?

	

                  


IR-4 (4) - Incident Handling | Information Correlation
The organization correlates incident information and individual incident responses to achieve an organization-wide perspective on incident awareness and response.
	IR-4 (4)
	Control Summary Information

	Responsible Role:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-4 (4) What is the solution and how is it implemented?

	

                  



IR-4 (6) - Incident Handling | Insider Threat – Specific Capabilities
The organization implements incident handling capability for insider threats.

	IR-4 (6)
	Control Summary Information

	Responsible Role:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-4 (6) What is the solution and how is it implemented?

	

                  



IR-4 (7) - Incident Handling | Insider Threat – Intra-Organization Coordination
The organization coordinates incident handling capability for insider threats across [DoD Assignment: The CSP defines the appropriate organizational components or elements for coordinating incident handling activities. The list of organizational components or elements is accepted and approved by the DISA AO].
	IR-4 (7)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-4 (7) What is the solution and how is it implemented?

	

                  



IR-4 (8) - Incident Handling | Correlation with External Organizations
The organization coordinates with [DoD Assignment: the appropriate CIRT/CERT (such as US-CERT, DoD CERT, IC CERT, the Mission Owner’s MCD, and Law Enforcement)] to correlate and share [DoD Assignment: The CSP defines incident information. The incident information is accepted and approved by the DISA AO] to achieve a cross-organization perspective on incident awareness and more effective incident responses.

	IR-4 (8)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-4 (8) What is the solution and how is it implemented?

	

                  



IR-5(1) - Incident Monitoring | Automated Tracking/Data Collection/Analysis 

The organization employs automated mechanisms to assist in the tracking of security incidents and in the collection and analysis of incident information.

Additional DoD Requirement: The CSO must provide an automated capability and tools that support incident capture, preservation  and protection to support investigation of incidents within their own infrastructure and in the customer’s CSO environment. This includes system logs, volatile memory captures, and hard drive (physical or virtual) images. An interface to the capability must be made available to the customer in support of the customer’s incident response activities as needed in their environments within the CSO.   All such automation must capture the information in a manner that segregates captured information by customer such that non-DoD or non-Federal information is not revealed to the incident response team or forensic / LE investigators.  Likewise the information relating to the government environment must be segregated from the information captured from the CSP’s underlying infrastructure. Once the information is captured, the automation must create one or more hashes of the data such that changes to it can be detected.  The automation must then encrypt the data to preserve its confidentiality and integrity. [footnoteRef:85] [85:  In accordance with DoD CC SRG Sections 6.4.4.2 and 6.4.4.4] 


	IR-5(1)
	Control Summary Information

	Responsible Role:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   	                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-5(1) What is the solution and how is it implemented?

	

                  



IR-6(2) - Incident Reporting  | Vulnerabilities Related to Incidents
The organization reports information system vulnerabilities associated with reported security incidents to [DoD Assignment: the AOs who issued the PA and the customer’s ATO, the customer’s MCD, the CIRT/CERT (such as US-CERT, DoD CERT, IC CERT).]
	IR-6(2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought			                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-6(2) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc453944449]Incident Response (IR) - Changed controls
IR-1 -  Incident response Policy and Procedures
The organization: 
Develops, documents, and disseminates to [DoD Assignment: all personnel identified as stakeholders in the incident response process, as well as the ISSM and ISSO]: 
An incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
Procedures to facilitate the implementation of the incident response policy and associated incident response controls; and 


	IR-1
	Control Summary Information

	Responsible Role:

	Parameter IA-1a:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-1 What is the solution and how is it implemented?

	

                  



IR-2 – Incident Response Training 
The organization provides incident response training to information system users consistent with assigned roles and responsibilities: 
Within [DoD Assignment: 30 working days] of assuming an incident response role or responsibility; 
…; and 
….

	 IR-2
	Control  Summary Information

	Responsible Role:

	[bookmark: _Toc383442025][bookmark: _Toc383444240][bookmark: _Toc388623421]Parameter IR-2(a)::

	[bookmark: _Toc385594232]Implementation Type (check all that apply):
[bookmark: _Toc385594233]|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	[bookmark: _Toc385594234]Control Origination (check all that apply):
[bookmark: _Toc385594235]|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	IR-2 What is the solution and how is it implemented?

	Part a
	



IR-3 – Incident Response Testing
The organization tests the incident response capability for the information system [DoD Assignment: at least annually for low or moderate availability, at least every six months for high availability] using [DoD Assignment: tests as defined in the incident response plan] to determine the incident response effectiveness and documents the results.  

Additional DoD Requirement: The service provider defines tests and/or exercises in accordance with NIST Special Publication 800-61 (as amended).  Test plans are approved and accepted by the DISA AO prior to the test commencing.  

	IR-3
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			
|_| Not implemented – risk acceptance sought                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	IR-3 What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	





IR-6 – Incident Reporting
The organization 
a. Requires personnel to report suspected security incidents to the organizational incident response capability within [DoD Assignment:  Initial incident reports within one hour of discovery[footnoteRef:86] and the timeframes specified in CJCSM 6510.01B  (outlined in the Table below) for the different incident types defined in IR-4(3), unless the data owner provides more restrictive guidance]; and [86:  In accordance with DoD CC SRG Section 6.4.2] 



	Incident Category
	Description
	Level 5 Impact
	Notification Time Requirement

	1
	Root Level Intrusion
	Moderate
	2 Hours

	2
	User Level Intrusion
	Moderate
	2 Hours

	3
	Unsuccessful Activity Attempt
	N/A
	4 Hours

	4
	Denial of Service
	Mod/High
	15 Minutes

	5
	Non-Compliance Activity
	N/A
	4 Hours

	6
	Reconnaissance
	N/A
	4 Hours

	7
	Malicious Logic
	Moderate
	2 Hours




b. Reports security incident information to [DoD Assignment: The appropriate CIRT/CERT(such as US-CERT, DoD CERT IC CERT, Mission Owner’s MCD, and Law Enforcement]

Additional DoD Requirement[footnoteRef:87]: DoD CSPs Cyber Defense  providers will report all incidents IAW normal DoD processes using the Joint Incident Management System (JIMS). Commercial CSPs will report all incidents via the on-line Defense Industrial Base (DIB) Cyber Incident Collection Format (ICF)[footnoteRef:88]. The CSP must include, for routing purposes, all MCD points of contact (POCs) for all DoD missions affected by the incident.   [87:  In accordance with Section 6.4.3 of the DoD CC SRG]  [88:  DIBNet CS/IA Portal: http://dibnet.dod.mil/staticweb/index.html. Access to this format requires a DoD-approved medium assurance External Certificate Authority (ECA) certificate.  If you are unable to access this format, please call (877) 838-2174 or email: DCISE@DC3.mil. 
] 


Additional DoD Requirement[footnoteRef:89]: Incident notifications should include a description of the incident and as much of the following information as possible: [89:  In accordance with Section 6.4.2 of the DoD CC SRG] 

· Contract information to include contract number, USG Contracting Officer(s) contact information, contract clearance level, etc.
· Contact information for the impacted and reporting organizations as well as the MCD.
· Details describing any vulnerabilities involved (i.e., Common Vulnerabilities and Exposures (CVE) identifiers)
· Date/Time of occurrence, including time zone
· Date/Time of detection and identification, including time zone
· Related indicators (e.g. hostnames, domain names, network traffic characteristics, registry keys, X.509 certificates, MD5 file signatures)
· Threat vectors, if known (see Threat Vector Taxonomy and Cause Analysis flowchart within the US-CERT Federal Incident Notification Guidelines)
· Prioritization factors (i.e. functional impact, information impact, and recoverability as defined flowchart within the US-CERT Federal Incident Notification Guidelines[footnoteRef:90]))  [90:  US-CERT Federal Incident Notification Guidelines: https://www.us-cert.gov/sites/default/files/publications/Federal_Incident_Notification_Guidelines.pdf ] 

· Source and Destination Internet Protocol (IP) address, port, and protocol
· Operating System(s) affected
· Mitigating factors (e.g. full disk encryption or two-factor authentication)
· Mitigation actions taken, if applicable
· System Function(s) (e.g. web server, domain controller, or workstation)
· Physical system location(s) (e.g. Washington DC, Los Angeles, CA)
· Sources, methods, or tools used to identify the incident (e.g. Intrusion Detection System or audit log analysis) 
· Any additional information relevant to the incident and not included above.

DoD guidance: For CSOs that are multi-tenant or otherwise shared across Federal Agencies outside of the DoD, incidents will be reported to US-CERT as required by FedRAMP, in parallel with reporting to DoD. For CSOs providing dedicated infrastructure to the DoD, incidents regarding that infrastructure and CSOs will not be reported to US-CERT, but directly to the DoD. The DoD Tier 1 (USCYBERCOM/JFHQ DoDIN) will handle coordination with US-CERT and other entities as appropriate.[footnoteRef:91] [91:  In accordance with Section 6.4 of the DoD CC SRG] 


	IR-6
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	IR-6 What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	




2. IR-8 Incident Response Plan
The organization:
Develops an incident response plan that:
Provides the organization with a roadmap for implementing its incident response capability;
Describes the structure and organization of the incident response capability;
Provides a high-level approach for how the incident response capability fits into the overall organization;
Meets the unique requirements of the organization, which relate to mission, size, structure, and functions;
Defines reportable incidents;
Provides metrics for measuring the incident response capability within the organization.
Defines the resources and management support needed to effectively maintain and mature an incident response capability; and
Is reviewed and approved by [DoD Assignment: at a minimum, the ISSM and ISSO];
IR-8(a) Additional DoD Requirement: CSOs will provide, either as part of their Incident Response Plan or through an Incident Response Plan Addendum, their approach to fulfilling DoD Cyber Defense integration requirements to specifically address cyber incidents and data breaches, where a “breach”  or cyber incident includes the loss of control, compromise, unauthorized acquisition, unauthorized access, or any similar term referring to situations where any unauthorized person has access or potential access to government data, whether in electronic or non-electronic form, for any unauthorized purpose.  CSPs must ensure that the plan or addendum addresses all incidents  regardless of the time, day, or location of the incident and must provide for notice to the Government of any breach of its data.  The plan or addendum must incorporate any other policies or procedures that the Government may require to be followed in the event of an incident, including, but not limited to:
· To whom within the Government, the incident will be reported in accordance with the incident reporting process;
· Specific steps to be taken in order to mitigate or remedy the incident, including time periods for taking such steps (e.g., reporting of Personally Identifiable Information (PII) data breaches within one hour, Negligent Disclosure of Classified Information (NDCIs) which are commonly referred to as spillages);
· How and under what circumstances any  individuals or entities affected by an incident will be notified and by whom; and Any other special instructions for handling computer security incidents affecting, or potentially affecting U.S. Government data; consistent with guidance and policy directives issued by DoD, NIST, US-CERT and CNSS for incident management, classification, and remediation; or other applicable law, regulation, order, or policy[footnoteRef:92]. [92:  In accordance with DoD CC SRG Section 6.4.1] 


Distributes copies of the incident response plan to [DoD Assignment: all stakeholders identified in the Incident Response Plan]
IR-8(b) Additional DoD Requirement: The service provider defines a list of incident response personnel (identified by name and/or by role) and organizational elements.  The incident response list includes designated DoD CNDSP Tier II personnel.
Reviews the incident response plan [FedRAMP Assignment: at least annually];
Updates the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing;
Communicates incident response plan changes to [DoD  Assignment: all stakeholders identified in the Incident Response Plan, not later than 30 days after the change is made]
IR-8(e) Additional DoD Requirement:  The service provider defines a list of incident response personnel (identified by name and/or by role) and organizational elements.  The incident response list includes designated DoD personnel.
Protects the incident response plan from unauthorized disclosure and modification

	IR-8
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442031][bookmark: _Toc383444246][bookmark: _Toc388623427]Parameter IR-8(a)(8):

	[bookmark: _Toc383442032][bookmark: _Toc383444247][bookmark: _Toc388623428]Parameter IR-8(b):

	[bookmark: _Toc383442034][bookmark: _Toc383444249][bookmark: _Toc388623430]Parameter IR-8(e):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	IR-8 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part d
	

	Part e
	

	Part f
	



2. IR-9 Information Spillage Response
The organization responds to information spills by: 
 Identifying the specific information involved in the information system contamination; 
 Alerting [DoD Assignment: at a minimum, the OCA, the information (mission) owner/originator, the ISSM, the activity security manager, and the responsible computer incident response center] of the information spill using a method of communication not associated with the spill; 
 Isolating the contaminated information system or system component; 
 Eradicating the information from the contaminated information system or component; 
Identifying other information systems or system components that may have been subsequently contaminated; and 
Performing other [DoD Assignment:  time -sensitive actions that are necessary to limit the amount of damage or access, keep a log of all actions taken regarding the CS/IA incident response, including the date/time of the action, who performed the action; create and maintain records, such as tickets, as appropriate for their role.]. 
DoD Guidance: A data spill or “spillage” is an unauthorized transfer of classified information or Controlled Unclassified Information to an information system that is not accredited for the applicable security level of the data or information.[footnoteRef:93] [93:  In accordance with DoD CC SRG Section 5.7] 


	IR-9
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442035][bookmark: _Toc383444250][bookmark: _Toc388623431]Parameter IR-9(b):

	[bookmark: _Toc383442036][bookmark: _Toc383444251][bookmark: _Toc388623432]Parameter IR-9(f):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	IR-9 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	

	Part f
	



2. IR-9(1) Information Spillage Response | Responsible Personnel
The organization assigns [DoD Assignment: The CSP defines  personnel or roles. The assigned personnel or roles are accepted and approved by the DISA AO] with responsibility for responding to information spills.

	IR-9 (1)
	Control Summary Information

	Responsible Role:

	Parameter IR-9(1) :

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implement3ed – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	IR-9 (1) What is the solution and how is it implemented?

	



2. [bookmark: _Toc383444604][bookmark: _Toc385594249][bookmark: _Toc385594637][bookmark: _Toc385595025][bookmark: _Toc388620873]IR-9(2) Information Spillage Response | Training
The organization provides information spillage response training [DoD Assignment: annually].

DoD Guidance: A data spill or “spillage” is an unauthorized transfer of classified information or Controlled Unclassified Information to an information system that is not accredited for the applicable security level of the data or information.[footnoteRef:94] [94:  Reflects DoD CC SRG Section 5.7] 


	IR-9 (2)
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442037][bookmark: _Toc383444252][bookmark: _Toc388623433]Parameter IR-9(2):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	IR-9 (2) What is the solution and how is it implemented?

	



2. [bookmark: _Toc383444605][bookmark: _Toc385594250][bookmark: _Toc385594638][bookmark: _Toc385595026][bookmark: _Toc388620874]IR-9(3) Information Spillage Response | Post Spill Operations
The organization implements [DoD Assignment: The CSP defines information spillage procedures. The procedures are accepted and approved by the DISA AO] to ensure that organizational personnel impacted by information spills can continue to carry out assigned tasks while contaminated systems are undergoing corrective actions.

DoD Guidance: A data spill or “spillage” is an unauthorized transfer of classified information or Controlled Unclassified Information to an information system that is not accredited for the applicable security level of the data or information.[footnoteRef:95] [95:  Reflects DoD CC SRG Section 5.7] 


	IR-9 (3)
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442038][bookmark: _Toc383444253][bookmark: _Toc388623434]Parameter IR-9(3):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>




	IR-9 (3) What is the solution and how is it implemented?

	



2. [bookmark: _Toc383444606][bookmark: _Toc385594251][bookmark: _Toc385594639][bookmark: _Toc385595027][bookmark: _Toc388620875]IR-9(4) Information Spillage Response | Exposure to Unauthorized Personnel
The organization employs [DoD Assignment: The CSP defines security safeguards. The safeguards are accepted and approved by the DISA AO] for personnel exposed to information not within assigned access authorizations.

Additional DoD Guidance: A data spill or “spillage” is an unauthorized transfer of classified information or Controlled Unclassified Information to an information system that is not accredited for the applicable security level of the data or information.[footnoteRef:96] [96:  In accordance with DoD CC SRG Section 5.7] 


	IR-9 (4)
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442039][bookmark: _Toc383444254][bookmark: _Toc388623435]Parameter IR-9(4):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>




	IR-9 (4) What is the solution and how is it implemented?

	



[bookmark: _Toc440893438][bookmark: _Toc440893653][bookmark: _Toc453944450]Maintenance (MA) 
[bookmark: _Toc453944451]Maintenance (MA) – Additional controls
MA-4 (3) - Non-Local Maintenance | Comparable Security/Sanitization
The organization:
(a) Requires that nonlocal maintenance and diagnostic services be performed from an information system that implements a security capability comparable to the capability implemented on the system being serviced; or
(b) Removes the component to be serviced from the information system prior to nonlocal maintenance or diagnostic services, sanitizes the component (with regard to organizational information) before removal from organizational facilities, and after the service is performed, inspects and sanitizes the component (with regard to potentially malicious software) before reconnecting the component to the information system.

	MA-4 (3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	   		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                                   	          




	MA-4(3) What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	




MA-4 (6) - Non-Local Maintenance
The information system implements cryptographic mechanisms to protect the integrity and confidentiality of nonlocal maintenance and diagnostic communications.

Additional DoD Guidance: All encryption must be accomplished using FIPS 140-2 validated cryptography modules operated in FIPS mode..[footnoteRef:97] [97:  In accordance with DoD CC SRG Section 5.10.2.3] 


	MA-4 (6)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                                   	          



	MA-4 (6) What is the solution and how is it implemented?

		
	

                  



1. [bookmark: _Toc453944452]Maintenance (MA) – Changed controls
1.1.3.1 MA-1 System Maintenance Policy and Procedures

The organization:
Develops, documents, and disseminates to [DoD Assignment: all stakeholders identified in the maintenance policy]:
A system maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
Procedures to facilitate the implementation of the system maintenance policy and associated system maintenance controls; and

	MA-1
	Control Summary Information

	Responsible Role:

	Parameter :

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)



	MA-1 What is the solution and how is it implemented?

	Part a
	



3. MA-2 Controlled Maintenance
The organization:
…;
…;
Requires that [DoD Assignment: The CSP defines the approving  personnel or roles. The personnel or roles are approved and accepted by the DISA AO] explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs;
…;
…; and
Includes [DoD Assignment: The CSP defines the maintenance-related information, The maintenance-related information is approved and accepted by the DISA AO.] in organizational maintenance records.

	MA-2
	Control Summary Information

	Responsible Role:

	Parameter MA-2(c):

	Parameter MA-2(f):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)



	MA-2 What is the solution and how is it implemented?

	Part c
	

	Part f
	



3. MA-6 Timely Maintenance
The organization obtains maintenance support and/or spare parts for [DoD Assignment: The CSP defines  information system components. The list of components is approved and accepted by the DISA AO.] within [DoD Assignment: in accordance with the  CSO SLA or minimally within 24 hours (Moderate Availability) or immediately upon failure (High Availability)] of failure.

	MA-6
	Control Summary Information

	Responsible Role:

	Parameter MA-6-1:

	Parameter MA-6-2: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 


	MA-6 What is the solution and how is it implemented?

	 





[bookmark: _Toc453944453]Media Protection (MP)
1.1.4 [bookmark: _Toc453944454]Media Protection (MP) – Additional controls
There no additional media protection security controls for DOD Information Impact Level 5.
[bookmark: _Toc453944455]Media Protection (MP) – Changed controls
1.1.4.1 MP-1a Media Protection Policy and Procedures
The organization:
Develops, documents, and disseminates to [DoD Assignment: all users ]:
A media protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
Procedures to facilitate the implementation of the media protection policy and associated media protection controls; and
and associated media protection controls; and
	MP-1a
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442040][bookmark: _Toc383444255][bookmark: _Toc388623436]Parameter MP-1(a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)



	MP-1 What is the solution and how is it implemented?

	Part a
	 


MP-2 Media Access
The organization restricts access to [DoD Assignment: all types of digital and/or non-digital media containing information not cleared for public release] to [DoD Assignment: The CSP defines appropriate personnel or roles. The personnel or roles are accepted and approved by the DISA].


	MP-2
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442043][bookmark: _Toc383444258][bookmark: _Toc388623439]Parameter 1:

	[bookmark: _Toc383442044][bookmark: _Toc383444259][bookmark: _Toc388623440]Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	MP-2 What is the solution and how is it implemented?

	


1.1.4.2 MP-3 Media Labeling
The organization:
…; and
Exempts [DoD Assignment: nothing unless otherwise exempted by DoDI 5200.01 and DoDM 5200.01 Vol 1-4] from marking as long as the media remain within [DoD Assignment: all areas unless otherwise exempted by DoDI 5200.01 and DoDM 5200.01 Vol 1-4]
	MP-3
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442045][bookmark: _Toc383444260][bookmark: _Toc388623441]Parameter MP-3(b)-1:

	[bookmark: _Toc383442046][bookmark: _Toc383444261][bookmark: _Toc388623442]Parameter MP-3(b)-2: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	MP-3 What is the solution and how is it implemented?

	Part b
	


1.1.4.3 MP-4 Media Storage
The organization:
Physically controls and securely stores [DoD Assignment: all digital and non-digital media containing sensitive, controlled, and/or classified information] within [DoD Assignment: areas approved for processing or storing data IAW the sensitivity and/or classification level of the information contained on/within the media]; and …
	MP-4
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442047][bookmark: _Toc383444262][bookmark: _Toc388623443]Parameter MP-4(a)-1:

	[bookmark: _Toc383442048][bookmark: _Toc383444263][bookmark: _Toc388623444]Parameter MP-4(a)-2: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility) 
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	MP-4 What is the solution and how is it implemented?

	Part a
	


MP-5 – Media Transport
The organization: 
a. Protects and controls [DoD Assignment: all digital and non-digital media containing sensitive, controlled, and/or classified information.] during transport outside of controlled areas using [DoD Assignment: DoDI 5200.1R and other organizationally defined security safeguards. The CSP defines the additional security safeguards. The safeguards are accepted and approved by the DISA AO]; … 

FedRAMP baseline parameter: 
Parameter 1: [magnetic tapes, external/removable hard drives, flash/thumb drives, diskettes, compact disks and digital video disks] 

Parameter 2: [for digital media, encryption using a FIPS 140-2 validated encryption module]

Additional FedRAMP  v2 Requirement: The service provider defines security measures to protect digital and non-digital media in transport.  The security measures are approved and accepted by the JAB.


	MP-5a
	Control Enhancement Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               




	MP-5a What is the solution and how is it implemented?

	Part a
		
	

                  


1.1.4.4 MP-6 Media Sanitization
The organization:
Sanitizes [DoD Assignment: all media] prior to disposal, release out of organizational control, or release for reuse using [DoD Assignment: techniques and procedures IAW NIST SP 800-88] in accordance with applicable federal and organizational standards and policies; and
Employs sanitization mechanisms with strength and integrity commensurate with the security category or classification of the information.[footnoteRef:98] [98:  Although the text of the control is unchanged, the security categorizes include National Security Systems Moderate information] 

	MP-6
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442051][bookmark: _Toc383444266][bookmark: _Toc388623447]Parameter 1:

	[bookmark: _Toc383442052][bookmark: _Toc383444267][bookmark: _Toc388623448]Parameter 2

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	MP-6 What is the solution and how is it implemented?

	Part a
	

	Part b
	


MP-6(2) – Media Sanitization | Equipment Testing
The organization tests sanitization equipment and procedures [DoD  Assignment: every 180 days] to verify that the intended sanitization is being achieved.


	MP-6 (2)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442053][bookmark: _Toc383444268][bookmark: _Toc388623449]Parameter :

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	MP-6 (2) What is the solution and how is it implemented?

	



4. MP-7 Media Use

The organization [Selection: restricts; prohibits] the use of [DoD Assignment: The CSP defines types of information system media to prohibit and those to restrict. The restrictions and prohibitions are accepted and approved by the DISA  AO] on [DoD Assignment: The CSP lists the system or system components to which the restrictions and/or prohibitions apply.] using [DoD Assignment: The CSP defines the safeguards used to prohibit and/or restrict media use. The safeguards are accepted and approved by the DISA AO].

	MP-7 
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442054][bookmark: _Toc383444269][bookmark: _Toc388623450]Parameter MP-7-1:

	[bookmark: _Toc383442055][bookmark: _Toc383444270][bookmark: _Toc388623451]Parameter MP-7-2:

	[bookmark: _Toc383442056][bookmark: _Toc383444271][bookmark: _Toc388623452]Parameter MP-7-3:

	[bookmark: _Toc383442057][bookmark: _Toc383444272][bookmark: _Toc388623453]Parameter MP-7-4:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	MP-7 What is the solution and how is it implemented?

	



[bookmark: _Toc453944456][bookmark: _Toc149090446][bookmark: _Toc346210910]Physical and Environmental Protection (PE)
[bookmark: _Toc453944457]Physical and Environmental Protection (PE) – Additional controls
PE-3 (1) - Physical Access Control |Information System Access
The organization enforces physical access authorizations to the information system in addition to the physical access controls for the facility at [DoD Assignment: The CSP defines the physical spaces containing one or more components of the information system. The physical spaces are approved and accepted by the DISA AO].

	PE-3 (1)
	Control Summary Information

	Responsible Role:

	Parameter

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	PE-3 (1) What is the solution and how is it implemented?

	

                  


[bookmark: _Toc453944458]Physical and Environmental Protection (PE) – Changed controls
PE-1 Physical and Environmental Protection Policy and Procedures
The organization: 
 Develops, documents, and disseminates to [DoD Assignment: all personnel]: 
 A physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
 Procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls; and 
 Reviews and updates the current: 
 Physical and environmental protection policy [DoD Assignment: annually]; and 
 Physical and environmental protection procedures [FedRAMP Assignment: at least annually].

	PE-1
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442058][bookmark: _Toc383444273][bookmark: _Toc388623454]Parameter PE-1(a):

	[bookmark: _Toc383442059][bookmark: _Toc383444274][bookmark: _Toc388623455]Parameter PE-1(b)(1):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	PE-1 What is the solution and how is it implemented?

	Part a
	

	Part b
	



PE-2 – Physical Access Authorizations
The organization: … 
c. Reviews and approves the access list and authorization credentials [DoD Assignment: every 90 days], removing from the access list, personnel no longer requiring access. 

FedRAMP  v2 baseline parameter: [at least annually] 


	PE-2c
	Control Enhancement Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PE-2c What is the solution and how is it implemented?

		
	

                  


PE-3 – Physical Access Control
The organization: … 
Enforces physical access authorizations at [DoD Assignment: The CSP defines all entry/exit points to the facility where the information system resides. The exit/entry points are accepted and approved by the DISA AO] by; 
 Verifying individual access authorizations before granting access to the facility; and 
 Controlling ingress/egress to the facility using [DoD Assignment: The CSP defines  physical access control systems/devices and guards. The list of system, devices and guards is approved and accepted by the DISA AO.]; 
 Maintains physical access audit logs for [DoD Assignment: The CSP defines all  entry/exit points, consistent with PE-3a]; 
 Provides [DoD Assignment: The CSP defines security safeguards. The security safeguards are accepted and approved by the DISA AO] to control access to areas within the facility officially designated as publicly accessible; 
 Escorts visitors and monitors visitor activity [FedRAMP Assignment: in all circumstances within restricted access area where the information system resides]; 
 Secures keys, combinations, and other physical access devices; 
 Inventories [DoD Assignment: minimally keys and any other physical token used to gain access] every [FedRAMP Assignment: at least annually]; and
Changes combinations and keys [DoD Assignment: at least annually and as required by security-related events] and/or when keys are lost, combinations are compromised, or individuals are transferred or terminated.

	PE-3
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442062][bookmark: _Toc383444277][bookmark: _Toc388623458]Parameter PE-3(a):

	[bookmark: _Toc383442063][bookmark: _Toc383444278][bookmark: _Toc388623459]Parameter PE-3(a)(2): 

	[bookmark: _Toc383442064][bookmark: _Toc383444279][bookmark: _Toc388623460]Parameter PE-3(b):

	[bookmark: _Toc383442065][bookmark: _Toc383444280][bookmark: _Toc388623461]Parameter PE-3(c): 

	[bookmark: _Toc383442066][bookmark: _Toc383444281][bookmark: _Toc388623462]Parameter PE-3(d):

	[bookmark: _Toc383442067][bookmark: _Toc383444282][bookmark: _Toc388623463]Parameter PE-3(f): 

	[bookmark: _Toc383442068][bookmark: _Toc383444283][bookmark: _Toc388623464]Parameter PE-3(g): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	PE-3 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	

	Part f
	

	Part g
	


PE-4  Access Control for Transmission Medium
The organization controls physical access to [DoD Assignment: The CSP defines all appropriate information system distribution and transmission lines. The list of distribution and transmission lines is accepted and approved by the DISA AO. ] within organizational facilities using [DoD Assignment: The CSP defines  security safeguards. The safeguards and accepted and approved by the DISA AO.].

	PE-4
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442069][bookmark: _Toc383444284][bookmark: _Toc388623465]Parameter PE-4-1

	[bookmark: _Toc383442070][bookmark: _Toc383444285][bookmark: _Toc388623466]Parameter PE-4-2

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility) 
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	PE-4 What is the solution and how is it implemented?

	



PE-6 – Monitoring Physical Access
The organization: … 
b. Reviews physical access logs [FedRAMP Assignment: at least monthly] and upon occurrence of [DoD Assignment: the CSP defines types of events and potential indications of events. The lists of events and potential indicators is accepted and approved by the DISA AO. ]

	PE-6b
	Control Enhancement Summary Information

	Responsible Role:

	Parameter b2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PE-6b What is the solution and how is it implemented?

		
	

                  


1.1.4.6 PE-10b – Emergency Shutoff

The organization: … 
..
Places emergency shutoff switches or devices in [DoD Assignment:   the CSP defines appropriate locations. The list of locations is accepted and approved by the DISA AO] to facilitate safe and easy access for personnel; and


	PE-10b
	Control Enhancement Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PE-10b What is the solution and how is it implemented?

		
	

                  


PE-13(2)  Fire Protection | Suppression Devices/Systems
The organization employs fire suppression devices/systems for the information system that provide automatic notification of any activation [DoD Assignment: The CSP defines the personnel or roles. The personnel or roles are accepted and approved by the DISA AO] and [DoD Assignment: the CSP defines the emergency responders. The list of emergency responders is approved and accepted by the DISA AO].

	PE-13 (2)
	Control  Summary Information

	Responsible Role:

	[bookmark: _Toc383442079][bookmark: _Toc383444294][bookmark: _Toc388623473]Parameter PE-13(2)-1:

	[bookmark: _Toc383442080][bookmark: _Toc383444295][bookmark: _Toc388623474]Parameter PE-13(2)-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	PE-13 (2) What is the solution and how is it implemented?

	


4. PE-14 Temperature and Humidity Controls
The organization:
Maintains temperature and humidity levels within the facility where the information system resides at [ DoD Assignment: See additional DoD Requirement]; and
PE-14(a) Additional DoD Requirement: Commercial CSPs may use the FedRAMP Assignment: consistent with American Society of Heating, Refrigerating and Air-conditioning Engineers (ASHRAE) document entitled "Thermal Guidelines for Data Processing Environment, However, DoD CSPs must follow the following DoD Assignment: For commercial grade information systems: 64.4 – 80.6 degrees F;  45% – 60% Relative Humidity;  Dew Point 41.9 ° – 59°F; measured at the air intake inlet of the IT equipment casing; For other systems, levels within manufacturer specifications.

Monitors temperature and humidity levels [FedRAMP Assignment: continuously]

	PE-14
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442081][bookmark: _Toc383444296][bookmark: _Toc388623475]Parameter PE-14(a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	PE-14 What is the solution and how is it implemented?

	Part a
	 



4. PE-17 Alternate Work Site

The organization:
(a) Employs [DoD Assignment: the CSP defines the  security controls. The list of security controls is accepted and approved by the DISA AO] at alternate work sites;
(b) Assesses as feasible, the effectiveness of security controls at alternate work sites; and[footnoteRef:99] [99:  The security controls will need to be revised to address all the additional and changed DoD security controls listed] 

(c) Provides a means for employees to communicate with information security personnel in case of security incidents or problems.

	PE-17
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442085][bookmark: _Toc383444300][bookmark: _Toc388623479]Parameter PE-17(a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	PE-17 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	



[bookmark: _Toc453944459]Planning (PL)
[bookmark: _Toc453944460]Planning (PL) – Additional controls
PL-8 (1) – Information Security Architecture/Defense in Depth
The organization designs its security architecture using a defense-in-depth approach that:
(a) Allocates [DoD Assignment: the CSP defines security safeguards. The security safeguards are accepted and approved by the DISA AO.] to [DoD Assignment: the CSP defines locations and architectural layers. The locations and architectural layers are accepted and approved by the DISA AO.]; and
(b) Ensures that the allocated security safeguards operate in a coordinated and mutually reinforcing manner.

DoD additional requirements and guidance:  The CSO includes the following defense in depth measures.  Infrastructure (IaaS) or Platform (PaaS) as CSO should support these same measures, clearly delineating the responsibility of security features with the mission owner[footnoteRef:100] :   [100:  Reflects DoD CC SRG Section 5.10.3.2] 

· Application Layer Firewall (properly configured) and intrusion detection and or prevention protection of the CSO’s infrastructure supporting the SaaS application offering, as well as segmentation (logical or physical) from the CSP’s other offerings and corporate networks.

· Application / network architecture which provides unrestricted/restricted DMZ zones with appropriate protections IAW the DoD DMZ STIG for internet/externally facing servers and private / “back end” zones with appropriate protections for application/database servers and other supporting systems/servers. This includes but is not limited to Web Application Firewalls, Reverse Web Proxies, FTP Proxies, etc. as necessary for the protection of the application and the customer’s data/information stored/processed within.

· Customer data-at-rest encryption protections using FIPS 140-2 validated cryptographic modules operated in FIPS mode where only the Mission Owner has control of the keys.  This requirement addresses the persistent storage of customer data on various media and in databases, not customer data that requires real time processing without retention.  If such data is retained then the retained data storage is persistent.

· Customer data-in transit encryption protections using FIPS 140-2 validated cryptographic modules operated in FIPS mode. This requirement addresses customer data transiting public and private Wide Area Networks (WAN) (i.e., Internet, NIPRNet, CSP’s WAN) and Local Area Networks (LANs) from the customer terminal to the CSP’s service offering enclave LAN.  Encryption may be native at the protocol level or be at the VPN/tunnel level.  This requirement is also applicable to CSP replication of customer data and systems between primary locations and backup Continuity of Operations (COOP) / Disaster Recovery (DR) locations.

· Hardening / patching / maintenance of OSs and applications IAW industry standards. DoD SRGs and STIGS or DoD-accepted equivalents must be used if the service is private or community cloud used by DoD.  For Information Assurance (IA) Vulnerability Management (IAVM) message compliance, the CSP will be expected to comply with industry best practice by applying patches identified in the CVE that would be referenced in the DoD IAVM message.  Innovative alternatives such as implementing a behavioral based or software integrity protection model for all systems may be viable and will be assessed on a case by case basis.

· Implement PIV/DoD CAC / PKI authentication for all customer user access on all SaaS offerings that process information at Information Impact Levels 4 and 5 in accordance with IA-2 (12). This includes regular non-privileged users accessing the service and privileged customer users accessing service ordering / management interfaces/portals. [footnoteRef:101] [101:  Reflects DoD CC SRG Section 5.10.3.1] 


	PL-8 (1)
	Control Summary Information

	Responsible Role:

	Parameter a-1: 

	Parameter a-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	PL-8(1) What is the solution and how is it implemented?

	Part a
	 

	Part b
	




[bookmark: _Toc453168022][bookmark: _Toc453511980][bookmark: _Toc453863847][bookmark: _Toc453944463][bookmark: _Toc453944467]Planning (PL) – Changed controls
PL-1 Security Planning Policy and Procedures
The organization: 
Develops, documents, and disseminates to [DoD Assignment: all personnel]: 
A security planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
Procedures to facilitate the implementation of the security planning policy and associated security planning controls; and 

	PL-1
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442087][bookmark: _Toc383444302][bookmark: _Toc388623480]Parameter PL-1(a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	PL-1 What is the solution and how is it implemented?

	Part a
	 



PL-2–  System Security Plan[footnoteRef:102] [102:  Because the CSP is required to provide an updated SSP or SSP addendum to address the additional DoD requirements and security controls, the entire PL-2 would then be applied to those changes and additions. ] 

The organization:
Develops a security plan for the information system that:
Is consistent with the organization’s enterprise architecture;
Explicitly defines the authorization boundary for the system;
Describes the operational context of the information system in terms of missions and business processes;
Provides the security categorization of the information system including supporting rationale;
Describes the operational environment for the information system and relationships with or connections to other information ;
Provides an overview of the security requirements for the system;
Identifies any relevant overlays, if applicable;
Describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring decisions; and
Is reviewed and approved by the authorizing official or designated representative prior to plan implementation;
Distributes copies of the security plan and communicates subsequent changes to the plan to [DoD Assignment: at a minimum, the ISSO, ISSM and SCA];
Reviews the security plan for the information system [FedRAMP Assignment: at least annually];
Updates the plan to address changes to the information system/environment of operation or problems identified during plan implementation or security control assessments; and
Protects the security plan from unauthorized disclosure and modification.
	PL-2
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442090][bookmark: _Toc383444305][bookmark: _Toc388623483]Parameter PL-2(b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	PL-2 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	



4. PL-2(3)–  System Security Plan | Plan/Coordinate with Other Organizational  Entities
The organization plans and coordinates security-related activities affecting the information system with [DoD Assignment: The CSP defines individuals or groups. The list of individuals or groups is accepted and approved by the DISA AO ]  before conducting such activities in order to reduce the impact on other organizational entities.

	PL-2 (3)
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442092][bookmark: _Toc383444307][bookmark: _Toc388623485]Parameter PL-2(3):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>


.
	PL-2 (3) What is the solution and how is it implemented?

	



4.  PL-4 –  Rules  of Behavior
The organization:
…; 
…; 
Reviews and updates the rules of behavior [DoD  Assignment: annually]; and 
 …

	PL-4
	Control Summary Information

	Responsible Role:

	Parameter PL-4(c):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	PL-4 What is the solution and how is it implemented?

	Part c
	




[bookmark: _Toc440893451][bookmark: _Toc440893666][bookmark: _Toc440893452][bookmark: _Toc440893667][bookmark: _Toc453944468]Personnel Security (PS) 
[bookmark: _Toc453944469]Personnel Security (PS) – Additional controls
PS-4(1) – Personnel Termination| Post-Employment Requirements
The organization: 
(a) Notifies terminated individuals of applicable, legally binding post-employment requirements for the protection of organizational information; and 
(b) Requires terminated individuals to sign an acknowledgment of post-employment requirements as part of the organizational termination process. 

	PS-4(1)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               




	PS-4(1) What is the solution and how is it implemented?

	Part a
	

	Part b
	



PS-6(3) – Access Agreements | Post-employment Requirements
The organization:
(a) Notifies individuals of applicable, legally binding post-employment requirements for protection of organizational information; and
(b) Requires individuals to sign an acknowledgment of these requirements, if applicable, as part of granting initial access to covered information.

	PS-6(3)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PS-6(3) What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	


[bookmark: _Toc453944470]Personnel Security (PS) – Changed controls
[bookmark: _Toc149090434][bookmark: _Toc383429849][bookmark: _Toc383444661][bookmark: _Toc385594306][bookmark: _Toc385594694][bookmark: _Toc385595082][bookmark: _Toc388620923]PS-1 Personnel Security Policy and Procedures
[bookmark: _Toc383444662][bookmark: _Toc385594307][bookmark: _Toc385594695][bookmark: _Toc385595083][bookmark: _Toc388620924]The organization:
Develops, documents, and disseminates to [DoD Assignment: all personnel]:
A personnel security policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
Procedures to facilitate the implementation of the personnel security policy and associated personnel security controls; and …

	PS-1
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442094][bookmark: _Toc383444309][bookmark: _Toc388623487]Parameter PS-1(s)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)




	PS-1 What is the solution and how is it implemented?

	Part a
	


[bookmark: _Toc149090435][bookmark: _Toc383429850][bookmark: _Toc383444663][bookmark: _Toc385594308][bookmark: _Toc385594696][bookmark: _Toc385595084][bookmark: _Toc388620925]PS-2 Position Categorization
The organization:
Assigns a risk designation to all positions;
Establishes screening criteria for individuals filling those positions; and
Reviews and revises position risk designations [DoD Assignment: annually].
Additional DoD  requirements: The CSP must demonstrate that their personnel position categorization and compliance with PS-2 is equivalent to the OPM position designations for the similar CSO positions to the “critical-sensitive” (e.g., DoD’s ADP-1) or “high risk”; “noncritical-sensitive” (e.g., DoD’s ADP-2) or “moderate risk”; and/or “non-sensitive” or “low risk” (i.e., access to only non-CUI and public information) position designations[footnoteRef:103].   [103:  In accordance with  the DoD CC SRG, Section 5.6.2.1 . ] 


Additional Guidance: IAW DoD 5200.2-R, Category I automated data processing (ADP) (ADP-1 or IT-1), positions include those in which an individual is responsible for the planning, direction, and implementation of a computer security program; has major responsibility for the direction, planning and design of a computer system, including the hardware and software; or can access a system during the operation or maintenance in such a way and with a relatively high risk for causing grave damage or realize a significant personal gain.  These positions are designated “critical-sensitive”.  Category II automated data processing (ADP) (ADP-2 or IT-2) positions include those in which an individual may have the same responsibilities listed for ADP-1 but whose work is technically reviewed by a higher authority of the ADP-I category to insure the integrity of the system.  These positions are designated “noncritical-sensitive[footnoteRef:104]”.   [104:  Reflects DoD CC SRG Section 5.6.2.1] 


Additional DoD guidance[footnoteRef:105]: The OPM Position Designation Tool should be used to determine position sensitivity, position risk levels and investigation requirements for key CSO personnel. DoD’s primary concern is CSP personnel. Any person with direct access to, or can gain access to, DoD information, or that have responsibilities that can affect the security of the information technology processing, storing, or transmitting that information access to CUI or classified information is designated as filling a position designated as “critical-sensitive” or “high risk”.  However, if the person’s “work is carried out under technical review of a higher authority” (i.e., a person holding a “critical-sensitive” or “high risk” position), then the position may be designated as “noncritical-sensitive” or “moderate risk”.  Positions only having access to non-CUI and publicly released information could have a designation of “non-sensitive” or “low risk”.  All positions are considered to have some level of “public trust”. [105:  Reflects DoD CC SRG Section 5.6.2.1] 



	PS-2
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442095][bookmark: _Toc383444311][bookmark: _Toc388623489]Parameter PS-2(c):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	PS-2 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	



[bookmark: _Toc388620927]PS-3(3) Personnel Screening | Information with Special Protection Measures
The organization ensures that individuals accessing an information system processing, storing, or transmitting information requiring special protection:
(a) Have valid access authorizations that are demonstrated by assigned official government duties; and
(b) Satisfy [DoD Assignment: CSP personnel having access to Level 4 and 5 information based on a “critical-sensitive” (e.g., DoD’s ADP-1) position designation, is a Single Scope Background Investigation (SSBI) or a Background Investigation (BI) for a “high risk” position designation.  The minimum background investigation required for CSP personnel having access to Level 4 and 5 information based on a “noncritical-sensitive” (e.g., DoD’s ADP-2) is a National Agency Check with Law and Credit (NACLC) (for “noncritical-sensitive” contractors), or a Moderate Risk Background Investigation (MBI) for a “moderate risk” position designation.[footnoteRef:106]] [106:  Parameter and additional guidance reflects section 5.6.2.2 of the DoD CC SRG] 


Additional DoD Requirements: CSP personnel having access to the systems processing//storing DoD CUI information or to the information itself must be US Citizens, US National, or US Persons. No Foreign persons may have such access. 
Additional DoD Guidance: While CSP personnel are typically not approved for access to customer data/information for need-to-know reasons, they are considered to be able to gain access to the information through their duties.[footnoteRef:107] [107:  Reflects DoD CC SRG Section 5.6.2] 

Additional DoD Guidance: The CSO must comply with the investigation requirements as listed for personnel requiring access to systems and data (e.g. above the hypervisor).  Personnel who have access to the CSO infrastructure (e.g. at the hypervisor or below) must comply with OPM investigation requirements or the CSO must demonstrate that their personnel background investigations and compliance with PS-3 and PS-3(3) are consistent with OPM investigation requirements for each position designation. 

	PS-3 (3)b
	Control Summary Information

	Responsible Role:

	Parameter PS-3 (3)(b)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	PS-3 (3) b What is the solution and how is it implemented?

	



[bookmark: _Toc149090437][bookmark: _Toc383429852][bookmark: _Toc383444665][bookmark: _Toc385594310][bookmark: _Toc385594698][bookmark: _Toc385595086][bookmark: _Toc388620928]PS-4 Personnel Termination
The organization, upon termination of individual employment:
(a) Disables information system access within [DoD Assignment: 8 hours if unable to coordinate account deactivation with the time of termination];
(b) …;
(c) Conducts exit interviews that include a discussion of [DoD Assignment: The CSP defines topics appropriate to protection of DoD sensitive information. The topics are approved and accepted by the DISA  AO];
(d) …;
(e) …;; and
(f) Notifies [DoD Assignment: at a minimum the ISSO and personnel responsible for revoking credentials] within [DoD Assignment: immediately or within 24 hours].
	PS-4
	Control Summary Information

	Responsible Role:

	Parameter PS-4(a)

	Parameter PS-4(c)

	Parameter PS-4(f)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	PS-4 What is the solution and how is it implemented?

	Part a
	

	Part c
	

	Part f
	



[bookmark: _Toc149090438][bookmark: _Toc383429853][bookmark: _Toc383444666][bookmark: _Toc385594311][bookmark: _Toc385594699][bookmark: _Toc385595087][bookmark: _Toc388620929]PS-5 Personnel Transfer 
The organization:
(a) …;
(b) Initiates [DoD Assignment: actions to ensure all system accesses no longer required are removed] within [DoD Assignment: 24 hours if unable to coordinate account deactivation with the time of transfer];
(c) ….; and
(d) Notifies [DoD Assignment: at a minimum the ISSO and personnel responsible for transferring credentials] within [DoD Assignment: 24 hours].
	PS-5
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442097][bookmark: _Toc383444313][bookmark: _Toc388623491]Parameter PS-5(b)-1:

	[bookmark: _Toc383442098][bookmark: _Toc383444314][bookmark: _Toc388623492]Parameter PS-5(b)-2:

	[bookmark: _Toc388623493]Parameter PS-5(d)-1:

	[bookmark: _Toc388623494]Parameter PS-5(d)-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>   



	PS-5 What is the solution and how is it implemented?

	Part b
	

	Part d
	


[bookmark: _Toc383429854][bookmark: _Toc383444667][bookmark: _Toc385594312][bookmark: _Toc385594700][bookmark: _Toc385595088][bookmark: _Toc388620930]PS-6 Access Agreements
The organization:
(a) …;
(b) …; and
(c) Ensures that individuals requiring access to organizational information and information systems:
(1) …; and
(2) Re-sign access agreements to maintain access to organizational information systems when access agreements have been updated or [DoD Assignment: when there is a change to the user’s level of access and at least annually].
	PS-6c2
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623496]Parameter PS-6(c)(2)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 




	PS-6c2 What is the solution and how is it implemented?

	Part c2
	


[bookmark: _Toc149090440][bookmark: _Toc383429855][bookmark: _Toc383444668][bookmark: _Toc385594313][bookmark: _Toc385594701][bookmark: _Toc385595089][bookmark: _Toc388620931]PS-7 Third-Party Personnel Security
The organization:
…;
…;
…;
Requires third-party providers to notify [DoD Assignment: at a minimum, the ISSO and personnel responsible for transferring credentials] of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges within [DoD Assignment: 24 hours if unable to coordinate account deactivation with the time of transfer or termination]; and
….
	PS-7d
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623497]Parameter PS-7(d)-1

	[bookmark: _Toc388623498]Parameter PS-7(d)-2

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>




	PS-7d What is the solution and how is it implemented?

	Part d
	


[bookmark: _Toc149090441][bookmark: _Toc383429856][bookmark: _Toc383444669][bookmark: _Toc385594314][bookmark: _Toc385594702][bookmark: _Toc385595090][bookmark: _Toc388620932]PS-8 Personnel Sanctions
The organization:
(a) …; and
(b) Notifies [DoD Assignment: at a minimum the ISSO] within [DoD Assignment: immediately] when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction.
	PS-8
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623499]Parameter PS-8(b)-1

	[bookmark: _Toc388623500]Parameter PS-8(b)-2

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	PS-8b What is the solution and how is it implemented?

	Part b
	



[bookmark: _Toc453944471]Risk Assessment (RA) 
[bookmark: _Toc453944472]Risk Assessment (RA) - Additional controls
There are no additional Risk Assessment security controls for DoD Information Impact Level 5. 
[bookmark: _Toc453944473]Risk Assessment (RA) – Changed controls
1.1.4.11 RA-1a – Risk Assessment Policy and Procedures
The organization:
Develops, documents, and disseminates to [DoD Assignment: at a minimum the ISSM and ISSO]:
A risk assessment policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
Procedures to facilitate the implementation of the risk assessment policy and associated risk assessment controls; and
	RA-1
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623501]Parameter RA-1(a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)




	RA-1 What is the solution and how is it implemented?

	Part a
	



1.1.4.12 RA-3d – Risk Assessment
The organization:  
(a) …;
(b) …;
(c) …
(d) Disseminates risk assessment results to [DoD Assignment: ISSO, ISSM, AO and PM]; and
(e) ...
	RA-3d
	Control Summary Information

	Responsible Role:

	Parameter RA-3d:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)




	RA-3 What is the solution and how is it implemented?

	Part d
	



4. RA-5 – Vulnerability Scanning
The organization:
Scans for vulnerabilities in the information system and hosted applications
[DoD Assignment: every 30 days or as directed by an authoritative source (e.g., IAVM, CTOs, DTMs, STIGS)] and when new vulnerabilities potentially affecting the system/applications are identified and reported;
Employs vulnerability scanning tools and techniques that promote interoperability among tools and automate parts of the vulnerability management process by using standards for:
Enumerating platforms, software flaws, and improper configurations;
Formatting and making transparent, checklists and test procedures; and
Measuring vulnerability impact;
Analyzes vulnerability scan reports and results from security control assessments
Remediates legitimate vulnerabilities; [DoD Assignment: IAW an authoritative source (e.g., IAVM, CTOs, DTMS), or high-risk vulnerabilities mitigated within thirty days from date of discovery; moderate risk vulnerabilities mitigated within ninety days from date of discovery], in accordance with an organizational assessment of risk; and
Shares information obtained from the vulnerability scanning process and security control assessments with [DoD Assignment: at a minimum the ISSM and ISSO] to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).
	RA-5
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442103][bookmark: _Toc383444320][bookmark: _Toc388623508]Parameter RA-5(a):

	[bookmark: _Toc383442104][bookmark: _Toc383444321][bookmark: _Toc388623509]Parameter RA-5(d):

	[bookmark: _Toc388623510]Parameter RA-5(e):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	RA-5 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	



4. RA-5(5) – Vulnerability Scanning | Privileged Access
The organization includes privileged access authorization to [DoD Assignment: all information systems and infrastructure components] for selected [FedRAMP Assignment: all scans].

	RA-5 (5)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442106][bookmark: _Toc383444323][bookmark: _Toc388623512]Parameter RA-5(5)-1:

	[bookmark: _Toc388623513]Parameter RA-5(5)-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	RA-5 (5) What is the solution and how is it implemented?

	



[bookmark: _Toc453944474]System and Services Acquisition (SA) 
[bookmark: _Toc346210960][bookmark: _Toc453944475]System and Services Acquisition (SA) - Additional controls
[bookmark: _Toc149090424][bookmark: _Toc346210981]SA-4(7) – Acquisition Process |NIAP-approved Protection Profiles
The organization:
(a) Limits the use of commercially provided information assurance (IA) and IA-enabled information technology products to those products that have been successfully evaluated against a National Information Assurance partnership (NIAP)-approved Protection Profile for a specific technology type, if such a profile exists; and
(b) Requires, if no NIAP-approved Protection Profile exists for a specific technology type but a commercially provided information technology product relies on cryptographic functionality to enforce its security policy, that the cryptographic module is FIPS-140 validated.

	SA-4(7)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SA-4(7) What is the solution and how is it implemented?

		
	

                  



4. SA-12 – Supply Chain Protection
The organization protects against supply chain threats to the information system, system component, or information system service by employing [DoD Assignment: measures of protection IAW DoDI 5200.44, "Protection of Mission Critical Functions to Achieve Trusted Systems and Networks (TSN)"] as part of a comprehensive, defense-in-breadth information security strategy.
 Additional DoD Requirement: The service provider provides a Supply Chain Risk Management (SCRM) Plan outlining  their supply chain assessment/management process and measures taken to ensure they are not incorporating into the CSO any system components and/or software that are counterfeit, unreliable, or contain malicious logic or code. [footnoteRef:108] [108:  In accordance with DoD CC SRG Section 5.18] 


	SA-12
	Control Summary Information

	Responsible Role:

	Parameter :

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SA-12 What is the solution and how is it implemented?

	


4. SA-19 – Component Authenticity
The organization 
a. Develops and implements anti-counterfeit policy and procedures that include the means to detect and prevent counterfeit components from entering the information system; and
b. Reports counterfeit information system components to [DoD Selection: [DoD Assignment: at a minimum, USCYBERCOM], and [DoD Assignment: at a minimum, The ISSO, ISSM and PM]]

 Additional DoD Requirement: The service provider provides a Supply Chain Risk Management (SCRM) Plan outlining  their component authenticity process and measures taken to ensure they are not incorporating into the CSO any system components and/or software that are counterfeit, unreliable, or contain malicious logic or code. [footnoteRef:109] [109:  In accordance with DoD CC SRG Section 5.18] 



	SA-19
	Control Summary Information

	Responsible Role:

	Parameter b-1:

	Parameter b-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	
	SA-19 What is the solution and how is it implemented?

	Part  a
	

                  

	Part b
	



[bookmark: _Toc453511993][bookmark: _Toc453863860][bookmark: _Toc453944476][bookmark: _Toc453511994][bookmark: _Toc453863861][bookmark: _Toc453944477][bookmark: _Toc453511995][bookmark: _Toc453863862][bookmark: _Toc453944478][bookmark: _Toc453944479]System and Services Acquisition (SA) – Changed controls
SA-1 – System and Services Acquisition Policy and Procedures
The organization:
(a) Develops, documents, and disseminates to [DoD Assignment: all personnel]:
1 A system and services acquisition policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2 Procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls; and
...
	SA-1
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623514]Parameter SA-1(a):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)



	SA-1 What is the solution and how is it implemented?

	Part a
		



SA-3 – System Development Lifecycle
The organization:[footnoteRef:110] [110:  Although only the parameter has changed, the remaining parts then are related to that defined lifecycle so are likely to need additional specification ] 

(a) Manages the information system using [DoD Assignment: the CSP defines a system development life cycle. The system development lifecycle is accepted and approved by the DISA AO] that incorporates information security considerations;
(b) Defines and documents information security roles and responsibilities throughout the system development life cycle;
(c) Identifies individuals having information security roles and responsibilities; and
(d) Integrates the organizational information security risk management process into system development life cycle activities.
	SA-3
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623517]Parameter SA-3(a)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SA-3 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	



4.  SA-4(2)– Acquisition Process | Design/Implementation Information for Security Controls
The organization requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed that includes: [FedRAMP Selection: to include security-relevant external system interfaces and high-level design]; [DoD Assignment: The CSP defines  design and implementation information. The design and implementation information is approved and accepted by the DISA AO] at [DoD Assignment: The CSP defines the  level of detail. The level of detail is approved and accepted by the DISA AO].

	SA-4 (2)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623518]Parameter SA-4-1:

	[bookmark: _Toc388623519]Parameter SA-4-2:

	[bookmark: _Toc388623520]Parameter SA-4-3:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SA-4 (2) What is the solution and how is it implemented?

	



4. SA-5  Information System Documentation
The organization:
(b) …:
1 ...;
(b) …;
(c) Documents attempts to obtain information system, system component, or information system service documentation when such documentation is either unavailable or nonexistent and [DoD Assignment: The CSP defines actions. The actions are accepted and approved by the DISA AO] in response;
(d) …; and
(e) Distributes documentation to [DoD Assignment: at a minimum, the ISSO, ISSM, and the SCA].
	SA-5
	Control Enhancement Summary Information

	Responsible Role:

	Parameter SA-5(c):

	Parameter SA-5(e):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SA-5 What is the solution and how is it implemented?

	Part c
	

	Part e
	



4. SA-9 – External Information System Services
The organization:

(a) Requires that providers of external information system services comply with organizational information security requirements and employ [DoD Assignment: security controls defined by CNSSI 1253 and FedRAMP Security Controls Baseline(s)] in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;
(b) …; and
(c) Employs [DoD Assignment: FedRAMP and DoD CC SRG  Continuous Monitoring requirements where DoD Level 5 information is processed or stored] to monitor security control compliance by external service providers on an ongoing basis.
	SA-9
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623521]Parameter SA-9(a)

	[bookmark: _Toc388623522]Parameter SA-9(c)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SA-9 What is the solution and how is it implemented?

	Part a
	

	Part c
	


4. SA-9(1) – External Information System Services | Risk Assessments / Organizational Approvals
The organization:
(a) …; and
(b) Ensures that the acquisition or outsourcing of dedicated information security services is approved by [DoD Assignment: DoD Component CIO or their delegate(s)].
SA-9 (1) Additional DoD Requirement: The service provider documents all existing outsourced security services and conducts a risk assessment of future outsourced security services. Future planned outsourced services are approved and accepted by the DISA AO.

	SA-9 (1)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442107][bookmark: _Toc383444324][bookmark: _Toc388623523]Parameter SA-9(1)(b):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SA-9 (1) What is the solution and how is it implemented?

	Part b
	



4. SA-9(4) – External Information System Services | Consistent Interest of Consumers and Providers
The organization employs [DoD Assignment: the CSP defines  security safeguards. The security safeguards are accepted and approved by the DISA AO] to ensure that the interests of [FedRAMP Assignment:  All external systems where Federal information is processed or stored]are consistent with and reflect organizational interests.
	
	SA-9 (4)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623525]Parameter SA-9(4)-1:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SA-9 (4) What is the solution and how is it implemented?

	



4. SA-9(5) – External Information System Services | Processing, Storage and Service Location

The organization restricts the location of [FedRAMP Selection: information processing, information data, AND information services] to [DoD Assignment:  facilities under the exclusive legal jurisdiction of the US.  CSOs will maintain all government data that is not physically located on DoD premises within the 50 States, the District of Columbia, and outlying areas of the US as defined at FAR 2.101[footnoteRef:111]), unless otherwise authorized by the responsible AO, as described in DoDI 8510.01] based on [DoD Assignment: U.S jurisdiction].[footnoteRef:112] [111:  FAR 2.101: http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/far/02.htm ]  [112:  Implements DoD CC SRG section 5.2.1.1] 


	SA-9 (5)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623527]Parameter SA-9(5)-1:

	[bookmark: _Toc388623528]Parameter SA-9(5)-2:

	[bookmark: _Toc388623529]Parameter SA-9(5)-3:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SA-9 (5) What is the solution and how is it implemented?

	



4. SA-10 – Developer Configuration Management
The organization requires the developer of the information system, system component, or information system service to:
(a) …;
(b) Document, manage, and control the integrity of changes to [DoD Assignment: the CSP defines configuration items under configuration management. The list of configuration items are accepted and approved by the DISA AO];
(c) …; 
(d) … and
(e) Track security flaws and flaw resolution within the system, component, or service and report findings to [DoD Assignment: at a minimum, the ISSO and ISSM].

	SA-10
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623531]Parameter SA-10(b):

	[bookmark: _Toc388623532]Parameter SA-10(e):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SA-10 What is the solution and how is it implemented?

	Part b
	

	Part e
	


4. SA-11 – Developer Security Testing and Evaluation 
The organization requires the developer of the information system, system component, or information system service to:
(a) …;
(b) Perform [DoD Selection): unit; integration; system; regression] testing/evaluation at [DoD Assignment: The CSP defines test depth and coverage. The depth and coverage is accepted and approved by the DISA AO];
(c) …;
(d) …; and
(e) ….
	SA-11
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc388623533]Parameter SA-11(b)-1:

	[bookmark: _Toc388623534]Parameter SA-11(b)-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SA-11 What is the solution and how is it implemented?

	Part b
	



[bookmark: _Toc453944480]System and Communications Protection (SC)
[bookmark: _Toc453944481]System and Communications Protection (SC) – Additional controls
SC-7(10)- Boundary Protection | Prevent Unauthorized Exfiltration
The organization prevents the unauthorized exfiltration of information across managed interfaces.

	SC-7(10)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SC-7(10) What is the solution and how is it implemented?

		
	

                  


SC-7(11)- Boundary Protection | Restrict Incoming Communications Traffic[footnoteRef:113] [113:  Specific CAP architectural requirements will be published separately in the Cloud Access Point Functional Requirements Document (FRD that can be found at http://iase.disa.mil/cloud_security/Pages/index.aspx (PKI required)
] 

The information system only allows incoming communications from [DoD Assignment:  all DoD traffic]  to be routed to [DoD Assignment:  One or more DoD approved cloud access points[footnoteRef:114]]. [114:  Reflects DOD CC SRG section 5.10.1.  ] 


DoD guidance: All DoD traffic from NIPRNet to and from off-premises CSP infrastructure serving DoD Level 5 missions and the mission virtual networks must traverse one or more NIPRNet Boundary CAPs. No direct traffic is permitted to/from the Internet except via the NIPRNet IAPs and DoD DMZ capabilities provided by the Mission Owner, a DoD Component, or DISA.

	SC-7(11)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SC-7(11) What is the solution and how is it implemented?

		
	

                  


SC-8(2)- Transmission Confidentiality and Integrity | Pre/post Transmission Handling
The information system maintains the [DoD Selection: confidentiality and integrity]  of information during preparation for transmission and during reception.

	SC-8(2)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SC-8(2) What is the solution and how is it implemented?

		
	

                  


SC-23 (1) - Session Authenticity | Invalidate Session Identifiers at Logout
The information system invalidates session identifiers upon user logout or other session termination. 

	SC-23 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (1) What is the solution and how is it implemented?

		
	

                  


SC-23 (3) - Session Authenticity | Unique Session Identifiers with Randomization
The information system generates a unique session identifier for each session [DoD Assignment: CSP defines randomness criteria.  The randomness criteria is approved and accepted by the DISA  AO] and recognizes only session identifiers that are system-generated.

	SC-23 (3)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (3) What is the solution and how is it implemented?

		
	

                  


SC-23 (5) - Session Authenticity | Allowed Certificate Authorities
The information system only allows the use of [DoD Assignment: DoD PKI established certificate authorities] for verification of the establishment of protected session.


	SC-23 (5)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (5) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc453944482]System and Communications Protection (SC) – Changed controls
[bookmark: _Toc388620965][bookmark: _Toc385595123][bookmark: _Toc385594735][bookmark: _Toc385594347][bookmark: _Toc383444703][bookmark: _Toc383429894]SC-1 System And Communications Protection Policy and Procedures
The organization: 
1. Develops, documents, and disseminates to [DoD Assignment: at a minimum the ISSM/ISSO]: 
0.  A system and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
0.  Procedures to facilitate the implementation of the system and communications protection policy and associated system and communications protection controls; and 
	SC-1
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442109][bookmark: _Toc383444326][bookmark: _Toc388623535]Parameter SC-1(a)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 



	SC-1 What is the solution and how is it implemented?

	Part a
	


SC-5 – Denial of Service Protection
The information system protects against or limits the effects of the following types of denial of service attacks: [DoD Assignment: The CSP defines the types of denial of service attacks.. The list of types of attacks is approved and accepted by the DISA AO] by employing [DoD Assignment: The CSP defines the denial of service safeguards. The safeguards are approved and accepted by the DISA AO].

	SC-5
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-5 What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc388620969][bookmark: _Toc385595127][bookmark: _Toc385594739][bookmark: _Toc385594351][bookmark: _Toc383444707][bookmark: _Toc383429898]SC-6 Resource Availability
The information system protects the availability of resources by allocating [DoD Assignment: The CSP defines the resources.  The resources are approved and accepted by the DISA AO] by [Selection (one or more: priority, quota, [DoD Assignment: The CSP defines the security safeguards. The safeguards are approved and accepted by the DISA AO]. 

	SC-6
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442114][bookmark: _Toc383444331][bookmark: _Toc388623540]Parameter:  (first assignment):

	[bookmark: _Toc383442115][bookmark: _Toc383444332][bookmark: _Toc388623541]Parameter:  (selection):

	[bookmark: _Toc383442116][bookmark: _Toc383444333][bookmark: _Toc388623542]Parameter: (selection assignment): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-6 What is the solution and how is it implemented?

	


[bookmark: _Toc388620970][bookmark: _Toc385595128][bookmark: _Toc385594740][bookmark: _Toc385594352][bookmark: _Toc383444708][bookmark: _Toc383429899]SC-7 Boundary Protection [footnoteRef:115] [115:  The requirement to be physically separate from  public users motivates the selection of “physically” separate per DoD CC SRG section 5.2.2.2] 

The information system:
1. Monitors and controls communications at the external boundary of the system and at key internal boundaries within the system; and
1. Implements sub-networks for publicly accessible system components that are [DoD Selection: physically] separated from internal organizational networks; and
1. Connects to external networks or information systems only through managed interfaces consisting of boundary protection devices arranged in accordance with organizational security architecture.
Additional DoD Requirement:  Level 5 CSP/CSO infrastructure/applications must be designed such that there is no dependence on Internet based resources such that traffic must traverse the IAPs to/from the Internet to make the CSO function. As such the CSO and DoD Mission Owner applications connected through a BCAP must be able to fully function, serving NIPRNet connected users in the event DoD decides to cut off NIPRNet access to the Internet.[footnoteRef:116] [116:  In accordance with DoD CC SRG Section 5.10.1] 


Additional DoD Requirement:  All user traffic to//from the NIPRNet from DoD 0n-premise CSPs will traverse an ICAP. [footnoteRef:117] [117:  Reflects DoD CC SRG Table 5] 


	SC-7
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442117][bookmark: _Toc383444334][bookmark: _Toc388623543]Parameter SC-7

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SC-7 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	


SC-7 (4) – Boundary Protection
The organization[footnoteRef:118]: [118:  Because a DoD CC SRG CSP will be redirecting all traffic through the DODIN/CAP then this entire control may need to be redefined from the FedRAMP v2 baseline. ] 

(a) Implements a managed interface for each external telecommunication service; 
(b)  Establishes a traffic flow policy for each managed interface; 
(c)  Protects the confidentiality and integrity of the information being transmitted across each interface; 
(d)  Documents each exception to the traffic flow policy with a supporting mission/business need and duration of that need; and 
      (e) Reviews exceptions to the traffic flow policy [DoD Assignment: every 180 days] 


	SC-7 (4)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-7 (4) What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	



[bookmark: _Toc388620975][bookmark: _Toc385595133][bookmark: _Toc385594745][bookmark: _Toc385594357][bookmark: _Toc383444713][bookmark: _Toc383429904]SC-7(8) Boundary Protection | Route Traffic to Authenticated Proxy Servers 
The information system routes [DoD Assignment: protocols as designated by PPSM guidance[footnoteRef:119]] to [DoD Assignment: any network external to the authorization boundary] through authenticated proxy servers at managed interfaces. [119:  Ports, protocols, and Services management  (e.g. https, http, ftp, snmp)  are defined in DoD Instruction 8551.01 , more information can be found at http://iase.disa.mil/ppsm/Pages/index.aspx] 


	SC-7 (8)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442119][bookmark: _Toc383444336][bookmark: _Toc388623545]Parameter SC-7(8)(1): 

	[bookmark: _Toc383442120][bookmark: _Toc383444337][bookmark: _Toc388623546]Parameter SC-7(8)(2):

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented 
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific) 
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SC-7 (8) What is the solution and how is it implemented?

	



[bookmark: _Toc388620976][bookmark: _Toc385595134][bookmark: _Toc385594746][bookmark: _Toc385594358][bookmark: _Toc383444714][bookmark: _Toc383429905]SC-7(12) Boundary Protection | Host Based Protection
The organization implements [DoD Assignment: Host Intrusion Prevention System (HIPS)[footnoteRef:120]] at [DoD Assignment: all information system components].  [120:  DoD will evaluate CSP equivalencies on a case by case basis] 


	SC-7 (12)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442121][bookmark: _Toc383444338][bookmark: _Toc388623547]Parameter SC-7(12)-1

	[bookmark: _Toc383442122][bookmark: _Toc383444339][bookmark: _Toc388623548]Parameter SC-7(12)-2

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA> 



	SC-7 (12) What is the solution and how is it implemented?

	



SC-7(13) Boundary Protection |Isolation of Security Tools/Mechanisms/Support Components 
The organization isolates [DoD Assignment: key information security tools, mechanisms, and support components such as, but not limited to PKI, Patching infrastructure, HBSS, Cyber Defense Tools, Special Purpose Gateway, vulnerability tracking systems, honeypots, internet access points (IAPs); network element and data center administrative/management traffic; Demilitarized Zones (DMZs), Server farms/computing centers,  centralized audit log servers etc.] from other internal information system components by implementing physically separate sub-networks with managed interfaces to other components of the system.

	SC-7 (13)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442123][bookmark: _Toc383444340][bookmark: _Toc388623549]Parameter SC-7(13)-1: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-7 (13) What is the solution and how is it implemented?

	



SC-10  Network Disconnect
The information system terminates the network connection associated with a communications session at the end of the session or after [DoD Assignment: 10 minutes privileged sessions, 15 minutes for user sessions] of inactivity. 

FedRAMP v2 baseline parameter: [thirty minutes for all RAS-based sessions; thirty to sixty minutes for non-interactive users]

	SC-10
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-10 What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc383429915][bookmark: _Toc383444721][bookmark: _Toc385594364][bookmark: _Toc385594752][bookmark: _Toc385595140][bookmark: _Toc388620982]SC-12 Cryptographic Key Establishment & Management
The organization establishes and manages cryptographic keys for required cryptography employed within the information system in accordance with [DoD Assignment: DoDI 8520.02 "Public Key Infrastructure and Public Key Enabling" and DoDI 8520.03 "Identity Authentication for Information Systems"].

	SC-12
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442127][bookmark: _Toc383444344][bookmark: _Toc388623554]Parameter SC-12:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-12 What is the solution and how is it implemented?

	


[bookmark: _Toc383429190][bookmark: _Toc383429922][bookmark: _Toc383430648][bookmark: _Toc383431246][bookmark: _Toc383432387][bookmark: _Toc383429923][bookmark: _Toc383444725][bookmark: _Toc385594368][bookmark: _Toc385594756][bookmark: _Toc385595144][bookmark: _Toc388620986]SC-12(2) Cryptographic Key Establishment & Management | Symmetric Keys
The organization produces, controls, and distributes symmetric cryptographic keys uses [DoD Selection: NIST Approved for Unclassified systems].

Additional DoD Requirement:  NIST approved refers to FIPS 140 validated as a clarification to the FedRAMP parameter of FIPS compliant. [footnoteRef:121]  [121:  Reflects DoD CC SRG Section 5.10.2.3- all encryption must be accomplished using FIPS 140-2 validated cryptography modules operated in FIPS mode. ] 



	SC-12 (2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-12(2) What is the solution and how is it implemented?

	


SC-15 Collaborative Computing Devices
The information system:
(a) Prohibits remote activation of collaborative computing devices with the following exceptions:[DoD Assignment: dedicated VTC suites located in approved VTC locations that are centrally managed] and

	SC-15
	Control  Summary Information

	Responsible Role:

	[bookmark: _Toc383442131][bookmark: _Toc383444348][bookmark: _Toc388623558]Parameter SC-15(a): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-15 What is the solution and how is it implemented?

	Part a
	



[bookmark: _Toc383429924][bookmark: _Toc383444726][bookmark: _Toc385594369][bookmark: _Toc385594757][bookmark: _Toc385595145][bookmark: _Toc388620987]SC-17 Public Key Infrastructure Certificates
The organization issues public key certificates under an [DoD Assignment: DoDI 8520.02 Public Key Infrastructure (PKI) and Public Key (PK) Enabling] or obtains public key certificates from an approved service provider.

Additional DoD Requirement: only DoD PKI established certificate authorities are approved – see SC-23(5). Whenever a CSO is responsible for authentication of entities and/or identifying a hosted DoD information system, the CSO will use DoD PKI in compliance with DoDI 8520.03. A CSP must PK enable their customer ordering/service management portals for all service offerings and their SaaS service offerings for general DoD user access or provide a customer configurable service offering to permit PK enabling and integration with the required PKI[footnoteRef:122]. For complete compliance the CSP will integrate with the DoD PKI and the Federal PKI .[footnoteRef:123]  [122:  DoD PKI/PKE: http://iase.disa.mil/pki-pke/Pages/index.aspx ]  [123:  Reflects DoD CC CRG Section 5.4] 


	SC-17
	Control  Summary Information

	Responsible Role:

	[bookmark: _Toc383442132][bookmark: _Toc383444349][bookmark: _Toc388623559]Parameter SC-17: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-17 What is the solution and how is it implemented?

	



SC-21 Secure Name/Address Resolution Service (Recursive or Cashing Resolver)

The information system requests and performs data origin authentication and data integrity verification on the name/address resolution responses the system receives from authoritative sources.

Additional DoD Requirements and Guidance: The CSP will provide name/address resolution service in compliance with DoDI 8410.01, Internet Domain Name Use and Approval, 4 December, 2015[footnoteRef:124].  The DoD prefers for off-premise CSOs to offer a “bring you own” IP address capability for all customer-facing interfaces so that DoD NIPRNet IP addresses may be used. If the CSO has  control over the IP addressing, the preferred solution is for the CSO to provide a NAT or proxy to the NIPRNet BCAP. The CSP-managed commercial IP addresses must be segregated from the NIPRNet routing and traffic using  Multiprotocol Label Switching (MPLS) VPNs or similar method. All on-premise CSOs will be addressed using DoD NIPRNet IP addresses. [footnoteRef:125]  [124:  DoDI 8410.01: http://www.dtic.mil/whs/directives/corres/pdf/841001p.pdf ]  [125:  Reflects DoD  CC SRG Section 5.10.4.1] 

	SC-21
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-21 What is the solution and how is it implemented?

	



SC-23  Session Authenticity

The information system protects the authenticity of communications sessions.

Additional DoD Requirement:  If the CSP replicates data between separate facilities (e.g. for disaster recovery or continuity of operations, all data replication must traverse a CSP’s private internal network (physical or virtual) between/among CSP offering sites/locations and protect the data in transit.  If this network traverses the Internet, the network connection must be encrypted end-to-end in an IPsec tunnel implemented using FIPS 140-2 validated cryptography.[footnoteRef:126] [126:  In accordance with DoD CC SRG Section 5.10.3.3] 


	SC-23
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-23 What is the solution and how is it implemented?

	



[bookmark: _Toc383429933][bookmark: _Toc383444733][bookmark: _Toc385594376][bookmark: _Toc385594764][bookmark: _Toc385595152][bookmark: _Toc388620994] SC-28 Protection of Information At Rest[footnoteRef:127] [127:  In accordance with DoD CC SRG Section 5.10.3, 5.11] 

The information system protects the [FedRAMP Selection: confidentiality AND integrity]] of [DoD Assignment: all customer data at rest encryption protections using FIPS 140-2 validated cryptographic modules operated in FIPS mode where only the Mission Owner has control of the keys]. 

Additional DoD Requirement: This requirement applies to data-at-rest stored in virtual hard drives, in mass storage facilities, or in database records 

	SC-28
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442133][bookmark: _Toc383444350][bookmark: _Toc388623560]Parameter SC-28-1:

	[bookmark: _Toc383442134][bookmark: _Toc383444351][bookmark: _Toc388623561]Parameter SC-28-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-28 What is the solution and how is it implemented?

	



SC-28(1) Protection of Information At Rest | Cryptographic Protection[footnoteRef:128] [128:  In accordance with DoD CC SRG Section 5.10.3] 

The information system implements cryptographic mechanisms to prevent unauthorized disclosure and modification of [DoD Assignment: customer data at rest encryption protections using FIPS 140-2 validated cryptographic modules operated in FIPS mode] on [DoD Assignment: any information system components storing customer data]
Additional DoD Guidance: Cryptographic modules include cryptographic algorithm, RNG, KMI, HASH , etc. (all approved functions.[footnoteRef:129]  [129:  In accordance with DoD CC SRG Section 5.11] 


	SC-28 (1)
	Control Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623562]Parameter SC-28(1)-1: 

	[bookmark: _Toc388623563]Parameter SC-28(1)-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination:
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SC-28 (1) What is the solution and how is it implemented?

	



[bookmark: _Toc453944483]System and Information Integrity (SI)
[bookmark: _Toc453944484]System and Information Integrity (SI) – Additional controls
SI-2(6) – Flaw Remediation| Removal of Previous Versions of Software/Firmware
The organization removes [DoD Assignment: all upgraded/replaced software and firmware components that are no longer required for operation] after updated versions have been installed.


	SI-2(6)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-2(6) What is the solution and how is it implemented?

		
	

                  


SI-3(10) – Malicious Code Protection| Malicious Code Analysis
The organization: 
(a) Employs   [DoD Assignment: The CSP defines tools and techniques. The tools and techniques are approved and accepted by the DISA AO] to analyze the characteristics and behavior of malicious code; and 
(b) Incorporates the results from malicious code analysis into organizational incident response and flaw remediation processes.

Additional DoD Requirement: CSPs that discover and isolate malicious software in connection with a reported cyber incident shall securely submit the malicious software to the MCD[footnoteRef:130].  [130:  In accordance with DoD CC SRG Section 6.4.4.1] 


	SI-3(10)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-3(10) What is the solution and how is it implemented?

	Part a
	

	Part b
	



SI-4 (12) – Information System Monitoring | Automated Alerts
The organization employs automated mechanisms to alert security personnel of the following inappropriate or unusual activities with security implications: [DoD Assignment: When there are threats identified by authoritative sources (e.g. CTOs) and IAW  with CJCSM 6510.01B].

	SI-4 (12)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (12) What is the solution and how is it implemented?

		
	

                  


SI-4 (19) – Information System Monitoring | Individuals Posing Greater Risk
The organization implements [DoD Assignment: The CSP defines additional monitoring. The monitoring is approved and accepted by the DISA AO] of individuals who have been identified by [DoD Assignment: The CSP defines sources. The Sources are approved and accepted by the DISA AO] as posing an increased level of risk


	SI-4 (19)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter 1: 

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (19) What is the solution and how is it implemented?

		
	

                  


SI-4 (20) – Information System Monitoring | Privileged Users
The organization implements [DoD Assignment: The CSP defines additional monitoring. The additional monitoring is accepted and approved by the DISA AO] of privileged users.

Additional DoD Guidance: Mission Owner personnel that are involved in managing any portion of a CSP’s service offering or who are able to order services from the CSO ( i.e., possesses accounts on the CSP’s customer ordering and service management interfaces or portals for any service offering (IaaS/PaaS, SaaS)), are considered Privileged Users by DoD and therefore are required to authenticate using DoD CAC or Alt Token IAW DoDI 8520.03.[footnoteRef:131] [131:  In accordance with DoD CC SRG Section 5.4.1, Table 4.] 


	SI-4 (20)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter 1: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (20) What is the solution and how is it implemented?

		
	

                  


SI-4 (22) – Information System Monitoring | Unauthorized Network Services
The information system detects network services that have not been authorized or approved by [DoD Assignment: at a minimum, the ISSM or ISSO] and [DoD Selection: alerts [DoD Assignment: at a minimum, the ISSM and ISSO and the Mission Owner’s Mission Cyber Defense (MCD)]]

	SI-4 (22)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter 1: 

	Parameter 2:

	Parameter 3:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (22) What is the solution and how is it implemented?

		
	

                  


SI-10(3) – Information Input Validation |Predictable Behavior
The information system behaves in a predictable and documented manner that reflects organizational and system objectives when invalid inputs are received.

	SI-10(3)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		     		                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-10(3) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc453944485]System and Information Integrity (SI) – Changed controls
1.1.4.25 SI-1– System and Information Integrity Policy and Procedures
The organization: 
(a)  Develops, documents, and disseminates to [DoD Assignment: all appointed information assurance personnel]: 
1. A system and information integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
2. Procedures to facilitate the implementation of the system and information integrity policy and associated system and information integrity controls; and …

	SI-1
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442135][bookmark: _Toc383444352][bookmark: _Toc388623564]Parameter SI-1(a)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)



	SI-1 What is the solution and how is it implemented?

	Part a
	



1.1.4.26 SI-2 – Flaw Remediation
The organization:
(a) …;
(b) …; 
(c) Installs security-relevant software and firmware updates within [DoD Assignment: Within the time period directed by an authoritative source( e.g. IAVM, CTOs, DTMs, STIGs) or within 30 days of release of updates] of the release of the updates; and
(d) ….
	SI-2
	Control Summary Information

	Responsible Role:

	[bookmark: _Toc383442138][bookmark: _Toc383444355][bookmark: _Toc388623567]Parameter SI-2(c)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>




	SI-2 What is the solution and how is it implemented?

	Part c
	



SI-2 (2) – Flaw Remediation | Automated Flaw Remediation Status
The organization employs automated mechanisms [DoD Assignment: Continuously with host-based monitoring software , annually for external scans by (Computer Network Defense Service Provider) CDSP] to determine the state of information system components with regard to flaw remediation. 

FedRAMP v2 baseline parameter: [at least monthly]

	SI-2(2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SI-2(2) What is the solution and how is it implemented?

		
	

                  


SI-2(3) –Flaw Remediation | Time to Remediate Flaws / Benchmarks for Corrective Actions
The organization:
(a) …; and
(b) Establishes [DoD Assignment: within the period directed by an authoritative source (e.g. IAVM, CTOs, DTMs, STIGs)] for taking corrective actions.
	SI-2 (3)
	Control  Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623569]Parameter SI-2(3)(b): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SI-2 (3) What is the solution and how is it implemented?

	Part b
	



SI-3 – Malicious Code Protection
The organization: …
a. …; 
b.  …; 
c.  Configures malicious code protection mechanisms to: 
1. Perform periodic scans of the information system [FedRAMP Assignment: at least weekly] and real-time scans of files from external sources at [FedRAMP Assignment: to include endpoints] as the files are downloaded, opened, or executed in accordance with organizational security policy; and 
2. [DoD Assignment:  block and quarantine malicious code and then send an alert to the administrator immediately in near real-time] in response to malicious code detection; and 
d. …. 

FedRAMP  v2 baseline parameter: 
Parameter c2: [to include alerting administrator or defined security personnel] 

	SI-3
	Control Summary Information

	Responsible Role:

	Parameter c2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	SI-3 What is the solution and how is it implemented?

	Part c
	


SI-4 – Information System Monitoring
The organization:
(a) Monitors the information system to detect:
1. Attacks and indicators of potential attacks in accordance with [DoD Assignment: sensor placement and monitoring requirements within CJCSI 6510.01F]; and
2. Unauthorized local, network, and remote connections; 
(b) Identifies unauthorized use of the information system through [DoD Assignment: The CSP defines techniques and methods. The techniques and methods are accepted and approved by the DISA AO];
(c) Deploys monitoring devices (i) strategically within the information system to collect organization-determined essential information; and (ii) at ad hoc locations within the system to track specific types of transactions of interest to the organization[footnoteRef:132]; [132:  Because monitoring requirements are all based on DoD requirements, the entire security control is provided so the CSP can respond consistently] 

(d) Protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion;
(e) Heightens the level of information system monitoring activity whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information; and
(f) Obtains legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations; and
(g) Provides [DoD Assignment: The CSP defines information system monitoring information. The information is approved and accepted by the DISA AO] to [DoD Assignment: The CSP defines personnel or roles. The personnel or role are approved and accepted by the DISA AO] [DoD Selection: as needed].

	SI-4
	Control  Summary Information

	Responsible Role:

	[bookmark: _Toc383442143][bookmark: _Toc383444360][bookmark: _Toc388623573]Parameter SI-4(a)(1): 

	[bookmark: _Toc383442144][bookmark: _Toc383444361][bookmark: _Toc388623574]Parameter SI-4(b):

	[bookmark: _Toc383442145][bookmark: _Toc383444362][bookmark: _Toc388623575]Parameter SI-4(g)-1

	[bookmark: _Toc383442146][bookmark: _Toc383444363][bookmark: _Toc388623576]Parameter SI-4(g)-2

	[bookmark: _Toc383442147][bookmark: _Toc383444364][bookmark: _Toc388623577]Parameter SI-4(g)-3

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>





	SI-4 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	

	Part f
	

	Part g
	


SI-4(5) Information System Monitoring | System Generated Alerts
The information system alerts [DoD Assignment: at a minimum, the ISSM and ISSO] when the following indications of compromise or potential compromise occur: [DoD Assignment: real time intrusion detection and when there are threats identified by authoritative sources (e.g. CTOs) and IAW incident categories I, II, IV, & VII within CJCSM 6510.01B].

	SI-4 (5)
	Control  Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc383442149][bookmark: _Toc383444366][bookmark: _Toc388623579]Parameter SI-4(5)-1: 

	[bookmark: _Toc383442150][bookmark: _Toc383444367][bookmark: _Toc388623580]Parameter SI-4(5)-2

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SI-4 (5) What is the solution and how is it implemented?

	



SI-4(23) Information System Monitoring | Host- Based Devices
     The organization implements [DoD Assignment: host based monitoring software] at [DoD Assignment: all components].

	SI-4 (23)
	Control  Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623581]Parameter SI-4(23)-1:

	[bookmark: _Toc388623582]Parameter SI-4(23)-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>




	SI-4 (23) What is the solution and how is it implemented?

	



SI-5 – Security Alerts, Advisories, and Directives	
The organization:
(a) Receives information system security alerts, advisories, and directives from [DoD  Assignment : at a minimum, USCYBERCOM and Cyber Defense Tier 2 (MCD or BCD)[footnoteRef:133]]  on an ongoing basis; [133:  In accordance with DoD CC SRG Section 6.5, the CSP must be able to receive, act upon and report  compliance with directives and notifications] 

(b) Generates internal security alerts, advisories, and directives as deemed necessary;
(c) Disseminates security alerts, advisories, and directives to [DoD Selection: [DoD Assignment: the ISSO and ISSM]; [FedRAMP Assignment: to include system security personnel and administrators with configuration/patch-management responsibilities] and [DoD Assignment: CDSP Tier 1 for vetting]; and
(d) Implements security directives in accordance with established time frames, or notifies the issuing organization of the degree of noncompliance.
.  
	SI-5
	Control  Summary Information

	Responsible Role:

	[bookmark: _Toc383442151][bookmark: _Toc383444368][bookmark: _Toc388623583]Parameter SI-5(a): 

	[bookmark: _Toc383442152][bookmark: _Toc383444369][bookmark: _Toc388623584]Parameter SI-5(c)

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>




	SI-5 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	



SI-6 – Security Functionality Verification
The information system: 
a. Verifies the correct operation of [DoD Assignment:  all system security functions]; 
b. Performs this verification [DoD Selection: [DoD Assignment: upon system startup and/or restart]; upon command by user with appropriate privileges; [FedRAMP Assignment:  at least monthly]
c. Notifies [DoD Assignment: the ISSO and ISSM] of failed security verification tests; and 
d. [Selection (one or more): shuts the information system down; restarts the information system; [FedRAMP Assignment: to include notification of system administrators and security personnel] when anomalies are discovered. 

	SI-6
	Control Summary Information

	Responsible Role:

	Parameter a:

	Parameter b:

	Parameter c:

	Parameter d:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented- risk acceptance sought		                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SI-6 What is the solution and how is it implemented?

	Part a
	

	Part b
	

	Part c
	

	Part d
	


SI-7 – Software, Firmware, and Information Integrity
The organization employs integrity verification tools to detect unauthorized changes to [DoD Assignment: The CSP defines software, firmware, and information. The software, firmware and information are accepted and approved by the DISA AO].

	SI-7
	Control  Summary Information

	Responsible Role:

	[bookmark: _Toc383442158][bookmark: _Toc383444375][bookmark: _Toc388623590]Parameter SI-7:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SI-7 What is the solution and how is it implemented?

	


[bookmark: _Toc388621015]SI-7(1) – Software, Firmware, and Information Integrity | Integrity Checks
The information system performs an integrity check of [DoD Assignment: The CSP defines software, firmware, and information. The software, firmware and information are accepted and approved by the DISA AO] [FedRAMP Selection: at startup; at [FedRAMP Assignment: to include security-relevant events]; [FedRAMP Assignment: at least monthly]].

	SI-7 (1)
	Control  Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623591]Parameter SI-7(1)-1: 

	[bookmark: _Toc388623592]Parameter SI-7(1)-2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SI-7 (1) What is the solution and how is it implemented?

	



SI-7(7) – Software, Firmware, and Information Integrity | Integration of Detection and Response
The organization incorporates the detection of unauthorized [DoD Assignment: the CSP defines security-relevant changes to the information system. The definition is accepted and approved by the DISA AO] into the organizational incident response capability.

	SI-7 (7)
	Control  Enhancement Summary Information

	Responsible Role:

	[bookmark: _Toc388623594]Parameter SI-7(7): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SI-7 (7) What is the solution and how is it implemented?

	



[bookmark: _Toc383429223][bookmark: _Toc383429955][bookmark: _Toc383430681][bookmark: _Toc383431279][bookmark: _Toc383432420][bookmark: _Toc383429224][bookmark: _Toc383429956][bookmark: _Toc383430682][bookmark: _Toc383431280][bookmark: _Toc383432421][bookmark: _Toc383429225][bookmark: _Toc383429957][bookmark: _Toc383430683][bookmark: _Toc383431281][bookmark: _Toc383432422][bookmark: _Toc149090498][bookmark: _Toc383429961][bookmark: _Toc383444752][bookmark: _Toc385594401][bookmark: _Toc385594789][bookmark: _Toc385595177][bookmark: _Toc388621020]SI-10 – Information Input Validation
The information system checks the validity of [DoD Assignment: all information inputs[footnoteRef:134]]. [134:  The CSP may identify specific exceptions (per the DoD RMF TAG parameter). Any such exceptions would need to be accepted and approved by the DISA AO.] 


	SI-10
	Control  Summary Information

	Responsible Role:

	[bookmark: _Toc383442159][bookmark: _Toc383444376][bookmark: _Toc388623595]Parameter SI-10:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SI-10 What is the solution and how is it implemented?

	



[bookmark: _Toc149090499][bookmark: _Toc383429962][bookmark: _Toc383444753][bookmark: _Toc385594402][bookmark: _Toc385594790][bookmark: _Toc385595178][bookmark: _Toc388621021]SI-11 - Error Handling 
The information system: 
a.  Generates error messages that provide information necessary for corrective actions without revealing information that could be exploited by adversaries; and 
b.  Reveals error messages only to [DoD Assignment: the ISSO, ISSM and SCA]
	SI-11
	Control  Summary Information

	Responsible Role:

	Parameter SI-11(b): 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SI-11 What is the solution and how is it implemented?

	Part a
	

	Part b
	



SI-12– Information Output Handling and Retention
The organization handles and retains information within the information system and information output from the system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.

Additional DoD Requirement:  When a CSP discovers a cyber-incident has occurred within infrastructure and/or CSO for which they are responsible, in conjunction with initial incident reporting, the CSP shall capture, preserve, and protect images and state of all known affected systems/servers/workstations supporting the CSO and the customer.  This includes system logs, volatile memory captures, and hard drive (physical or virtual) images.  The CSP shall also preserve and protect all relevant network logs, as well as all available network monitoring/packet capture data.  This information must be collected as soon as possible after the discovery if not immediately. 

Additional DoD Requirement:  The CSP will maintain captured incident information for at least 90 days from the submission of the required cyber incident report to allow DoD to request the information or decline interest.  

Additional DoD Requirement:  To support LE/CI investigations, the chain-of-custody of captured data must be documented from end-to-end, person-to-person starting when the incident investigation begins.  While chain-of-custody documentation is important and recommended; initiating the chain-of-custody forms and procedures may only be required if the incident warrants the notification of law enforcement.  In that case, the chain-of-custody forms will be initiated by law enforcement officers.  If requested or subpoenaed, the CSP will make their employees available to provide attestation either via affidavits or expert testimony on the CSP’s chain-of-custody and forensic data capture/collection methods..[footnoteRef:135] [135:  In accordance with DoD CC SRG Section 6.4.4.3] 



	SI-12
	Control  Summary Information

	Responsible Role:

	Parameter SI-16

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SI-12 What is the solution and how is it implemented?

	



[bookmark: _Toc385594404][bookmark: _Toc385594792][bookmark: _Toc385595180][bookmark: _Toc388621023]SI-16 – Memory Protection
The information system implements [DoD Assignment: The CSP defines security safeguards The security safeguards are accepted and approved by the DISA AO] to protect its memory from unauthorized code execution.

	SI-16
	Control  Summary Information

	Responsible Role:

	Parameter SI-16

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented
|_| Not implemented – risk acceptance sought
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Abbreviation>, <Date of PA>



	SI-16 What is the solution and how is it implemented?

	






[bookmark: _Toc453944486]Attachment 10: mISSION oWNER (SLA) controls
Section 5.1.6 of the DoD CC SRG outlines additional security controls that the mission owner might include and assess as part of the service level agreement for cloud computing services. This attachment captures those security controls in the same form and manner as the other security controls to provide an optional mechanism for the CSO to respond to the added SLA  controls. These are informational only. These will not be fully assessed under the DISA provisional authorization assessment but may be assessed for completeness in response. The verification of the implementation of these controls is then the responsibility of the mission owner contracting for the cloud services. 
[bookmark: _Toc453944487][bookmark: _Toc446690924]Access Control (AC) 
[bookmark: _Toc446690925]AC-2(13) Account Management/Disable Accounts for High-Risk Individuals
The organization disables accounts of users posing a significant risk within [DoD Assignment: 30 minutes unless otherwise defined in formal organizational policy] of discovery of the risk. 

	AC-2(13)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	AC-2(13) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc446690926]AC-3(4) – Access Enforcement | Discretionary Access Control

The information system enforces [DoD Assignment: The CSP defines the discretionary control policies. The Mission Owner AO approves the policies] over defined subjects and objects where the policy specifies that a subject that has been granted access to information can do one or more of the following: 
(a) Pass the information to any other subjects or objects; 
(b) Grant its privileges to other subjects; 
(c) Change security attributes on subjects, objects, the information system, or the information system’s components;
(d) Choose the security attributes to be associated with newly created or revised objects; or 
(e) Change the rules governing access control. 


	AC-3(4)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	
	AC-3(4) What is the solution and how is it implemented?

	Part  a
	

                  

	Part b
	

	Part c
	

	Part d
	

	Part e
	


[bookmark: _Toc446690927]AC-12 (1) – Session Termination| User-Initiated Logouts/Message Displays
The information system:
(a) Provides a logout capability for user-initiated communications sessions whenever authentication is used to gain access to  [DoD Assignment: all resources]; 
and
(b) Displays an explicit logout message to users indicating the reliable termination of authenticated communications sessions.

	AC-12(1)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	
	AC-12(1) What is the solution and how is it implemented?

	Part  a
	

                  

	Part b
	



AC-16 – Security attributes
The organization: 
a. Provides the means to associate  [DoD Assignment: The CSP defines types of security attributes. The Mission Owner AO approves the types of security attributes] having [DoD Assignment: The CSP defines security attribute values. The Mission Owner AO approves the security attribute values] with information in storage, in process, and/or in transmission; 
b. Ensures that the security attribute associations are made and retained with the information; 
c. Establishes the permitted  [DoD Assignment: security attributes defined in AC-16, CCIs 2256-2258] for  [DoD Assignment: all information systems]; and 
d. Determines the permitted [DoD Assignment: values defined in AC-16, CCIs 2259-2261]         for each of the established security attributes.

	AC-16
	Control Summary Information

	Responsible Role:

	Parameter a:

	Parameter c:

	Parameter d:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	
	AC-16 What is the solution and how is it implemented?

	Part  a
	

                  

	Part b
	

	Part c
	

	Part d
	


	
AC-16(6) – Security attributes | Maintenance of Attribute Association by Organization
The organization allows personnel to associate, and maintain the association of [DoD Assignment: The CSP defines appropriate security attributes. The Mission Owner AO approves the security attributes.] with [DoD Assignment: The CSP defines the subjects and objects. The Mission Owner AO approves the list of subjects and objects] in accordance with [DoD Assignment: The CSP defines the security policies. The Mission Owner AO approves the security policies].

	AC-16(1)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Parameter 3:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented	
|_| Not implemented – risk acceptance sought		                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-16(6) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc446690928][bookmark: _Toc453944488]Audit (AU) 
[bookmark: _Toc446690929]AU-10 Non-Repudiation  
The information system protects against an individual (or process acting on behalf of an individual) falsely denying having performed [DoD Assignment: actions defined by DODI 8520.02 and DODI 8520.03]. 


	AU-10
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	AU-10 What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc446690930][bookmark: _Toc453944489]Identification and Authentication (IA) – 
[bookmark: _Toc446690931]IA-3(1) Device Identification and Authentication | Cryptographic Bidirectional Authentication  
The information system authenticates [DoD Assignment: The CSP defines specific devices and/or types of devices. The list of devices or types of device is accepted and approved by the Mission Owner AO] before establishing  [DoD Selection: remote and network]connection using bidirectional authentication that is cryptographically based.

DoD Supplemental guidance: Once a device is authentication it must be authorized using the principle of least privilege.

	IA-3(1)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	IA-3(1) What is the solution and how is it implemented?

	



[bookmark: _Toc446690935][bookmark: _Toc453944490]System and Communication Protection (SC) – 
[bookmark: _Toc446690936]SC-7(14) Boundary Protection | Protects Against Unauthorized Physical Connections
The organization protects against unauthorized physical connections at [DoD Assignment: internet access points, enclave LAN to WAN, cross domain solutions, and any DoD Approved Alternate Gateways].
	SC-7(14)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	SC-7(14)  What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc446690937]SC-18(3) Mobile Code | Prevent Downloading/Execution
The information system prevents the download and execution of [DoD Assignment: All unacceptable mobile code such as: 
(a) Emerging mobile code technologies that have not undergone a risk assessment and been assigned to a Risk Category by the DoD CIO. 
(b) Unsigned Category 1 mobile code and Category 1 mobile code technologies that cannot block or disable unsigned mobile code (e.g., Windows Scripting Host). 
(d) Category 2 mobile code not obtained from a trusted source over an assured channel (e.g., SIPRNet, SSL connection, S/MIME, code is signed with an approved code signing certificate)."

DoD Supplemental guidance: For the protection of the infrastructure supporting a CSO,  CSPs should apply this control to their organizational IT systems and the infrastructure supporting their CSO(s). For the protection of Mission Owners’, their end users, and networks; CSP CSOs must not support the downloading of mobile code which is deemed unacceptable to DoD].


	SC-18(3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	SC-18(3)  What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc446690938]SC-18(4) Mobile Code | Prevent Automatic Execution
The information system prevents the automatic execution of mobile code in [DoD Assignment:  
Software applications and such as but not limited to email, scriptable document/file editing applications that support documents with embedded code (e.g., MS Office applications/documents), etc. ] and enforces [DoD Assignment: prompting the user for permission ] prior to executing the code.

	SC-18(4)
	Control Summary Information

	Responsible Role:

	Parameter:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented		
|_| Not implemented – risk acceptance sought	                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	SC-18(4)  What is the solution and how is it implemented?

		
	

                  





[bookmark: _Toc453944491]ATTACHMENT 11: Privacy OverLAY controls

To be populated once Appendix B of the DoD CC SRG is populated. 
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